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Security threats in Internet of Things (IoT) networks increased, but the lack of labeled data and limited
resources hinder intrusion detection system design for IoT networks. We propose a robust hierarchical anomaly
detection method based on a variational autoencoder for IoT networks. Our proposed approach includes a
shallow detection stage for obvious outliers with an in-depth detection stage that explicitly measures the impact
of individual features on latent representations using Shapley values, enhancing the ability to detect adversarial

attacks without adversarial training. Simulations confirm the effectiveness against adversarial attacks, with
almost 100% detection rates for NSL-KDD and CIC-IDS2017 datasets.

1. Introduction

Internet of Things (IoT) has become prominent in the design of 5G
releases and futuristic 6G visions [1]. The exponential growth in the
number of interconnected IoT devices over the globe has prompted a
shift in focus from rate-centric use cases, towards ultra-reliable low-
latency communications (URLLC) [2]. However, the vast number of
IoT devices raises significant concerns about their vulnerability to
attacks [3], as IoT devices are typically connected wirelessly through
the IoT gateway, where data is either analyzed locally or sent to
the cloud for analysis [4]. Concurrently, cyber-attacks have become
more sophisticated, with adversarial attacks emerging as a pervasive
threat, implying that small imperceivable perturbations of the input
data can significantly increase the misclassification in deep learning
(DL) models [5]. This can be a more significant threat because DL has
emerged as a powerful tool, demonstrating superior performance in
detecting anomalies compared to statistical techniques [6].

Furthermore, designing an intrusion detection system (IDS) for IoT
networks faces significant challenges, including the difficulty of col-
lecting labeled data [7,8] and the resource constraints of IoT de-
vices [9]. Due to the deficiency of labeled data, variational autoencoder
(VAE) [10], a representative unsupervised learning approach among DL
models, has been adopted in IDS as it does not require labeled data. The
training of VAE can be conducted exclusively on normal traffic data,
thereby eliminating the need for labeled abnormal data, which is often
scarce or unavailable in IoT networks due to the diversity of devices
and traffic patterns.

While VAE is known to be more resistant to input perturbations
caused by adversarial attacks than its deterministic counterparts, VAE
still remains susceptible to adversarial attacks [11,12]. Moreover, the

adoption of existing VAE against adversarial attacks in the network
security domain may not be straightforward [13], as most of the
studies have been developed for image data [14-16]. Unlike image
data, the network traffic data consists of time-based records of network
connection flows, generally stored in a structured format [17]. Addi-
tionally, while adversarial training may be an effective method against
adversarial attacks in image data, it is significantly challenging to apply
it in the network security domain due to the difficulty of obtaining
labeled attack traffic and generating adversarial attacks against IDS for
the defender [18].

To enhance the security of IoT networks, we propose a hierarchical
network anomaly detection based on VAE. We use Shapley values [19]
to explicitly quantify the feature impact on the latent representation
creation of VAE and measure the difference in feature impact between
normal and abnormal data. While the Shapley value for model inter-
pretability is studied in [20], we extend their use to anomaly detection
by analyzing feature impacts in the latent space, a novel approach
for detecting adversarial data in the structured format. The proposed
system has a multi-stage detection, i.e., a shallow detection stage and
an in-depth detection stage. Since comprehensive detection of the entire
data may require enormous computational complexity, the proposed
solution selectively investigates the anomalies only for the data points
that are not clearly identified in the shallow detection stage. The hier-
archical structure enables the proposed IDS to improve the proportion
of detected anomalies, especially adversarial traffic data. Furthermore,
the proposed method does not require additional adversarial training,
making it suitable for resource-constrained IoT environments. This ap-
proach distinguishes itself from existing studies [12,21] by specifically
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Fig. 1. System architecture including IDS in IoT network scenario.

targeting network security domains, rather than focusing on the general
robustness of VAEs or adversarial training methods.

2. Training and design of VAE for IoT anomaly detection

We consider IoT scenario consisting of IoT devices connected to a
gateway, where traffic patterns of the local IoT network are continu-
ously monitored for anomalies [22]. The proposed IDS includes a VAE
as an anomaly detector, designed to analyze IoT traffic at the gateway
and send alerts when detecting malicious patterns, as illustrated in
Fig. 1.

The VAE consists of an encoder £ and a decoder D. The encoder
maps a known input space to the low-dimensional latent space by
extracting the mean vector and variance vector of the input data x €
RK. It generates the latent representation z € RM by sampling from
the multivariate normal distribution corresponding to the mean vector
and variance vector, i.e., £(x) = z. Since the latent representation z
is a compressed version of the high-dimensional input x, M < K.
Consequently, the decoder D makes output & € RX that follows a
distribution similar to the input x using z, i.e., D(z) = X.

Given encoder parameters 6 and decoder parameters ¢, the goal of
the training process of the VAE is to determine the optimal parameters,
0* and ¢*, that make the output as close to input as possible for
normal traffic data x,, € RX. Specifically, * and ¢* can be found by
maximizing the evidence lower bound (ELBO) [10], i.e.,

N
Zl [Ez~q¢(z|x/) logpg (Xj | Z)
j=

{0*, ¢p*} = argmax
0. ¢

— Dgy. (4¢ (Z | Xj) Il pg(z))], (@D)]

where x; denotes jth data in the train data batch, E is the operator
for the expectation, and N is the number of data in a data batch. In
(1), Kullback-Leibler (KL) divergence forces the posterior distribution
g (z | xj) to the prior distribution of the latent representation p,(z),
working as a regularization term. Note that the VAE for network
anomaly detection is trained only on normal traffic data. Once the train-
ing of VAE is completed, the system can detect abnormal traffic data
based on the difference from normal traffic data, which is discussed in
Section 3.

Since we consider the scenario where the adversary hinders anomaly
detection, the input x of VAE in the detection stages also contains
adversarial data that are imperceivable perturbations to the input. In
this study, we focus on white-box evasion attacks, where the adversary
has access to the parameters, architecture, and gradients of the targeted
model. This scenario is different from scenarios with black-box attacks
which rely on input-output observations. The adversary crafts adver-
sarial examples by making only minimal modifications to the normal
traffic data, while perturbed data can still be classified as benign. An
adversarial data x,;, € RX is expressed as x,,, = x,, +®, where ® € RX
is perturbation vector.

To attack the VAE, the adversary evaluates the sensitivity of the
encoder to each input feature by identifying directions in the data
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Fig. 2. Proposed multi-stage hierarchical anomaly detection process.

manifold around the normal data in which the targeted model is most
sensitive and likely to cause changes in the latent representation [23].
The adversary then exploits the knowledge of sensitive information to
select the perturbation . Therefore, the perturbation vector @ can be
determined by solving the optimization problem

maxiﬂmize 1EX,) = EXgap)l

. ()]
subject to |l@]l, <
where || - || is a norm to appropriately measure the differences between

points in the latent space of VAE. Since the adversarial examples
should be generated while minimizing perturbation to the original
input features, p =2 or p = oo in general.

Note that we compartmentalize adversarial data that modify the
input with imperceivable perturbation and malicious data that is any
unauthorized penetration of a network except adversarial attacks. For
example, Distributed Denial of Service (DDoS), port scan, and Heart-
bleed belong to the malicious data. In addition, anomaly or abnormal
data encompass both adversarial and malicious data.

3. Hierarchical detection framework for adversarial attacks

In this section, we propose a hierarchical detection method against
adversarial data detection that operates on the IoT gateway. The pro-
posed hierarchical solution has two stages, which are a shallow detec-
tion stage and an in-depth detection stage. In our hierarchical approach,
the shallow detection stage is designed to minimize false negatives,
while the in-depth detection stage focuses on reducing false positives.
This design is to balance false negatives and false positives, ensuring
robust and efficient anomaly detection [24]. In each stage, the abnor-
mality is evaluated based on a reconstruction error of the VAE and a
feature impact of the data. An illustrative explanation of the proposed
hierarchical detection process is shown in Fig. 2.

3.1. Shallow detection

The shallow detection stage aims to detect distinguishable anoma-
lies. For this, we use a simple but efficient anomaly score e (x;) for
the ith input data x; = [x!,x?,...,xX] and the corresponding output
data %, = [!,%2,...,2X] computed based on the Mean Absolute Error
(MAE) [25], i.e.,

1 K
Ezlxl‘.'—fc”
a=1

where % is feature a of the ith reconstructed output data.

Unlike general approaches with a single threshold, we propose to
use an upper threshold 6, and a lower threshold §; to explicitly identify
the range of data ambiguity. Specifically, input data x; is classified as
normal if e (x;) < §, or abnormal if e (x;) > §,. Otherwise, i.e., §; <
e (x;) < §,, x; is considered ambiguous and moved to the next in-
depth detection stage. The thresholds in this stage can be determined
to minimize the false alarms, aligning with the practical requirements
of network anomaly detection.

3

e (x;) =
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Fig. 3. Histograms of anomaly score at (a) shallow detection stage and (b) in-depth detection stage for NSL-KDD dataset. Histograms of anomaly score at (c) shallow detection
stage (d) and in-depth detection stage for CIC-IDS2017 dataset.
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Fig. 4. Detection ratio of each stage for malicious and adversarial data in (a) NSL-KDD
dataset and (b) CIC-IDS2017 dataset.

3.2. In-depth detection with feature impact

The in-depth detection stage is only performed for ambiguous data,
which is not classified in the shallow detection stage. For the in-
depth classification of ambiguous data, it is essential to capture the
impact of individual features on generating the latent representation of
trained VAE. This is because adversarial examples for VAE are designed
to be perceptually similar to normal input data, while their latent
representations are encoded to be as far as possible from those of
normal input data [21]. To explicitly measure the feature impact on
the latent representation creation as a criterion for detection, we adopt
the concept of Shapley value, which can measure the average marginal
contribution.

For the feature set F and its subset S(C F \ {a}) that excludes
feature a, the impact of feature a in the ith input data is computed as

ISI'IF| - 1] = 1) @

!
v = T V(S U {a}) = V(S)).

SCF\{a)
where V(-) is the value function that maps coalition |.S| to a real value
that represents the latent representation achieved by the encoder of
the VAE with features in the subset S. | - | denotes the cardinality of
a set. Therefore, V(S U {a}) — V(S) can be interpreted as the difference
between the latent representation with and without feature a. Hence,
it can be interpreted that the larger the value, the greater the impact
of the feature in creating the latent variable of the VAE.

To compare the impact of each feature between train data (i.e., nor-
mal data) and ambiguous data, we define feature impact of each feature
on generating the latent representation in the train data. It is defined
as the average impact of feature a of the train data based on (4), i.e.,

L
LY
— ) vl
L i=1 !

where L denotes the number of instances of train data.

To determine the anomaly of the ambiguous data x;, we define the
anomaly score e,(x;) at the in-depth detection stage by the average
discrepancy of feature impacts, expressed as

vy 5)

K
1 a a
eax) =2 2 v — vyl ®)
a=1

An ambiguous data x; is classified as normal if e,(x;) < 5, or abnormal
otherwise.
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4. Simulation results

This section presents the performance evaluation of the proposed
hierarchical detection. To verify the performance of the proposed
method, we use popular and high-dimensional network traffic datasets,
CIC-IDS2017 [26] and NSL-KDD [27]. Note that we remove the labels
from the datasets during the training and detection phases, while using
labels only for performance evaluation. Since the datasets consist of
normal and malicious data but do not include adversarial attack data,
we generate perturbed instances x,,, by (2) and add them to the
datasets in the simulations. The model is tested against Fast Gradient
Sign Method (FGSM) attack [28], which adds linear perturbation to
the input dataset. We use the Kernel SHAP [20] that approximates the
Shapley values to compute the value function.

4.1. Performance analysis

We investigate the performance improvement of hierarchical detec-
tion over stages. Fig. 3 shows the histograms of the anomaly score
and detection ratio at each stage. In Figs. 3(a) and 3(c), which show
the histogram of the anomaly score in the shallow detection stage e,
the normal and adversarial data are overlapped. Consequently, most
adversarial data are classified as ambiguous and moved to the in-
depth detection stage. The histograms of the anomaly score in the
in-depth detection stage e, are shown in Figs. 3(b) and 3(d). The
goal of the in-depth detection stage is to minimize the proportion of
undetected anomalies (i.e., false negatives). The ambiguous adversarial
data, which were moved from the shallow detection stage, are suc-
cessfully classified. Only 1.01% of the ambiguous adversarial data in
the NSL-KDD dataset and 0.13% of the ambiguous adversarial data in
the CIC-IDS2017 dataset are falsely predicted as normal. Therefore, we
confirm that the proposed solution is effective in detecting ambiguous
adversarial data.

We also study the role of each stage by investigating the detection
ratio of each stage. Fig. 4 shows the detection ratio of each stage
for the detected malicious and adversarial data. The malicious data
are predominantly detected in the shallow detection stage, while the
adversarial data are mainly detected in the in-depth detection stage.
Hence, each stage of the proposed hierarchical architecture functions
well as designed.

4.2. Performance comparisons

We compare the performance of the proposed solution with that
of commonly used unsupervised one-class classification approaches,
which do not require additional adversarial training, such as One-Class
Support Vector Machine (OC-SVM) [29], Isolation Forest (iForest) [30],
Histogram-based Outlier Score (HBOS) [31], Deep Support Vector Data
Description (DeepSVDD) [32], Copula-Based Outlier Detection (CO-
POD) [33], and Empirical-Cumulative-distribution-based Outlier Detec-
tion (ECOD) [34].
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Table 1
Performance comparisons for NSL-KDD dataset.
Recall Accuracy Precision Fl-score AUC
Proposed 0.9710 0.9375 0.9375 0.9540 0.9208
OC-SVM 0.5293 0.6518 0.9113 0.5293 0.7131
iForest 0.8470 0.8321 0.8954 0.8705 0.8246
HBOS 0.7184 0.7468 0.8797 0.7184 0.7610
DeepSVDD 0.9058 0.8700 0.8998 0.9028 0.8520
COPOD 0.7268 0.7706 0.9111 0.8086 0.7924
ECOD 0.8841 0.8787 0.9305 0.9067 0.8760
Table 2
Performance comparisons for CIC-IDS2017 dataset.
Recall Accuracy Precision Fl1-score AUC
Proposed 0.9008 0.8695 0.9032 0.9020 0.8539
OC-SVM 0.3326 0.5228 0.8731 0.4817 0.6180
iForest 0.7834 0.7880 0.8855 0.8313 0.7904
HBOS 0.5366 0.6236 0.8412 0.6552 0.6670
DeepSVDD 0.8916 0.8609 0.8989 0.8953 0.8455
COPOD 0.3581 0.5184 0.8163 0.4978 0.5985
ECOD 0.3897 0.5424 0.8368 0.5318 0.6188
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Fig. 5. Detection rate of malicious and adversarial data in (a) NSL-KDD dataset and
(b) CIC-IDS2017 dataset.

The numerical results are shown in Tables 1 and 2. Among all
metrics and datasets, the proposed solution outperforms all bench-
marks. Specifically, the recall performance of the proposed solution
is considerably higher than the other algorithms. This highlights the
effectiveness of the proposed solution against adversarial attacks, as
the goal of adversarial attacks is to deceive a target classifier, leading
to a reduction in the proportion of detected anomalies (i.e., recall).
This is also confirmed by Fig. 5, which shows the detection rate of
each algorithm for adversarial and malicious data. The detection rate
of the proposed solution for adversarial data approaches 1.0, which
means almost 100% of adversarial data are detected. However, other
algorithms struggle to detect adversarial data while they detect mali-
cious data relatively well. Therefore, the proposed method is effective
in identifying adversarial attacks, which are difficult to distinguish with
existing methods.

5. Conclusion

This paper addresses adversarial attacks in IoT networks by de-
ploying an unsupervised DL model for anomaly detection on an IoT
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gateway. We propose a robust hierarchical network anomaly detection
against adversarial attacks. The simulation results show that the de-
tection performance of the proposed solution for adversarial data is
remarkably high. This confirms that the proposed in-depth detection
based on feature impact is efficient for adversarial data, which does
not require adversarial training. Furthermore, the hierarchical structure
can be adapted to the system with distributed computing strategies,
e.g., federated learning. Specifically, the shallow detection stage could
be operated on resource-constrained edge devices, while computation-
ally intensive tasks such as Shapley value-based feature impact analysis
could be performed on centralized servers. Such a distributed approach
would enhance scalability in large-scale IoT deployments, addressing
concerns for resource-constrained IoT gateways. Future work will fo-
cus on integrating distributed computing strategies into the system to
further improve scalability and efficiency.
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Appendix A. Computational complexity of in-depth detection stage

The proposed method uses the Shapley value in the in-depth de-
tection stage. The computational complexity associated with feature
impact computation using Shapley values is a critical consideration,
particularly in resource-constrained IoT environments. This appendix
presents a comprehensive examination of the complexity and the
methodologies to alleviate the computational burden of the proposed
system.

By considering the features as players in a coalition cooperating
for accurate predictions, the Shapley value is used for feature selec-
tion [35] and is further extended to the decision of a local model feature
importance [20]. The Shapley value importance of feature a in model
g is computed by

ISIIAF] - 181 = D!

Il (A1)

¢ =

SCF\{a}

[63) — g_(x_,)],

where F is the feature set, S(C F\{a}) is a subset that excludes
feature a, and | - | denotes the cardinality of a set. To compute this,
another model g_, is trained with x_,, which represents the values of
the features in S. The exact computation of Shapley values involves
evaluating the value function for all possible subsets of features, both
with and without the feature of interest. For a dataset with |F| fea-
tures, the complexity of computing the Shapley value for a feature
is 0(2/F1y [36]. This exponential growth in complexity makes direct
computation infeasible for high-dimensional datasets.
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To address the computational challenges of exact Shapley value
computation, [37] uses a sampling approximation of a permutation
version of the (A.1) and calculates Shapley sampling values. The Shap-
ley sampling method in [37] approximates the effect of removing a
variable from the model by integrating over samples from the training
dataset. This eliminates the need to retrain the model and allows fewer
than 2!F! differences to be computed.

While the Shapley sampling method requires separate sampling
estimation for each feature attribution, a Kernel SHAP method [20]
requires fewer evaluations of the original model to obtain similar
approximation accuracy. The Kernel SHAP method merges concepts
from linear regression of a LIME method [38] and Shapley values.

The LIME method interprets model predictions by locally approx-
imating the model around a specific prediction using a set of linear
surrogate models. In the LIME, the simplified input x’ is considered
as interpretable input that maps original input x through a mapping
function A, i.e., x = A(x’). The explanation model 4’ should be described
as additive feature attribution methods. The explanation model can be
expressed as

M
W) = o+ ) ;). (A2)
i=1

where s’ € {0,1}™ and s/ is ith element of s'. M is the number of
simplified input features. To find ¢,, LIME minimizes the objective
function defined as

E=argmin £ (b1, 7ny) + Q(H), (A.3)

hen’

where £, 7, and Q refer to the loss function, weighting kernel, and
regularization term that penalizes the complexity of the explanation
model 7’. In the LIME method, the computational complexity is reduced
by using a linear explanation model to locally approximate g, where
local is measured in the simplified binary input space.

Since LIME is an additive feature attribution method, the Shapley
values are the only possible solution to (A.2) that satisfies three prop-
erties which are local accuracy, missingness, and consistency. There
are the specific forms of £, =, and £ that make solutions of (A.3) to
recover the Shapley value, i.e.,

Q) =0,
no_ (M —-1)
7 (8) = G choose SIS TM = 18D

c(ht.ag)= Y [0 (s) =1 ()] g (5).

s'es

A4

In the Kernel SHAP methods, the importance value for a particular
prediction is assigned to each feature based on the LIME method. To
assign an importance value to each feature for a particular prediction,
the equation for the calculation of additive feature attribution can be
defined as

sV (M —|s'| - 1)!
= 3, L HI-)

s'cx!

[ (s")

s’ C x’ represents all s’ vectors for which the non-zero entries are a
subset of the non-zero entries in x’. |s’| denotes the number of non-zero
entries in s’. Computing (A.5) is much simpler than computing (A.1).

In the proposed hierarchical approach, Shapley value approxima-
tion is adopted exclusively for ambiguous data identified in the shallow
detection stage, significantly reducing the overall computational bur-
den. Alternative approaches for Shapley value approximation [39-41]
may also be explored depending on factors such as dataset size or
complexity.

—-h(s",)]- (A.5)

—-a

Appendix B. Simulation setup

In the simulation, the same amount of normal, malicious, and ad-
versarial data are included in the test. Table B.1 shows dataset statistics
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Table B.1
Dataset statistics.

NSL-KDD CIC-IDS2017

Total instances
Normal traffic 67,343 (53.46%) 2,273,097 (80.30%)
Malicious traffic 58,630 (46.54%) 557,646 (19.70%)
Number of features 41 67

125,973 2,830,743

Table B.2
Summary of model architecture and training parameters.

NSL-KDD (41,30,20,30,41)
CIC-IDS2017 (67,60,50,40,33,40,50,60,67)

Layered architecture

Learning rate 0.001
Batch size 128

Activation function ReLU
Loss function MSE

Early stopping Patience = 20, §,,;, = 0.001

min

that are related to normal and malicious data. To generate adversarial
examples, we employed the FGSM attack. The process involves perturb-
ing normal data points by adding small, calculated changes to maximize
the loss function. For each normal instance x in the dataset, the gradient
of the loss function concerning the input, V, L(0, x, y), is calculated. The
perturbed instance is then generated as

Xady = X + € - sign(V L(6, x, y)),

where ¢ is the perturbation magnitude. In our experiments, we set
e = 0.1, as it was empirically determined to balance the generation of
challenging adversarial examples while maintaining realistic network
traffic characteristics.

Table B.2 summarizes the detailed model architecture and hyper-
parameter settings used in this study. The configurations are selected
based on preliminary experiments to achieve optimal performance.
Similarly, the hyperparameter settings for the comparison methods
are also fine-tuned to ensure a fair performance evaluation. For the
implementation of comparison methods, we use PyOD [42] which is
a Python library for detecting anomalous objects.
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