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Abstract: As big data technologies for IoT services develop, cross-service distributed learning
techniques of multivariate deep learning models on IoT time-series data collected from various
sources are becoming important. Vertical federated deep learning (VFDL) is used for cross-service
distributed learning for multivariate IoT time-series deep learning models. Existing VFDL methods
with reasonable performance require a large communication amount. On the other hand, existing
communication-efficient VFDL methods have relatively low performance. We propose TT-VFDL-SIM,
which can achieve improved performance over centralized training or existing VFDL methods in a
communication-efficient manner. TT-VFDL-SIM derives partial tasks from the target task and applies
transfer learning to them. In our task-driven transfer approach for the design of TT-VFDL-SIM, the
SIM Partial Training mechanism contributes to performance improvement by introducing similar
feature spaces in various ways. TT-VFDL-SIM was more communication-efficient than existing VFDL
methods and achieved an average of 0.00153 improved MSE and 7.98% improved accuracy than
centralized training or existing VFDL methods.

Keywords: vertical federated learning; transfer learning; deep learning; time-series; sensor stream; IoT

1. Introduction

As various IoT services based on big data and deep learning technologies emerge, the
importance of cross-service distributed learning techniques for multivariate deep learning
models on IoT time-series data collected from diverse sources is increasing. This is because
extended IoT services can be developed through training of a multivariate deep learning
model that analyzes the combined IoT time-series dataset from existing services. However,
sharing raw data of existing services to distributedly train this multivariate deep learning
model is vulnerable in terms of security. Therefore, it is important to develop techniques
for distributed learning of multivariate deep learning models for existing services without
sharing the raw data of them.

Using vertical federated deep learning (VFDL) methods, we can train a deep learning
model for multivariate IoT time-series data distributed across services. VFDL methods are
techniques for distributed learning of deep learning models based on vertically partitioned
data architectures, where features are distributed [1]. We classified various existing VFDL
methods into two categories from the design approach perspective. Existing VFDL meth-
ods are based on training loop parallelization approaches, typically Split Learning [2], or
data-driven transfer approaches, typically [3], that utilize a transfer learning mechanism
which transfers data-driven features trained by unsupervised representation learning. The
mechanism of the latest VFDL methods [4,5], which is generally applicable to vertically
partitioned multivariate IoT time-series data distributed across services, rather than target-
ing only security vulnerabilities [6] or specific neural network structures [7], is based on
one of the two design approaches we classified.

However, existing VFDL methods still have limitations when applied to multivari-
ate IoT time-series data distributed by service. The design strategy of the training loop
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parallelization approach is to train task-driven features by parallelizing forward and back
propagation. Because existing VFDL methods of the training loop parallelization approach
parallelize forward and back propagation, a large communication amount is required, but
because they train task-driven features, it shows similar performance, that is accuracy or
MSE, to centralized training. On the other hand, the design strategies of the data-driven
transfer approach are to train data-driven features using unsupervised representation learn-
ing and design a distributed learning mechanism based on the transfer learning mechanism
to transfer the data-driven features. The existing VFDL methods of the data-driven transfer
approach are very communication-efficient. This is because they use a transfer learning
mechanism to design their distributed learning mechanism where each parallelization unit
has a separate training loop. But because they train data-driven features, it shows relatively
low performance, that is accuracy or MSE, in centralized training, especially in the IoT
domain.

The purpose of this study is to propose a new design approach for vertical federated
deep learning mechanisms suitable to the characteristics of the IoT domain. The limitations
of existing VFDL methods are because the design strategies for the mechanism of each
VFDL method do not sufficiently reflect the characteristics of IoT time-series data. Vertically
partitioned IoT time-series data are typically big data distributed across services or data
silos. In other words, because the design of a communication-efficient vertical federated
deep learning mechanism is necessary, we design a distributed learning mechanism based
on transfer learning, similar to the data-driven transfer approach. Meanwhile, even if it is
the same type of sensor data, the characteristics that need to be focused on are different
depending on the target task. That is, because the target task is more important than data
characteristics in the IoT domain, we utilize the task-driven transfer approach rather than
the data-driven approach.

We propose a new design approach of vertical federated deep learning suitable for the
characteristics of the IoT domain, that is, the task-driven transfer approach. The task-driven
transfer approach can overcome the limitations of the existing VFDL design approach in the
IoT domain by selecting design strategies suitable for the characteristics of the IoT domain.
These design strategies are implemented with four stages of a task-driven transfer approach
considering the characteristics of multivariate IoT time-series data. First, considering the
fact that each variable in multivariate IoT time-series data is dependent on each other,
we fine-tune the multivariate target task based on task-driven features optimized for the
univariate partial task. In addition, motivated by the importance of perturbation in IoT
time-series data, unlike existing studies that remove perturbation, we prevent overfitting
of task-driven features by injecting perturbation through similar feature spaces.

In addition, we designed TT-VFDL-SIM as a VFDL method applying the proposed
task-driven transfer approach and evaluated its performance with comparison methods
that implemented the existing representative VFDL mechanism. TT-VFDL-SIM achieved
an average of 0.00153 improved MSE and 7.98% improved accuracy in a communication-
efficient manner compared to centralized training or existing VFDL methods. Focusing on
the various characteristics of the IoT domain mentioned above, we devised this task-driven
transfer approach and designed TT-VFDL-SIM based on it. Unlike existing VFDL methods
designed by the training loop parallelization approach, the task-driven transfer approach
is communication-efficient by leveraging the transfer learning mechanism. Also, unlike
existing VFDL methods designed by the data-driven transfer approach, the task-driven
transfer approach shows enhanced performance by leveraging task-driven features. Espe-
cially, the SIM Partial Training mechanism contributes to the performance improvement of
TT-VFDL-SIM by preventing overfitting by introducing similar feature spaces in various
ways to leverage perturbation.

Through the proposed task-driven transfer approach and TT-VFDL-SIM designed
based on it, a deep learning model defined on vertically partitioned multivariate IoT time-
series data distributed among existing IoT services or data silos could be distributedly
trained. The task-driven transfer approach can be applied to a deep learning model
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with separate multivariate inputs with a generalized structure from existing studies for
multivariate IoT time-series data analysis. Additionally, the task-driven transfer approach
can be applied to an architecture where each input and output is distributed to a separate
existing IoT service, as in a real-world scenario. Therefore, TT-VFDL-SIM, implemented
based on a task-driven transfer approach, can be used to construct high-quality healthcare
services that combine data from each hospital and IoT companies. Or, it can be used
to logically combine existing IoT services, such as constructing an integrated analysis
service for new economic and business models that combine real economy data and virtual
currency data.
The contributions of our study are as follows:

e  The task-driven transfer approach contributed to research on transfer learning-based
vertical federated deep learning for multivariate IoT time-series data by effectively
utilizing the advantages of the transfer learning mechanism and characteristics of the
IoT domain, unlike existing VFDL mechanisms.

e TT-VFDL-SIM designed based on the task-driven transfer approach achieved better
performance than centralized training and existing VFDL methods in a communication-
efficient manner, and its applicability to cross-service distributed learning for mul-
tivariate IoT time-series data was validated. Therefore, new IoT services can be
cost-effectively constructed through convergence between various domains.

e  The task-driven transfer approach and TT-VFDL-SIM designed based on it can be used
as a transfer learning-based analysis technique for not only VFDL but also multivariate
IoT time-series data from various domains.

Meanwhile, the limitations of our study are as follows:

e  Several options designed to apply similar feature spaces introduced in TT-VFDL-SIM
for perturbation injection may still be affected by data or task characteristics. Although
we were able to experimentally derive the option that could achieve good performance
in most cases, the options of TT-VFDL-SIM are not organized into a single mechanism.
Therefore, future work to address this problem is required.

e  Like representative existing VFDL mechanisms, TT-VFDL-SIM also ensures a basic
level of security because it does not expose sensitive raw IoT time-series data. However,
encoded label data are exposed for classification target tasks. Although encoded label
data are less sensitive than raw IoT time-series data, future work is required on
more advanced security techniques to solve the label leakage problem caused by the
exposure of encoded label data.

Section 2 summarizes existing studies and introduces the target system architecture
and model structure of the target task for applying TT-VFDL-SIM. In addition, we summa-
rize representative existing VFDL methods and introduce comparison methods used in the
experiment. Section 3 introduces the task-driven transfer approach to design TT-VFDL-SIM.
Section 4 introduces the TT-VFDL-SIM algorithms designed based on the task-driven trans-
fer approach. We have designed two TT-VFDL-SIM algorithms, one for regression target
tasks and the other for classification target tasks. In Section 5, we analyze the experimental
results of applying TT-VFDL-SIM, centralized training, and two representative existing
VFDL methods to three types of target task models and five multivariate IoT time-series
datasets. Also, acronyms and terms used in this paper are summarized in Table 1.
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Table 1. Acronyms and terms used in this paper.
Type Acronyms Description
FE Part Submodel structure of the target task model to extract features for each separate input
FE Structure stream.
Submodel structure to perform “Feature Merging” where all layers are dense layers. That
FM Part . : : ;
EM Structure is, a submodel structure of the target task model which concatenates each input’s features
and trains the target task. It is also used as a merging task model of the host party.
Generalized s ., . .
Deep Learning Model SLFM Aclronyrp olf SmglelLayer Feature Merging”. The simplest FM part structure. It consists of
used in Existing Studies o'y a smgle dense ayer.
or MLEM Acronym of “Multi-Layer Feature Merging”. MLFM consists of multiple dense layers. The
Target Task Model features of each input are concatenated at a single level in the first dense layer of MLFM.
Acronym of “Multi-Layer Feature Merging with Multi-layer Feature Concatenation”.
MFCMLFM MFCMLEM consists of multiple dense layers like MLFM, but it concatenates features
through multiple depths.
Solit FM Submodel structure of each univariate partial task model of each guest party. It consists of
P all or part of layers of the FM part of the target task model.
Task-driven transferred vertical federated deep learning. Vertical federated deep learning
TT-VEDL .
based on the proposed task-driven transfer approach.
Task-driven transferred vertical federated deep learning with the introduction of similar
TT-VFDL-SIM feature spaces. The proposed vertical federated deep learning method designed based on
our task-driven transfer approach.
DFS Mod.el Split Model split technique of the proposed approach using DFS (Depth-First Search) traversal.
P Technique
roposed Method

LSTM-AE-based Data

Augmentation Data augmentation technique of the proposed approach using LSTM autoencoder.
Technique
Tareet Task Multivariate IoT time-series analysis task which could be trained distributedly by several
8 VFDL methods including the proposed method.
Partial Task Univariate IoT time-series analysis task based on deep learning of each guest party.
Merging Task Multivariate task based on deep learning of the host party.
DT-VEDL Vertical federated deep learning designed based on data-driven transfer approach.
Existing studies of [3,8-10] correspond to this.
DT-VFDL-AE Vertical federated deep learning method based on transfer learning mechanism using
data-driven features trained by autoencoder. Existing studies of [3,8-10] correspond to this.
Existing Mechanism P-VFDL Ve.rti.cal feder.ated deep learning designed bas.ed on training loop parallelization approach.
or Existing studies of [2,11-16] correspond to this.
Comparison Methods Vertical federated deep learning method of representative mechanism of training loop
P-VFDL-SL parallelization approach, which is Split Learning [2]. Existing studies of [11-15] are based
on this mechanism.
Vertical federated deep learning method based on the advanced Split Learning mechanism
P-VFDL-SLG with local gradient update. Method applying existing study [16] to vertical federated deep

learning of the target task model.

2. Backgrounds
2.1. Deep Learning-Based Multivariate IoT Time-Series Analysis

A multivariate deep learning model is constructed to analyze IoT time-series data
collected from multiple sources with various domains [17,18]. From existing studies, we
can examine the general structure of deep learning models used to analyze multivariate IoT
time-series data. The multi-sensor stream analysis task for a smart factory extracts features
for each sensor and then combines the extracted features to analyze the target task [19].
Human activity recognition (HAR) tasks also extract features from each axis stream of the
three-axis accelerometer and the gyro sensor and then combine them for analysis [20]. Even
when analyzing a multivariate stream generated from a single sensor, features for each
stream are extracted and then combined for analysis [21].

Figure 1 generalizes the structure of the deep learning model [17-21] used in various
multivariate IoT time-series analysis. First, features are extracted for each input stream that
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Guest Party-independent
Feature Extraction (FE) part

Feature Merging (FM) part
performing the Target Task

constitutes multivariate IoT time-series data. We call the submodel structure that extracts
features for each input stream the “FE part”. Generally, CNN, LSTM, and CNN-LSTM are
used in the FE part [22]. After concatenating the features extracted through the FE part
from each input stream, the target task is trained to reflect the combination information
between each input. We call this process “feature merging”, and the submodel structure for
feature merging is called the “FM part”. The FM part consists only of dense layers and can
have a concatenation structure of various depths.

Input Input Input Input Input Input Input Input Input
) } ) ) ) ) ) )
w Feature Feature w Feature Feature w Feature Feature
W Extraction Extraction L Extraction Extraction W Extraction Extraction
! | ! | | '
|
2 De?se De?se Dense
Output 2 - Dense
w
Output
Output
Single Layer Feature Merging Multi-Layer Feature Merging Multi-Layer Feature Merging with
(SLFM) (MLFM) Multi-Layer Feature Concatenation
( MFCMLFM)

Figure 1. General structure of deep learning models used in multivariate IoT time-series analysis:
multivariate deep learning models can be distinguished according to the type of the FM part. The three
types of FM parts (SLFM, MLFM, and MFCMLFM) are determined by the level of the concatenation
structure.

In Figure 1, we generalize various FM part structures into three types: SLFM, MLEM,
and MFCMLEFM. SLEM, the simplest FM part structure, consists of only a single dense
layer. Through this single dense layer, the features of each input stream are concatenated
at a single level, and the target task is trained based on this concatenated feature. MLFM
consists of multiple dense layers. The features of each input are concatenated at a single
level in the first dense layer of MLFM. MFCMLEM consists of multiple dense layers like
MLEFM, but it concatenates features through multiple depths. In other words, MFCMLFM
assigns priority to feature concatenation for each input and performs multi-level feature
concatenation based on this.

For the experiments in Section 5, we constructed a multivariate IoT time series dataset
with a similar domain to [1-5]. In addition, for each dataset, three target task models
according to the type of FM part were designed as in Figure 1 and used in the experiment.

2.2. Vertical Federated Learning (VFL)

Vertical federated learning is a distributed learning technique based on vertically
partitioned data where features are distributed in the sample direction [1]. Each party,
which is the distributed learning unit of vertical federated learning, is generally a service or
asilo, a large-scale storage unit. Therefore, vertical federated learning is used for distributed
learning between services or silos.

Meanwhile, [23] is a representative horizontal federated learning algorithm, a dis-
tributed learning method based on horizontally partitioned data. Unlike vertically parti-
tioned data where features are distributed, horizontally partitioned data is a data archi-
tecture where samples are distributed. Therefore, horizontal federated learning is mainly
used in edge computing.

There are distributed learning methods for high-performance computing based on par-
allel processing units such as GPUs or TPUs [24,25]. Vertical federated learning and [24,25]
have different parallelization units and target system architecture. Ideas from distributed
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learning methods for high-performance computing or horizontal federated learning meth-
ods can also be applied to the design of vertical federated learning. However, if the charac-
teristics of the parallelization unit or target architecture are not sufficiently considered, it
may be inefficient in terms of communication.

2.3. System Architecture for Vertical Federated Learning

The distributed system architecture commonly assumed in existing vertical federated
learning studies is an active/passive party architecture [3,8,13]. A passive party stores only
inputs, and an active party stores both inputs and outputs. Therefore, in this architecture,
raw output data are not exposed due to the active party. In multivariate IoT time-series
analysis, the output data of the classification target task is an encoded label, so it is suitable
for an active/passive party architecture. However, the output data of the regression target
task are IoT time-series data. Additionally, in real-world scenarios, the output data of the
regression target task are also often stored in a separate existing IoT service. Therefore, an
active/passive party architecture is not suitable for the regression target task scenario for
multivariate IoT time-series data.

A completely distributed architecture is more suitable for various real-world multi-
variate loT time-series analysis scenarios, including regression. In a completely distributed
architecture, not only each input but also the output is distributed to each party. Among
the parties in a completely distributed architecture, the host party stores the output, and
the guest parties store each input. Split Learning [2] can be applied to vertical federated
learning based on this completely distributed architecture. There is [11] which applied [2]
to an integrated healthcare service construction scenario based on completely distributed
architecture. There is [16], a horizontal federated learning method based on Split Learning,
but because it has a local gradient update mechanism, each client and server play a role
similar to that of a guest party and host party of the completely distributed architecture.

In a completely distributed architecture, whether the raw output data of the host party
can be copied to each guest party differs for each study. Some methods assume that the
raw output data of the host party cannot be copied to each guest party [2,11]. On the other
hand, if [16] is applied to vertical federated learning, it must be assumed that each client
holds the server’s raw output data. However, in a real-world regression scenario, copying
the host party’s raw output data to each guest party is very vulnerable from a security
perspective. Therefore, we prohibit copying the host party’s raw output data to each guest
party in TT-VFDL-SIM for the regression target task. However, in TT-VFDL-SIM for the
classification target task, copying the host party’s encoded label to each guest party is
allowed.

2.4. Existing Vertical Federated Deep Learning (VFDL) Methods

Vertical federated deep learning (VFDL) methods are vertical federated learning
methods for deep learning models. Existing VFDL methods can be divided into two
types depending on the approach for mechanism design. First, VFDL methods of the
training loop parallelization approach [2,11-15] parallelize the forward propagation and
back propagation that constitute the training loop for the target task. Therefore, since
communication for distributed learning occurs at every step of the training loop, a very
large communication amount is required. On the other hand, VFDL methods of the data-
driven transfer approach [3,8-10] train the target task by transfer learning based on features
trained by unsupervised representation learning at each party. It is very communication-
efficient because only one step of communication is required to transfer the trained features
from each party to another party.

Figure 2 summarizes the mechanism of applying the proposed TT-VFDL-SIM and
representative existing VFDL methods to a deep learning model for multivariate IoT time-
series analysis. CNTR is a centralized training mechanism that is not parallelized, and the
rest are VFDL mechanisms for a deep learning model with the same structure as CNTR.
P-VFDL-SL is the Split Learning [2] mechanism most commonly used in existing VFDL
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methods of the training loop parallelization approach. P-VFDL-SLG is an implementation
of [16], which added a local gradient update mechanism to improve the performance of
Split Learning, tailored to the VFDL scenario for multivariate IoT time-series data. DT-
VEDL-AE represents existing VFDL methods of the data-driven transfer approach and
utilizes an autoencoder for its unsupervised representation learning. TT-VFDL-SIM was

designed based on our task-driven transfer approach.
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Training Loop Parallelization Approach (Split Learning with Local Gradient Update)
Figure 2. Training mechanism of proposed TT-VFDL-SIM and other comparison methods: CNTR is a
centralized training mechanism. TT-VFDL-SIM and other comparison methods perform VFDL on a
deep learning model with the same structure as CNTR. P-VFDL-SL is a Split Learning mechanism, one
of the representative VFDL methods using the training loop parallelization approach. P-VFDL-SLG
is Split Learning with a local gradient update mechanism added. DT-VFDL-AE is based on a data-
driven transfer approach using unsupervised representation learning. TT-VFDL-SIM is based on our
task-driven transfer approach. The blue arrows are the communication from each guest party to the
host party, and the red arrows are the communication from the host party to each guest party.

2.4.1. Training Loop Parallelization Approach

Most of the existing VFDL methods based on the training loop parallelization approach
split the target task model and parallelize forward propagation and back propagation
based on the split submodels [2,11-15]. On the other hand, [14,15] defines a final loss that
aggregates the training results of each party and parallelizes forward propagation and
back propagation based on this. However, in all VFDL methods based on the training loop
parallelization approach, communication occurs at every step of the training loop. As a
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result, the amount of communication required for distributed learning is very large, and
research is also being conducted to reduce the amount of communication, such as in [26].

Most VFDL methods based on the training loop parallelization approach leverage
Split Learning [2]. In Split Learning, the target task model is split based on the set cut
layer. Then, forward propagation and back propagation are parallelized based on this
cut layer. Communication required for distributed learning also occurs at the cut layer.
Several existing VFDL methods are based on Split Learning [11-13]. Some methods applied
Split Learning to a federated healthcare service scenario based on a completely distributed
architecture [11]. There are some methods that applied Split Learning to a VFDL scenario
based on an active/passive party architecture [12,13]. In addition to vertical federated
learning scenarios, Split Learning can also be applied to horizontal federated learning
scenarios [16,27] or hybrid architectures [28,29].

P-VEDL-SL in Figure 2 applies Split Learning [2] to the vertical federated learning sce-
nario for multivariate IoT time-series analysis. First, each guest party forward propagates
its own submodel (FE part) consisting of all layers from the input layer to the cut layer.
Then, the features of each cut layer are sent to the host party. The host party completes for-
ward propagation for its submodel (FM part) based on the received features and calculates
the loss at the output layer. The host party starts back propagation based on this loss. To
complete parallelized back propagation, the host party transmits the gradient calculated
at the cut layer to each guest party. P-VFDL-SLG is an implementation of [16] that added
a local gradient update mechanism to improve the performance of Split Learning. It was
originally a technique for horizontal federated learning scenarios but was implemented as
P-VEDL-SLG to fit the VFDL scenario for multivariate IoT time-series data.

2.4.2. Data-Driven Transfer Approach

Transfer learning [30] is a mechanism that pre-trains a task in a source domain similar
to the target domain and then trains the task in the target domain using the knowledge
obtained from the source domain. Features or weights pre-trained in the source domain
can be transferred to the target domain. In the target domain, additional fine-tuning can
be performed based on features or weights transferred from the source domain. Transfer
learning is generally applied in situations where there are sufficient data.

Existing VFDL methods of the data-driven transfer approach train the target task by
transferring features trained by each party through unsupervised representation learning to
other parties [3,8-10]. In [3], passive parties transfer features trained through unsupervised
representation learning to the active party, and the active party trains the target task based
on this. There is a VFDL method for vertically partitioned image data [8]. The active party
transfers the feature extractor trained with the labeled partial image to each passive party,
and each passive party trains an autoencoder based on it. Features obtained from the
autoencoder of each passive party are transferred back to the active party and used for
training the target task. In [9], each guest party trains an overcomplete autoencoder on its
own data. The host party trains the target task based on expanded features extracted from
the overcomplete autoencoder of each guest party. Each guest party in [10] uses PCA and
an autoencoder for representation learning.

As in [3,8-10], existing VFDL methods of the data-driven transfer approach generally
utilize an autoencoder for unsupervised representation learning. Since DT-VFDL-AE in
Figure 2 is a representative mechanism of existing VFDL methods that utilize a data-driven
transfer approach, an autoencoder is used for unsupervised representation learning at
each guest party. In existing VFDL methods of data-driven transfer approach, only one
step of communication occurs to transmit the trained features from each guest party to the
host party. Due to this one-shot communication mechanism, existing VFDL methods of
data-driven transfer approach are communication-efficient. However, they generally show
relatively lower performance than centralized training.
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2.5. Autoencoder for the Time-Series Analysis

In the analysis of various types of IoT time-series data, including sensor streams,
autoencoders are used for various purposes [31-35]. Typically, this is when it is necessary
to reconstruct sensor stream data for analysis. It is effective to reconstruct the sensor stream
data using the LSTM-based autoencoder (LSTM-AE) [31]. Additionally, an autoencoder
is also used as part of the transfer learning technique [32,33]. First, pre-train each layer of
the target task model using an autoencoder. Then, the weight of each pre-trained layer is
initialized into the target task model to train the target task. Existing VFDL methods of
the data-driven transfer approach [3,8-10] utilize an autoencoder for unsupervised repre-
sentation learning of each guest party. Some studies use LSTM-AE-based reconstructed
data to augment insufficient training data [34]. That is, [34] introduces LSTM-AE-based
reconstructed data to increase the number of insufficient samples of classes with relatively
small distributions in the imbalanced training dataset.

The proposed TT-VFDL-SIM also introduces LSTM-AE-based reconstructed data in
the partial task construction stage of each guest party. However, this has a clearly different
purpose and meaning from [34], which uses LSTM-AE-based reconstructed data for data
augmentation. In TT-VFDL-SIM, LSTM-AE-based reconstructed data are used for the
purpose of creating similar feature spaces and are not used for the purpose of increasing
the number of insufficient samples. In TT-VFDL-SIM, each guest party trains an LSTM-AE
that can reconstruct its own raw data. Then, a reconstructed dataset is created based on this
LSTM-AE. These LSTM-AE-based reconstructed data are used for input and output of the
deep learning model along with the raw data of each guest party. That is, in TT-VFDL-SIM,
each guest party trains a model based on similar feature spaces generated from its own
raw data and LSTM-AE-based reconstructed data.

Meanwhile, in [35], the target task was analyzed based on convolutional autoencoder-
based reconstructed data instead of raw data. As a result, performance was further im-
proved when the target task was analyzed using convolutional autoencoder-based recon-
structed data than when the target task was analyzed using raw data. These experimental
results in [35] can support the justification for introducing LSTM-based reconstructed data
in the design of TT-VFDL-SIM. However, unlike [35], which uses only reconstructed data
for analysis, TT-VFDL-SIM uses two similar feature spaces created from reconstructed data
and raw data for analysis. Therefore, there is a clear difference between TT-VFDL-SIM
and [35] in the purpose of utilizing reconstructed data.

3. Task-Driven Transfer Approach

The target task of TT-VFDL-SIM is a multivariate task that accepts all raw data from
each guest party as input and can be analyzed using a deep learning model with the
structure shown in Figure 1. Each guest party in the completely distributed architecture
stores IoT time-series data such as sensor streams. If the host party’s data are IoT time-series
data, the target task is a regression task. And if the host party’s data are encoded label
data, the target task is a classification task. The partial tasks derived from the target task
are univariate tasks that have only data from each guest party as input. The host party’s
merging task is also derived from the target task and is a multivariate task that trains the
target task using each guest party’s task-driven features as input.

TT-VFDL-SIM derives partial tasks from the target task, then reorganizes these partial
tasks into pre-training and fine-tuning tasks for the target task and performs transfer
learning on them to distributedly train the target task. We call this approach the “task-
driven transfer approach”. Since each variable in multivariate IoT time-series data is
generally dependent on each other, the task-driven transfer approach leverages univariate
partial tasks for the pre-training of multivariate target tasks. Each variable in multivariate
IoT time-series data is created simultaneously in the process of monitoring a specific
environment or condition. Therefore, we assumed that task-driven features optimized for
univariate partial tasks would also be suitable for the multivariate target task. For similar
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reasons, it was assumed that task-driven features would be more suitable than data-driven
features in multivariate IoT time-series analysis.

In this section, we describe each stage of the task-driven transfer approach to design
TT-VFDL-SIM. The task-driven transfer approach consists of the following four stages:

1. Partial Task Construction (Preparation)

- Derive partial tasks and merging task model structure (DFS Model Split technique)
- Generate similar feature spaces (LSTM-AE-based Data Augmentation technique)

2. Partial Task Training (Pre-training for the target task)

- Introduce similar feature spaces (SIM Partial Training mechanism)
3.  One-shot Communication

- Transfer task-driven features
4.  Merging Task Training (Fine-tuning for the target task)

- Train the target task with concatenated task-driven features

The first partial task construction is a necessary preparation stage prior to distributed
learning. In partial task construction stage, partial tasks are derived from the target task.
The host party’s partial task is specially called a merging task. The model structure of
each partial task and merging task is derived, and similar feature spaces necessary for
training are created. After this preparation stage is completed, each guest party’s partial
task and the host party’s merging task are reorganized into a pre-training and fine-tuning
task for the target task according to the transfer learning mechanism. In TT-VFDL-SIM,

distributed learning for the target task occurs through three stages following the partial
task construction stage, and these three stages are summarized in Figure 3.

Pre-training Partial Task Training
for the
Target Task Partial Training based on Similar Feature Spaces (SIM Partial Training Mechanism )
[Partial Input] [Partial Output] Input for
Target Task Method Option Feature Option Tnput for Output for 5 Input for Test
Partial Task Training | Partial Task Training EoisEuacton
RD N X X
3 DD(R) X
Regression DD DDD) XD YD YO)
DD(D)-Test(R) XD [ X
RR = X X
sg DR(R) X
Classification DR DRD) XD Y YO)
DR(D)-Test(R) XD [ X
Partial Task Partial Task Partial Task
[Partial Input] [Partial Input] [Partial Input]
| ' |
Feature Feature
Extraction Extraction
Densel(dl) Dense (d;)
Dense (dz) Dense (d;) Dense (d;)
[Partial Output] [Partial Output] [Partial Output]
Guest Party 1 Guest Party 2 Guest Party 3
One-shot
Communication Feature Transfer | Feature Transfer Feature Transfer
__, Task-driven  Task-driven
Feature Feature
Dense (d;)
Dense (d;)
Fine—tuning Merging Task
Host Pa
for the id
Target Task Merging Task Training

Figure 3. Distributed learning mechanism of TT-VFDL-SIM. The partial task model of each guest
party and the merging task model of the host party have already been derived through partial task
construction before the pre-training for the target task.
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Through Figure 3, we can see how the stages after the partial task construction in
the task-driven transfer approach are applied to the design of the distributed learning
mechanism of TT-VFDL-SIM. Each guest party trains its own partial task to pre-train the
target task. The SIM Partial Training mechanism presents various methods of introducing
similar feature spaces previously created into the training of each partial task. After partial
task training, the task-driven features of each guest party are transmitted to the host party
through a one-shot communication mechanism. Finally, the host party trains the merging
task by concatenating the task-driven features of guest parties. The target task is fine-tuned
through merging task training.

Section 3.1 describes two techniques used in partial task construction. First, we
describe the DFS (Depth-First Search) Model Split technique to derive the univariate
model structure of each partial task from the multivariate target task. Second, we describe
an LSTM-AE-based Data Augmentation technique that creates similar feature spaces to
configure the input and output of each partial task model. Section 3.2 describes partial task
training to pre-train the target task. In this paper, each partial task is trained by introducing
similar feature spaces through the SIM Partial Training mechanism. Section 3.3 describes
one-shot communication and merging task training to fine-tune the target task.

3.1. Partial Task Construction

Partial task construction leverages the DFS (Depth-First Search) Model Split technique
and LSTM-AE-based Data Augmentation technique to derive each guest party’s partial
task and the host party’s merging task from the target task. The partial task model structure
of each guest party and the merging task model structure of the host party are derived
by the DFS Model Split technique. Additionally, similar feature spaces to configure the
input and output of each partial task model are created by the LSTM-AE-based Data
Augmentation technique. Each guest party or host party can generate reconstructed data
for its own raw data based on the LSTM-AE-based Data Augmentation technique. We call
this reconstructed data “decoded data”. As shown in Figure 3, a total of four similar feature
spaces can be created by combining raw data and decoded data.

3.1.1. DFS (Depth-First Search) Model Split Technique

As shown in Figure 4, the DFS Model Split technique parses the layer-level model
structure graph of the target task to derive the partial task model structure of each guest
party and the merging task model structure of the host party. The partial task model
structure and merging task model structure of TT-VFDL-SIM are determined only by the
DFS Model Split technique.

Each guest party uses the input layer for its own data as the starting node and parses
the layer-level model structure graph of the target task based on Depth-First Search (DFS).
When parsing the FM part of the target task model, the number of units d; in each dense
layer [ is kept the same. The FM part parsed from the target task model in this way is called
“Split FM”. As a result, each partial task model structure of TT-VFDL-SIM consists of an FE
part for each input and a split FM, as shown in Figure 2.

The host party’s merging task model structure is also derived through the DFS Model
Split technique. The input to the merging task model is task-driven features sent from each
guest party. Therefore, the starting node of DFS-based graph parsing in the host party is
the layer that concatenates the last outputs of each FE part of the target task model. As a
result, the merging task model structure is identical to the FM part structure of the target
task model.

Table 2 summarizes all formulations used in this paper. Table 3 summarizes the partial
task model structure of each guest party and the merging task model structure of the host
party for TT-VFDL-SIM using the formulations in Table 2. The model structures trained
by each party in P-VFDL-SL and DT-VFDL-AE, the comparison methods summarized in
Section 2.4, are also summarized in Table 3.
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Figure 4. DFS (Depth-First Search) Model Split technique to derive a partial task model structure of

each guest party and merging task model structure of the host party: this is the result of applying the
DFS Model Split technique to three target tasks for each type of FM part. According to Depth-First
Search graph parsing, starting from the input layer for each guest party’s data, it reaches the output

layer through the corresponding separate FE part and FM part layers.
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Table 2. Formulation used in this paper.
Formulation Description
The partial task model (FE part of the target task and Split FM part derived by
f* DFS Model Split) of each Guest Party k whenk =1, ..., K
The merging task model of the Host Party (FM part of the target task) when k = 0
K The feature extraction part of the partial task model or the encoder of the FE-based autoencoder
CFE (FE part of the target task) of each Guest Party k whenk =1, ... , K
4k The decoder of the FE-based autoencoder (mirror image of FE part of the target task)
FE of each Guest Party k whenk =1, ... , K
ek, The encoder of the LSTM-AE of each Guest Party k for the LSTM-AE-based Data Augmentation
5, The decoder of the LSTM-AE of each Guest Party k for the LSTM-AE-based Data Augmentation
wk The parameter of the partial task model (k =1, ... , K) or the merging task model (k = 0) f*
o The parameter of the encoder ek of the FE-based autoencoder
Pk The parameter of the decoder d%, of the FE-based autoencoder
ok The parameter of the encoder ek, , of the autoencoder for the LSTM-AE-based Data Augmentation
ok The parameter of the decoder d¥, , of the autoencoder for the LSTM-AE-based Data Augmentation
L Loss Function
X,-k i-th input in the dataset of each Guest Party k (k =1, ... , K)
Y; i-th output in the dataset of the Host Party
X i-th encoded input of each Guest Party k (k =1, ... , K) by LSTM-AE-based Data Augmentation
XCj XCK ek, (XK;0F)
i DA\“*i’%
YC i-th encoded window of Y sent to each Guest Party k (k =1, ... , K) from the Host Party (k = 0)
, YC, < &, (1i40)
XD i-th decoded input of each Guest Party k (k =1, ... , K) by LSTM-AE-based Data Augmentation
" XDf « dby, (XCh55)
i-th decoded Y, which is used as the true output of the partial task model
YD; of each Guest Party k (k=1, ..., K)
YD; + d%,(YC;09)
i i-th extracted feature of each Guest Party k (k =1, ... , K)
‘ o e (X0
Table 3. Overview of the proposed TT-VFDL-SIM and other comparison methods.
Design P
Methods Approach Guest Party Host Party Communication
Model Structure Model Structure
[Proposed] X -
TT-VFDL-SIM (RD) * P pportial Task
TT-VFDL-SIM (DD) * e (FE + Split FM) 0 Merging Task One-shot
for Regression b FE 4 (FM) Communication
TT-VFDL-SIM (RR) * k=1,...,K of Partial Task
TT-VFDL-SIM (DR) *
for Classification Pre-training SIM Fine-tuning Merging Task
for the Partial Training for the Training
Target Task (Supervised) Target Task (Supervised)
Model Structure (DT-VFDL-AE)
FE-based Autoencoder Model Structure
o FE of Partial Task
L . ke
[Existing Mechanisn] Data-driven (Encoder) 0 Merging Task One-shot
DT-VFDL-AE f A
Transfer FE-based (FM) Communication
[3,8-10] P
FE Decoder
Pre-training Representation Fine-tuning Merging Task
for the Learning for the Training
Target Task (Unsupervised) Target Task (Supervised)
k
- . Forward Propagate (FI;> FE ¢k Receive Feature F¥
[Existing Mechanism] Send Feature F, N0
P-VFDL-SL . ! " Forward Propagate FM f' C icati
Training [P-VFDL-SLG] F.P. Partial Task f’ ommunication
[2,11-15] Loop Per
P-VFDL-SLG Parallelization Receive Gradient 0 Every Step
[16] Back Propagate (B.P.) FE ek, Bacl; Prgpégactl'e FI:/[ f
[P-VFDL-SLG] B.P. Partial Task f* end Lradien
CNTR Centralized Training for the Target Task Model

* The proposed TT-VFDL-SIM method with various method options.
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The structures of the merging task model of TT-VFDL-SIM and DT-VFDL-AE are
the same, but their inputs are different. The merging task model of TT-VFDL-SIM takes
the task-driven features of each guest party as input. For this purpose, each guest party
in TT-VFDL-SIM trains a partial task model consisting of the FE part and Split FM. On
the other hand, the merging task model of DT-VFDL-AE takes the data-driven features
of each guest party as input. For this purpose, each guest party trains an autoencoder
for unsupervised representation learning, and the encoder structure of the autoencoder
is the same as the FE part. Meanwhile, in P-VFDL-SL, each guest party trains the FE part
distributedly through the first half of forward propagation and the second half of back
propagation. The host party trains the FM part distributedly through the second half of
forward propagation and the first half of back propagation.

3.1.2. LSTM-AE-Based Data Augmentation Technique

In order to train each partial task model structure derived through the DFS Model
Split technique, input and output must be assigned. For this purpose, we propose the
LSTM-AE-based Data Augmentation technique. An overview of the LSTM-AE-based Data
Augmentation technique is shown in Figure 5. The raw data of each guest party and host
party are reconstructed based on LSTM-AE, and these reconstructed data (decoded data)
are used for the input and output of each partial task model. The purposes of introducing
decoded data into the input and output of the partial task model are as follows:

1.  When training a regression target task based on a completely distributed architecture,
output data to train the partial task of each guest party are prepared without exposing
the host party’s raw data.

2. By introducing similar feature spaces generated from raw data and decoded data
into partial task training, overfitting of the univariate partial tasks that pre-train the
multivariate target task is prevented.

X Pattern
Stream

- [_[XPattem]

Decoded X Stream

-

Reshape

Decoded X Pattern

Tumbling
Windowed X

-

Compressed
X

-

 ES

Jv-INLST
JO Japoou]
Decoder of

LSTM-AE

Guest Party Stream (XD )
= Tumbling | — mY| Compressed |45 ., | DecodedY Stream
Y Stream §_ Windowed Y [ 4 8 Y 5 < (YD)
L\ g ||-Caoi5s| -mm |3z - o
& ")E = oooooooc> a A
Host Party Send Guest Party

Figure 5. LSTM-AE-based Data Augmentation technique to generate similar feature spaces. It is
assumed that each guest party and host party configure both the encoder and decoder of LSTM-AE
as a single LSTM layer.

TT-VFDL-SIM requires output data to train the partial task of each guest party. In the
classification target task, the host party’s raw output data, that is, encoded label data, can
be transmitted to each guest party. However, due to security issues, the raw data of the host
party cannot be used for the partial task training of each guest party in the regression target
task. In the regression target task, the partial task of each guest party can be trained without
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exposing the host party’s raw data by leveraging the LSTM-AE-based Data Augmentation
technique.

The host party trains an LSTM-AE that can reconstruct its raw output data, as shown in
Figure 5. Then, based on the trained LSTM-AE, an encoded latent vector dataset for the raw
output data is generated and sent to each guest party along with the decoder parameters
of the LSTM-AE. Each guest party constructs a decoder based on the parameters received
from the host party and applies it to the encoded latent vector dataset. As a result, each
guest party can generate decoded data for the host party’s raw output data and use this as
output for partial task training.

Meanwhile, each guest party can use decoded data generated from its own raw data
as input for partial task training. This is unrelated to the exposure issue of raw data for
each guest party but rather intended to create similar feature spaces. The output of each
partial task model is determined as either the host party’s encoded label data or decoded
data depending on the type of target task. Therefore, in one partial task model, two similar
feature spaces can be defined depending on the type of input data, that is, raw data or
decoded data.

In this paper, the decoded data for the host party’s raw data Y in the regression
target task are denoted as YD. Meanwhile, in the classification target task, there is no need
to generate LSTM-AE-based decoded data for Y, so the host party’s YD is not defined.
Additionally, the decoded data for each guest party’s raw data X are denoted as XD.
These notations are also summarized in Table 2 and used throughout this paper, including
Tables 3 and 4 and Figures 3 and 5.

Table 4. Objective function of the proposed TT-VFDL methods and feature transfer-based DT-VFDL
methods.

Methods Guest Party Host Party
Pref-;iatl;lemg SIM Partial Training Flr}f)-rh:;‘emg Merging Task Training
Target Task (Supervised) Target Task (Supervised)
(12bj ecfive argmin)_ L ( f* <wk ; Xf ) ,YD I')

[Proposed] (Re r?slscit:;nRD) “ o K Objecti L(fO(w®; F] FX)
TT-VFDL-SIM (RD) * 8 T jective argminy; ’ {(j) i)
TT-VFDL-SIM (DD) * Objective argminy L ( £ ( Wk X D{-"), y D,') Function W i

for Regression Function Wk
TT-VFDL-SIM (RR) * (Regression DD) k=1,...,K
TT-VFDL-SIM (DR) * o .
: . xh
for Classification Obj ective argmin)_ L (f . (“’kr Xi() i )
Function ok i
(Classification RR) k=1,...,K
Objective areminy" L £5(F: XDK) Y
Function gwk >z: (f < : ) l)
(Classification DR) k=1,...,K
Pref-(:atllilemg Representation Learning Flr}z-rt:l}?;ng Merging Task Training
[Existing Mechanism] Target Task (Unsupervised) Target Task (Supervised)
DT-VFDL-AE
[3,8-10] Objective Ll dk (o ek (g% x© Objective O L((WOEl . EK
Function argmin) ( FE (¢ i ]E( ’ ’> Function argmin); (e f/,) ).
o, oF i ) , Xi ) W0 i i

* The proposed TT-VFDL-SIM method with various method options.

In addition, to indicate the type of input/output data for training a partial task model,
that is, the type of feature space, two uppercase letters are sometimes concatenated as
shown in Table 4. The first capital letter indicates the type of input data, and the second
capital letter indicates the type of output data. Additionally, R stands for raw data and D
stands for decoded data. To easily distinguish between the types of feature spaces, R and D
are marked in blue and red colors, respectively.
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3.2. Partial Task Training (SIM Partial Training Mechanism)

TT-VFDL-SIM pre-trains target tasks based on partial tasks. The target task is a
multivariate task that takes raw data from all guest parties as input. On the other hand,
a partial task is a univariate task that takes only the raw data of each guest party as
input. Therefore, in order to improve the performance of fine-tuning for the multivariate
target task, it is necessary to prevent overfitting of the univariate partial task, which is a
pre-training task of the target task.

To achieve this, we introduce the previously generated similar feature spaces and train
partial tasks. Two similar feature spaces can be defined for one partial task model, and
there are various ways to create task-driven features for each feature space. We organized
various methods of introducing similar feature spaces through the SIM Partial Training
mechanism.

SIM Partial Training is a one-phased training mechanism like ordinary training, but
one of similar feature spaces can be selected depending on the method option. Additionally,
it has several feature options for extracting task-driven features depending on the feature
space. The feature options are summarized in the algorithm of Section 4. Furthermore, the
performance based on each method option and feature option of SIM Partial Training was
analyzed through experiments in Section 5.

In Table 4, the objective functions for each guest party and host party in TT-VFDL-SIM
are summarized. Table 4 shows the method options of the SIM Partial Training mechanism
depending on the type of target task. Similar feature spaces that can be assigned to partial
tasks are RD, DD, RR, and DR. Among these, the two method options for the classification
target task are RR and DR, and the two method options for the regression target task are
RD and DD. A more detailed description related to this is as follows.

Similar feature spaces that can be selected in SIM Partial Training are prioritized to
ensure basic security depending on the type of the target task. In the regression target task,
the host party’s sensitive raw output (Y) cannot be used for privacy reasons, so decoded
data (YD) are used as output. On the other hand, in the classification target task, the
relatively less sensitive encoded label of the host party (Y) is received and used as output.
After the type of output for each partial task is determined according to the type of target
task, two similar feature spaces can be defined depending on the type of available input.
In other words, two similar feature spaces are defined for each target task depending on
whether raw data (X) or decoded data (XD) of each guest party are used as input.

As a result, one of the two similar feature spaces RD and DD can be selected in the
regression target task, and one of the two similar feature spaces RR and DR can be selected
in the classification target task. Which of the two similar feature spaces is selected is
implemented as a method option. In the regression target task, when the method option is
RD, SIM Partial Training can be performed using each guest party’s raw data as input and
the host party’s decoded data as output. On the other hand, when method option DD is
used, the decoded data of each guest party are used as input and the decoded data of the
host party are used as output. Similarly, in the classification target task, when the method
option is RR, the raw data of each guest party are used as input and the encoded label of
the host party is used as output. On the other hand, when method option DR is used, the
decoded data of each guest party are used as input and the encoded label of the host party
is used as output.

Meanwhile, additional feature options exist in method options DD and DR that use
each guest party’s decoded data as input for SIM Partial Training. This is because, even if
each partial task is trained based on the decoded data of each guest party, the raw data of
each guest party can be used when extracting features to be transmitted to the host party.
Taking the method option DD of the regression target task as an example, there are three
feature options: DD(R), DD(D), and DD(D)-Test(R). DD(R) extracts features based on the
raw data of each guest party for the partial task trained based on the decoded data of each
guest party and transmits them to the host party. DD(D) extracts features based on the
decoded data of each guest party for a partial task trained based on the decoded data of



Appl. Sci. 2024, 14, 4606

17 of 38

each guest party and transmits them to the host party. A final test or model operation
can be performed on the results of the entire TT-VFDL-SIM which consists of the trained
merging task utilizing each guest party’s features and each previously trained partial task.
In this final test, the raw data of each guest party can be applied to the partial task model
trained according to the feature option DD(D) of method option DD. This is implemented
with feature option DD(D)-Test(R).

Which method option or feature option is optimal for each target task basically de-
pends on the data or task characteristics. Therefore, we derived the optimal method option
or feature option through experiments in Section 5. In our experimental results, in the
regression target task, the feature option DD(R) or DD(D)-Test(R) for the method option
DD was generally effective in improving performance. In classification target tasks, feature
option DR(R) or DR(D)-Test(R) for method option DR was generally effective in improving
performance. In other words, training each partial task based on the decoded data of each
guest party and applying the raw data of each guest party when using the trained partial
task model was effective in improving performance. This means that transfer learning
through a similar feature space is effective in improving performance.

3.3. Merging Task Training

Task-driven features can be extracted based on the FE part of the partial task model
trained by the SIM Partial Training mechanism in each guest party. As shown in Figure 3,
the task-driven features of each guest party are transmitted to the host party through one-
shot communication. The merging task of the host party is trained to output the raw data
of the host party based on the concatenated feature constructed by combining task-driven
features from each guest party. Combination information between each guest party that
was not considered when training the univariate partial task is trained through merging
task training.

In general, horizontal federated learning implements federated learning by aggregat-
ing the weights trained by each client on the server. This is because each client generally
trains a submodel with the same structure in common. However, in representative existing
VEDL mechanisms, there is no submodel of the same structure that is commonly trained
by each party. Therefore, weight aggregation is generally not performed in existing VFDL
mechanisms.

In the proposed TT-VFDL mechanism based on the task-driven transfer approach,
submodels with the same structure that are commonly trained between each guest party
do not always exist. Therefore, basically, weight aggregation is not performed in merging
task training. Instead, the merging task fine-tunes the target task based on task-driven
features by training a merging task model with randomly initialized weights. This is
because in the task-driven transfer approach, the target task is distributedly trained based
on transfer learning between partial tasks derived from the target task and the merging
task. However, unlike existing VFDL mechanisms, the TT-VFDL mechanism can sometimes
define submodels with the same structure that are commonly trained between each guest
party depending on the structure of the target task model. We are conducting future
research on weight aggregation techniques for this case.

Meanwhile, merging task training is fine-tuning for the target task. Generally, in
transfer learning, the learning rate of fine-tuning is set to a lower value than the learning
rate in pre-training. Then what should be the learning rate for merging task training?
Instead of uniformly setting the learning rate for merging task training to a small, fixed
value, we derived an appropriate learning rate for each dataset and target task model
through experimentation.

The reason why the learning rate of merging task training is not fixed to a specific
value is because the feature space dimensions in pre-training and fine-tuning are different.
In general transfer learning, pre-training and fine-tuning are performed based on feature
spaces of the same dimension. On the other hand, in our merging task training, we fine-tune
the target task in a multivariate feature space with more expanded dimensions than the
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univariate feature space of each partial task. Since the impact of feature space dimension
expansion on the learning rate of the fine-tuning task is not yet explained, this paper
derived the appropriate learning rate of merging task training for each dataset and target
task model through experiments.

4. TT-VFDL-SIM

TT-VEDL-SIM is a VFDL method designed based on the task-driven transfer approach
in Section 3. Prior to distributed learning, the univariate partial task model structure of
each guest party and the merging task model structure of the host party are derived from
the multivariate target task based on the DFS Model Split technique. Furthermore, similar
feature spaces are generated for training each partial task based on the LSTM-AE-based
Data Augmentation technique.

The subsequent distributed learning mechanism is summarized in Figure 3. First,
following the SIM Partial Training mechanism, the target task is pre-trained by training each
partial task model using one of the selected similar feature spaces. The task-driven features
of each guest party are transmitted to the host party through a one-shot communication
mechanism. Finally, the target task is fine-tuned by training the host party’s merging task
based on the task-driven features of each guest party.

On the other hand, the composition of similar feature spaces for partial task training
varies depending on the type of target task. As summarized in Table 4, similar feature
spaces that can be introduced to the regression target task in SIM Partial Training are either
DD or RD. Additionally, similar feature spaces that can be introduced in the classification
target task are either DR or RR. Therefore, TT-VFDL-SIM has method options for each
target task. Algorithms for the regression target task and classification target task were
designed. Section 4.1 describes TT-VFDL-SIM for the regression target task, and Section 4.2
describes TT-VFDL-SIM for the classification target task.

4.1. TT-VFDL-SIM for Regression

Algorithm 1 is the pseudo code of TT-VFDL-SIM for the regression target task. In the
preparation stage, decoded datasets to be used for input and output of each partial task
model are created based on the LSTM-AE-based Data Augmentation technique (lines 1~9).
The host party trains LSTM-AE to reconstruct its raw data. Based on this, a compressed
dataset consisting of latent vectors for the host party’s raw data is constructed and trans-
mitted to each guest party. At this point, the weight of the decoder that can reconstruct this
compressed dataset is also transmitted. Each guest party constructs a decoded dataset (YD)
by applying a decoder to the host party’s compressed dataset. In addition, each guest party
trains LSTM-AE to reconstruct its own raw data (X). And based on this, a decoded dataset
(XD), which consists of the decoded data for the raw data, is constructed. As a result, a
group of input/output candidates, denoted as DD and RD, can be formed for the partial
task model of each guest party.

Afterwards, each guest party trains its own partial task model based on the SIM Partial
Training mechanism (lines 10~28). First, a partial task model structure is derived through
the DFS Model Split technique. Then, one of the input/output candidates prepared in the
preparation stage is assigned. In other words, one of the two method options can be chosen:
DD and RD. Each guest party trains a partial task based on the selected method option
and then transmits the task-driven feature dataset extracted from the FE part of the trained
partial task model to the host party.

In the method option RD, task-driven features are extracted from the raw data (X) for
each guest party based on the partial task model trained on their respective raw data (X).
Meanwhile, in method option DD, one of two feature options is selected to extract task-
driven features of each guest party (lines 26~27). Feature option DD(D) extracts features for
the decoded data (XD) based on the partial task model trained on the decoded data (XD) of
each guest party. On the other hand, feature option DD(R) extracts features for raw data (X)
based on a partial task model trained on the decoded data (XD) of each guest party. Raw
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data (X) never appeared in the training dataset of the partial task model. In other words,
feature option DD(R) of method option DD is a type of transfer learning.

The host party fine-tunes the target task by training the merging task based on the
task-driven features of guest parties (lines 29~37). Through the DFS Model Split technique,
we derive the structure of the merging task model and allocate its inputs and outputs. The
input is the task-driven features of each guest party, and the output is the raw data (Y)
of the host party. If the SIM Partial Training mechanism’s method option is DD and the
feature option is DD(D) when training the partial task model at each guest party, then the
host party has an opportunity to apply feature option DD(D)-Test(R) to the trained merging
task model (lines 36~37).

Algorithm 1. TT-VFDL-SIMfor Regression

Preparation (for LSTM-AE based Data Augmentation)
Host Party
1 Construct a LSTM-AE with the encoder structure as e% 4 and the decoder structure as d% A
2 Train the LSTM-AE with objective function as argon(l)inzi L(d%, (6% €%, (6% Y7)), Y5)
89,69
3  Get compressed dataset consist of YC; « e , (Y;;?)
Send YC; and d9 , to each Guest Party
Guest Party
5  Construct LSTM-AE with the Encoder structure as elé 4 and the Decoder structure as d’{) A
6  Train the LSTM-AE with objective function as argminy_; L(d%, , (6%; ¢k, , (6K; XF)), X¥)
ok ,ak

.

7  Receive YC; and d% , from the Host Party
Get decoded dataset consist of YD; d% A (YC i (50)
9  Get decoded dataset consist of X Dk —db (€5, (Xk 5); 55 )

o)

TT-VFDL-SIM: Pre-training for the Target Task (SIMPartial Training)
Guest Party
10  Partial Task Construction
11 By DFS Model Split,
12 get the model structure of the Partial Task f* consist of FE part ek and Split FM of the target task
13 By LSTM-AE based Data Augmentation, set the input and output of the Partial Task.
14 IF Method Option == RD:

15 Partial Task Input : Xf‘
16 Partial Task Output : YD; + d%,, (YC;; 52) // prepared in the previous Preparation step
17 ELIF Method Option == DD:
18 Partial Task Input : XDF « d’I‘M (€54 (Xk 55); %)
19 Partial Task Output : YD —d%,(YC;;09) // prepared in the previous Preparation step
20  SIM Partial Training
21 IF Method Option == RD:
22 Train the Partial Task with objective function as argmin}_; L( f*(w*; X¥), YD;)
wk
23 Get Feature Data FF « ek (XF; 0F)
24 ELIF Method Option == DD:
25 Train the Partial Task with objective function as argmmzZ ( fr (wk ; XD{-‘ ) , YDl-)
26 IF Feature Option == DD(R) : Get Feature Data Fk ek (Xk )
27 ELIF Feature Option == DD(D) : Get Feature Data Ff « ¢k (XDZ‘, 9")

28  Send Feature Data F¥ to the Host Party

TT-VFDL-SIM: Fine-tuning for the Target Task (Merging Task Training)

Host Party
29  Receive Feature Data Ff from each Guest Party
30 Merging Task Construction
31 By DFS Model Split, get the model structure of the Merging Task f° consist of FM part of the target task
32 Set input of Merging Task as the received each Guest Party’s Feature Data F}, ..., FX
33 Set output of Merging Task as Y;
34 Merging Task Training
35 Train the Merging Task with objective function as argminy; L(f°(w%; F}, ..., FX), Y;)

w0

36 IF Guest Parties use Method Option as DD with Feature Option as DD(D):
37 IF Feature Option == DD(D)-Test(R) : Y; « f0(ek; (X}5;01), ..., el (XK 0%); )
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In other words, task-driven features for X are extracted based on the partial task
model trained on XD. And this can be applied to a merging task model trained based on
task-driven features extracted from XD. The raw data (X) of each guest party never appear
in the training process of the partial task model and merging task model. In other words,
feature option DD(D)-Test(R) is a type of transfer learning. Additionally, feature option
DD(D)-Test(R) is suitable for real-world scenarios. This is because by using X as input to a
model trained and deployed based on XD, the overhead of creating XD for model input
can be reduced.

4.2. TT-VFDL-SIM for Classification

Algorithm 2 is the pseudo code of TT-VFDL-SIM for the classification target task. In
the preparation stage, decoded datasets to be used for input and output of each partial
task model are created based on the LSTM-AE-based Data Augmentation technique (lines
1~5). The host party transmits its raw data, that is, encoded label data, to each guest party.
Additionally, each guest party trains LSTM-AE to reconstruct its own raw data (X). And
based on this, a decoded dataset (XD) for each raw dataset is constructed. As a result, a
group of input/output candidates, denoted as DR and RR, can be formed for the partial
task model of each guest party.

Algorithm 2. TI-VFDL-SIMfor Classification

Preparation (for LSTM-AE based Data Augmentation)

Host Party
1 Send encoded label Y; to each Guest Party

Guest Party
2 Construct LSTM-AE with the encoder structure as e’{j 4 and the decoder structure as d’{j A
3 Train the LSTM-AE with objective function as argminy; L(d¥, , (%; ek, , (5%; XF)), X¥)

ok ok

4 Receive Y; from the Host Party !

5 Get decoded dataset consist of XD dk, 4 (54 (XK; 8%); %)

TT-VEDL-SIM: Pre-training for the Target Task (SIMPartial Training)

Guest Party

6  Partial Task Construction

7 By DFS Model Split,

8 get the model structure of the Partial Task f¥ consist of FE part ek, and Split FM the target task

9 By LSTM-AE based Data Augmentation, get the input and output data of the Partial Task.

10 IF Method Option == RR:

11 Partial Task Input : X¥

12 Partial Task Output : Y; // prepared in the previous Preparation step

13 ELIF Method Option == DR:

14 Partial Task Input : XD¥  d¥ , (¢f, , (X¥;5); 6%)

15 Partial Task Output : Y; // prepared in the previous Preparation step

16 ~ SIM Partial Training

17 IF Method Option == RR:

18 Train the Partial Task with objective function as argminY; L(f*(w*; X¥),Y;)
wk

19 Get Feature Data Ff + ek (X; 6F)

20 ELIF Method Option == DR:

21 Train the Partial Task with objective function as argmin}_; L ( fr (wk ; XD;‘) , Y,v)
w

22 IF Feature Option == DR(R):

23 Get Feature Data FF¥ < ef (X£; 0%)

24 ELIF Feature Option == DR(D):

25 Get Feature Data FF < el (XDf; 9")

26  Send Feature Data FF to the Host Party

TT-VFDL-SIM: Fine-tuning for the Target Task (Merging Task Training)
Host Party

27  Receive Feature Data F¥ from each Guest Party

28  Merging Task Construction

29 By DFS Model Split, get the model structure of the Merging Task f° consist of FM part of the target task
30 Set input of Merging Task as the received each Guest Party’s Feature Data F}, ..., FX
31 Set output of Merging Task as Y;
32  Merging Task Training
33 Train the Merging Task with objective function as argminy_; L(f°(«% F}, ..., FX),Y;)
W
34 IF Guest Parties use Method Option as DR with Feature Option as DR(D):
35 IF Feature Option == DR(D)-Test(R):

36 Vi flere (X70Y), e (X5 65);00%)
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Afterwards, each guest party trains its own partial task model according to the SIM
Partial Training mechanism (lines 6~26). First, a partial task model structure is derived
through the DFS Model Split technique. Then, one of the input/output candidates prepared
in the preparation stage is assigned. In other words, one of the two method options can be
chosen: DR and RR. Each guest party trains a partial task based on the selected method
option and then transmits the task-driven feature dataset extracted from the FE part of the
trained partial task model to the host party.

In the method option RR, task-driven features are extracted from the raw data (X) for
each guest party based on the partial task model trained on their respective raw data (X).
Meanwhile, in method option DR, one of two feature options is selected to extract task-
driven features of each guest party (lines 22~25). Feature option DR(D) extracts features for
the decoded data (XD) based on the partial task model trained on the decoded data (XD) of
each guest party. On the other hand, feature option DR(R) extracts features for raw data (X)
based on a partial task model trained on the decoded data (XD) of each guest party. Raw
data (X) never appeared in the training dataset of the partial task model. In other words,
feature option DR(R) of method option DR is a type of transfer learning.

The host party fine-tunes the target task by training the merging task based on the
task-driven features of guest parties (lines 27~36). Through the DFS Model Split technique,
we derive the structure of the merging task model and allocate its inputs and outputs. The
input is the task-driven features of each guest party, and the output is the raw data (Y) of
the host party, that is, encoded label data. If the SIM Partial Training mechanism’s method
option is DR and the feature option is DR(D) when training the partial task model at each
guest party, then the host party has an opportunity to apply feature option DR(D)-Test(R)
to the trained merging task model (lines 35~36).

In other words, task-driven features for X are extracted based on the partial task
model trained on XD. And this can be applied to a merging task model trained based on
task-driven features extracted from XD. The raw data (X) of each guest party never appear
in the training process of the partial task model and merging task model. In other words,
feature option DR(D)-Test(R) is a type of transfer learning. Additionally, feature option
DR(D)-Test(R) is suitable for real-world scenarios. This is because by using X as input to a
model trained and deployed based on XD, the overhead of creating XD for model input
can be reduced.

5. Experiments and Discussion

In this section, we analyze the performance of TT-VFDL-SIM and validate the suit-
ability of the task-driven transfer approach through experiments. In Section 5.2, prior to
analyzing the performance of TT-VFDL-SIM, we summarize the results of applying the
LSTM-AE-based Data Augmentation technique to each dataset to create similar feature
spaces required for TT-VFDL-SIM. In other words, we summarize similar feature spaces
created in the process of implementing TT-VFDL-SIM for the experiments in this section.
Section 5.3 compares the representative performance metrics and communication amount
of TT-VFDL-SIM and other comparison methods for the regression target task and classifi-
cation target task, respectively. In Section 5.4, we validate the suitability of each stage that
constitutes the task-driven transfer approach based on detailed experimental results for
TT-VFDL-SIM.

5.1. Overview of the Experiments
5.1.1. Dataset Preparation

Table 5 is an overview of the five IoT time-series datasets used in the experiment. All
five datasets are multivariate IoT time-series datasets consisting of four streams. For each
dataset, a multivariate target task with three streams as input and one stream as output
was constructed and used in the experiment. AIRQUAL, HOMENYV, and GASVOLT are
datasets for the regression target task, and ACCHAR and TRAFFIC are datasets for the
classification target task.
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Table 5. Datasets used in the experiments.

Dataset Task FE Pattern Length Tr.ain Valic.lation Test

Structure Input Feature Output Size Size Size

AIRQUAL  Regression CNN-LSTM 24 1 504 72 144
HOMENV  Regression LSTM 72 1 504 72 144
GASVOLT  Regression CNN-LSTM 70 10 1 490 70 140
ACCHAR  Classification CNN 204 4 168 24 83
TRAFFIC  Classification =~ CNN-LSTM 144 7 294 28 118

Five datasets were constructed from data sources donated by various data providers
to be used as benchmarks for machine learning [36,37]. The benchmark data in [36,37]
are the de facto official data used in time series research. We also selected data sources
suitable for our research goals from [36,37] and constructed five datasets for the experiment.
In particular, all datasets selected for experiments are IoT time-series data collected in
the real world. We organized representative detailed domains or sensor types, tasks, and
data characteristics in the IoT field through existing studies related to multivariate IoT
time-series analysis and all IoT time-series datasets in [36,37]. And the representative
datasets in Table 5 that can cover all of them as much as possible are selected.

Four streams were selected from each of the original data sources [38-40], and re-
gression datasets of AIRQUAL, HOMENYV, and GASVOLT were constructed by sliding
windowing the selected streams into a window of the size described in the Pattern Length
column in Table 5. For the two classification datasets, ACCHAR and TRAFFIC, we selected
three streams to be used as inputs from the original data sources [41,42] and constructed
patterns of the size specified in the Pattern Length column of Table 5.

We performed necessary preprocessing such as scaling, interpolation, and noise re-
moval for each dataset in Table 5. In particular, each training dataset of ACCHAR and
TRAFFIC for the classification target task was reorganized to have equal class distribution.
The reason for reorganizing the training datasets of ACCHAR and TRAFFIC into a balanced
dataset is to exclude as much as possible the data-driven characteristics that may affect the
performance of the target task in addition to the mechanism of each VFDL method. As
a result, it was confirmed that precision, recall, sensitivity, specificity, and accuracy had
similar distributions of values in all experiments on the classification target task.

5.1.2. Target Tasks

We constructed a multivariate target task for the experiment from each dataset in
Table 5. AIRQUAL is a dataset that measures the concentration of air pollutants [38].
Based on this, a regression target task was created to predict the concentration of benzene
from changes in the concentrations of non-methane hydrocarbon, carbon monoxide, and
ozone. HOMENV is a dataset that measures changes in the indoor environment of a home
and changes in external weather [39]. We created a regression target task to predict the
temperature of the laundry room based on the temperature change in the parents’ room
and kitchen located on different floors and the external temperature change. GASVOLT is
a dataset that monitors the state of a gas chamber [40]. We constructed a regression target
task to predict the heater voltage of a gas chamber from three streams of gas concentration
changes measured from two different gas sensors.

ACCHAR is a human activity recognition (HAR) dataset that classifies four movements
including epileptic seizures [41]. The inputs to this classification target task are each X,
Y, and Z streams of a 3-axis accelerometer, and the output is an encoded label stream for
the four motion classes. TRAFFIC was constructed from the traffic volume dataset [42]
measured by loop sensors installed on each road in California. The classification target
task predicts encoded labels for 7 days of the week from Monday to Sunday using 3 traffic
streams randomly selected in [42] as input.
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5.1.3. Target Task Models

We constructed three types of multivariate deep learning models as shown in Figure 1
for the target tasks derived from each dataset and used them as target task models for
experiments. In other words, for each dataset, three target task models were constructed
by varying only the FM part structure for the same FE part structure. The three target task
models for each dataset can be distinguished according to the FM part structure, and the
FM part structures are SLFM, MLFM, and MFCMLEM as shown in Figure 1. The FE part
structure for each dataset was constructed as summarized in the FE Structure column of
Table 5.

Through preliminary experiments based on centralized training, the type of FE part
structure optimized for each dataset was determined, and the values of various hyperpa-
rameters related to the specific structure of each target task model were determined. In
other words, the type of FE part structure for each dataset, detailed layer-by-layer design
of each target task model, and various hyperparameter values were determined to ensure
the best performance in centralized training.

5.1.4. Target System Architecture and Comparison Methods

The target system architecture of TT-VFDL-SIM is a completely distributed architecture
in which each input and output are distributed. As shown in Figure 2, TT-VFDL-SIM
and other comparison methods were implemented assuming a completely distributed
architecture consisting of three guest parties and one host party. There are a total of four
other comparison methods for evaluating the performance of TT-VFDL-SIM, as shown in
Figure 2. CNTR is a centralized training mechanism. P-VFDL-SL, P-VFDL-SLG, and DT-
VFDL-AE are three representative mechanisms of the existing VFDL methods introduced
in Section 2.4.

Table 6 summarizes the characteristics of the comparison methods used in the ex-
periment and the proposed method. This study was conducted from the perspective of
the VFDL mechanism, and the goal is to design a new VFDL mechanism suitable for the
characteristics of the IoT domain, unlike the existing VFDL mechanism. Therefore, existing
studies that can represent existing VFDL methods from a VFDL mechanism perspective
were selected as comparison methods. From a VFDL mechanism perspective, not only the
existing [2,3,8-16] but also the recent VFDL methods [4-7] belong to one of P-VFDL-SL,
P-VFDL-SLG, and DT-VFDL-AE in Table 6.

P-VEDL-SL applies Split Learning [2] to our target system architecture. The submodel
of each guest party is the FE part for each input of the target task model, and the submodel
of the host party is the FM part of the target task model. P-VFDL-SL parallelizes the forward
propagation and back propagation that constitute the training loop through each guest
party and host party. The mechanism of existing VFDL methods [2,11-15] of the training
loop parallelization approach is generally based on Split Learning [2]. Therefore, P-VFDL-
SL is a representative mechanism of existing VFDL methods based on the training loop
parallelization approach. P-VFDL-SLG implemented [16], which improved performance
by adding a local gradient update mechanism to Split Learning, to suit the experimental
scenario.

DT-VFDL-AE is a representative mechanism of existing VFDL methods of the data-
driven transfer approach [3,8-10]. Each guest party trains data-driven features through
unsupervised representation learning and transfers them to the host party. Since autoen-
coders are generally used for the unsupervised representation learning of each guest party,
each guest party in DT-VFDL-AE also trains an autoencoder. This autoencoder is based
on an encoder with the same structure as the FE part structure of the target task model for
each guest party’s input.
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Table 6. Brief comparison of TT-VFDL-SIM and other comparison methods.

Related Study Methods Approach Communication Trained Features Strategy

Task-driven Transfer Learning

Task-driven Features Univariate to

Transfer One-shot for Univariate Multivariate

Proposed TT-VFDL-SIM * s Partial Task and

Approach Communication P ined T fer L .
(Proposed) re-trained on ransfer Learning
Similar Feature Between Similar

Spaces Feature Spaces

Implementation of .

Split Learning [2] Tané(a_tCE;Z;n Parallelized
Mechanism of P-VFDL-SL L Forward and Back
. . for Multivariate .

Existing Studies of Propagation
[2,11-15] Target Task
: - Training Loop Communication
Parallelization Task-driven .
Approach Per Every Step Featur Parallelized
PP eatures Forward and Back
Implementation of for Multivariate Propagation
P 6] P-VFDL-SLG Target Task )
Considering .
. Local Gradient
Univariate Update
Partial Task P
Implementation of [3] . Data-driven Transfer L carming
. Data-driven with
Mechanism of One-shot Feature .
. . DT-VFDL-AE Transfer o . Unsupervised
Existing Studies of A Communication Trained by .
pproach Trained
[3,8-10] Autoencoder .
Representation
Generalized Task-driven
Multivariate Model CNTR Centralized ) Features Centralized
of Existing Study of Training for Multivariate Training
[17-21] Target Task
* The proposed method.

5.1.5. Experimental Setup

In this paper, experiments were conducted on each of the five datasets in Table 5 based
on three target task models composed of different types of FM parts to the same FE part. As
summarized in Section 2.1, these target task models are a generalization of the multivariate
deep learning model structure of existing studies on multivariate IoT time-series analysis.
Through this, we attempted to conduct a performance analysis that was as generalized as
possible and was not dependent on a specific target task model structure, at least in the
multivariate IoT time-series domain.

As aresult, a total of 9 target task models are constructed for the 3 regression datasets
in Table 5, and a total of 6 target task models are constructed for the 2 classification datasets.
The total of 15 generated (target task model, dataset) pairs are defined as independent
experimental units. In the tables organizing the experimental results, the types of the
datasets and FM parts are described so that each experimental unit can be distinguished
into (FM Structure, Dataset) pairs. We compared the performance by applying CNTR,
P-VEDL-SL, DT-VFDL-AE, and TT-VFDL-SIM to each experimental unit. All experiments
were implemented in TensorFlow [43]. In addition, by applying early stopping, we trained
to achieve optimal performance for each method applied to each experimental unit.

In particular, when applying TT-VFDL-SIM, three types of decoded data with differ-
ent reconstruction performance were additionally introduced for each experimental unit.
Therefore, the number of experimental units in TT-VFDL-SIM increased from 15 to 45. Be-
cause the reconstruction performance of decoded data depends on the Compression Ratio
of LSTM-AE, each of the 45 experimental units can be distinguished into (FM Structure,
Dataset, Compression Ratio) pairs. We applied all method options and feature options of
TT-VFDL-SIM to each of these experimental units.

As described in Section 3.3, the learning rate of the merging task training when
applying TT-VFDL-SIM to each experimental unit was determined through experiments. A
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learning rate value of 0.001 is known to generally provide good performance in the Adam
optimizer used in our experiments. We selected this value (0.001), a value larger than
this value (0.01), and a value smaller than this value (0.0005) as learning rate candidates
for merging task training. And the detailed options of TT-VFDL-SIM applied to each
experimental unit were trained by changing the learning rate values of merging task
training.

Meanwhile, as summarized in Section 5.1.1, since all training datasets of the classifica-
tion datasets were composed of balanced datasets, accuracy and F1-Score were adopted
as representative performance metrics among several performance metrics for the classifi-
cation target task. In addition, MSE and R? were adopted as representative performance
metrics for the regression target task. The subsequent experimental results are organized in
separate tables for the regression target task and classification target task.

5.1.6. Summary of Experimental Results

The main experimental results of the subsequent experiments are briefly summarized
as follows. Through this, the effectiveness of the task-driven transfer approach in the IoT
domain was experimentally verified:

1.  In Section 5.3, for both the regression target task and the classification target task,
the average performance was good in the following order: proposed TT-VFDL-SIM,
P-VFDL-SLG, CNTR, P-VFDL-SL, and DT-VFDL-AE.

e  Task-driven features are more effective in improving performance than data-driven
features.

e  Task-driven features that also consider univariate partial tasks, such as P-VFDL-
SLG, are more effective in improving performance than task-driven features that are
optimized only for multivariate target tasks, such as P-VFDL-SL or CNTR.

e  Ultimately, fine-tuning the multivariate target task based on task-driven features
optimized only for each univariate partial task, such as TT-VFDL-SIM, is most effective
in improving performance.

2. In Section 5.3, method option DD had higher average performance than method
option RD in TT-VFDL-SIM for the regression target task. In TT-VFDL-SIM for the
classification target task, method option RR and method option DR showed similar
performance.

e Introducing similar feature spaces through a task-driven transfer approach is effective
in improving performance.

3. Compared to P-VFDL-SL of the training loop parallelization approach, TT-VFDL-SIM
reduced the communication amount required to achieve optimal performance by up
to 721.87 times and at least 33.79 times.

4. In the detailed experiment results in Section 5.4, feature option DD(R) or DD(D)-
Test(R) was effective in improving performance for the regression target task. For
the classification target task, feature option DR(R) or DR(D)-Test(R) was effective in
improving performance.

e In the task-driven transfer approach, not only transfer learning for the target task but
also transfer learning between similar feature spaces for partial tasks is effective in
improving performance.

5. The performance of TT-VFDL-SIM was the highest when introducing similar feature
spaces generated from decoded data with reconstruction performance with an MSE
of up to 0.00007 or less and R? of at least 0.99.

5.2. LSTM-AE-Based Data Augmentation for the TT-VFDL-SIM

One of the main strategies of the task-driven transfer approach for the design of TT-
VFDL-SIM is to introduce similar feature spaces. We generated decoded data by applying
the LSTM-AE-based Data Augmentation technique in Figure 5 to each IoT time-series
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stream that consists of each dataset in the preparation stage of TT-VFDL-SIM, and the
results are summarized in Table 7. Average MSE and average R? in Table 7 are the averages
of MSE and R? for the decoded data generated from streams that consist of each dataset,
and they refer to the reconstruction performance of the decoded data from each raw dataset.

Table 7. Performance of the LSTM-AE-based Data Augmentation for each dataset by Compression
Ratio.

Dataset Original Tumbling Latent Compressed  Compressed W. compression  Average Average

Window Size Window Size Dimension Window Size Original W. Ratio MSE R?

2 8 0.33 3.00 0.00081 0.96

AIRQUAL 24 6 3 12 0.50 2.00 0.00017 0.99
5 20 0.83 1.20 0.00007 1.00

2 24 0.33 3.00 0.00004 0.99

HOMENV 72 6 3 36 0.50 2.00 0.00002 1.00
5 60 0.83 1.20 0.00002 1.00

1 14 0.20 5.00 0.00163 0.95

GASVOLT 70 5 3 42 0.60 1.67 0.00004 1.00
4 56 0.80 1.25 0.00002 1.00

2 68 0.33 3.00 0.00149 0.90

ACCHAR 204 6 3 102 0.50 2.00 0.00007 1.00
5 170 0.83 1.20 0.00002 1.00

2 48 0.33 3.00 0.00008 0.96

TRAFFIC 144 6 3 72 0.50 2.00 0.00003 0.99
5 120 0.83 1.20 0.00002 0.99

In order to generate similar feature spaces, the reconstruction performance of decoded
data generated from raw data needs to be high. To achieve this, as summarized in Figure 5,
the original data patterns of each dataset are split into small-sized sub-patterns by tumbling
windowing. The Original Window Size in Table 7 is the length of the original data pattern
of each dataset, and the Tumbling Window Size is the length of the sub-pattern generated
by tumbling windowing. Latent Dimension in Table 7 is the latent vector size of LSTM-AE
for the sub-pattern, and Compressed Window Size is the latent vector size of LSTM-AE for
one original data pattern.

To analyze the impact of similar feature spaces on TT-VFDL-SIM, three decoded
datasets with different reconstruction performance were generated for each dataset. And
the three decoded datasets were introduced into the experiment. The reconstruction
performance of decoded data is related to the latent vector size of LSTM-AE. We adjusted
the degree to which raw data were compressed by changing the dimension of the latent
vector of LSTM-AE. Compression Ratio in Table 7 is the ratio of Original Window Size to
Compressed Window Size. In other words, the larger the Compression Ratio, the more the
raw data are compressed and then reconstructed.

In Table 7, for all datasets, the smaller the Compression Ratio, the smaller the average
MSE and the larger the average R?, and the best reconstruction performance is shown when
the Compression Ratio is the smallest. In other words, the less the raw data are compressed,
the more similar decoded data can be generated to the raw data. In Table 7, HOMENYV and
GASVOLT have the highest reconstruction performance, with an average MSE of 0.00002
and an average R? of 1.00.

However, even in the worst reconstruction performance, average MSE and average
R? are 0.00163 and 0.95, respectively. This is very high performance in terms of general
regression tasks. Therefore, it can be seen that the reconstruction performance of decoded
data generated by the LSTM-AE-based Data Augmentation technique applied to each
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dataset is overall very excellent. Additionally, this also means that there is a baseline for
similarity between similar feature spaces that can be introduced into TT-VFDL-SIM.

5.3. Performance Evaluation between the TT-VFDL-SIM and Other Comparison Methods

In this section, we compare the performance of TT-VFDL-SIM and other comparison
methods. As described in Section 5.1.5, TT-VFDL-SIM was applied to 45 experimental units
distinguished into (FM Structure, Dataset, Compression Ratio). Other comparison methods
were applied to 15 experimental units distinguished into (FM Structure, Dataset). The
highest performance for each method is selected and organized as the main performance
for 15 experimental units distinguished into (FM Structure, Dataset). Detailed experimental
results for various detailed conditions of TT-VFDL-SIM will be summarized in Section 5.4.

By comparing metric values of the main performance for each method, TT-VFDL-SIM
and other comparison methods are macroscopically analyzed as follows:

e  Compared to approaches of existing VFDL methods, experimental verification of the
suitability of the task-driven transfer approach, which was used in designing the
TT-VFDL-SIM, for the multivariate IoT time-series domain.

e  Experimental verification of the effectiveness of partial task construction of the task-
driven transfer approach.

e  Experimental verification of the effectiveness of generating and introducing similar
feature spaces in a task-driven transfer approach.

5.3.1. Experimental Results

Tables 8 and 9 summarize the main performances of TT-VFDL-SIM, DT-VFDL-AE,
P-VFDL-SL, P-VEDL-SLG, and CNTR for the regression target task and classification target
task, respectively. The main performance for each method was measured for each experi-
mental unit of (FM Structure, Dataset). Among the methods applied to each experimental
unit, the method with the highest performance is marked in red, and the method with the
second highest performance is marked in blue. Methods that show the same or improved
performance as centralized training (CNTR) are indicated in bold.

For the regression target tasks in Table 8, both method options RD and DD of TT-
VEDL-SIM showed higher performance than CNTR. In addition, TT-VFDL-SIM showed
the highest performance for all experimental units. The method with the second highest
performance was also TT-VFDL-SIM. In addition, method option DD of TT-VFDL-SIM
showed higher performance than method option RD in all experimental units except two
experimental units. DT-VFDL-AE showed higher performance than CNTR for only 4 exper-
imental units. P-VFDL-SL showed higher performance than CNTR for only 3 experimental
units. However, they all showed lower performance than TT-VFDL-SIM. The MSE of
TT-VFDL-SIM decreased by up to 0.00181 compared to CNTR and decreased by up to
0.00188 and 0.01143 compared to P-VFDL-SL and DT-VFDL-AE, respectively.

Regarding the classification target tasks in Table 9, both method options RR and DR of
TT-VFDL-SIM showed higher performance than CNTR for all experimental units except
one. In addition, TT-VFDL-SIM showed the highest performance for all experimental
units except for the one experimental unit where CNTR showed the highest performance.
The method with the second highest performance was also mostly TT-VFDL-SIM. In the
classification target task, method option RR and method option DR of TT-VFDL-SIM
showed similarly good performance.

For some experimental units of the classification target task, CNTR or P-VFDL-SL
showed the second highest performance. However, the performance of CNTR or P-VFDL-
SL was not higher than that of TT-VFDL-SIM for the same experimental unit. DT-VFDL-AE
performed lower than CNTR for all experimental units. P-VFDL-SL outperformed CNTR
for some experimental units. The accuracy of TT-VFDL-SIM increased by up to 4.82%
compared to CNTR and increased by up to 4.82% and 33.73% compared to P-VFDL-SL and
DT-VFDL-AE, respectively.
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Table 8. Best performance of the proposed method and other comparison methods for the regression task.

TT-VFDL-SIM *

FM Dataset Metric DT-VFDL-AE P-VFDL-SL P-VFDL-SLG CNTR
Structure (RD) (DD)
MSE 0.00372 0.00382 0.00427 0.00424 0.00429 0.00422
AIRQUAL 5
R 0.75 0.74 0.71 0.71 0.71 0.71
MSE 0.00129 0.00104 0.00229 0.00259 0.00223 0.00240
MFCMLFM HOMENV
R? 0.37 0.49 —0.12 -0.27 —0.10 —0.18
MSE 0.00373 0.00328 0.00783 0.00491 0.00449 0.00459
GASVOLT
R? 0.98 0.98 0.95 0.97 0.97 0.97
MSE 0.00385 0.00357 0.00409 0.00423 0.00418 0.00441
AIRQUAL
Q R? 0.74 0.76 0.72 0.71 0.72 0.70
MSE 0.00106 0.00100 0.00225 0.00288 0.00227 0.00281
MLEM HOMENV
R? 0.48 0.51 —0.10 —0.41 —0.12 —0.38
MSE 0.00395 0.00398 0.00789 0.00489 0.00432 0.00479
GASVOLT
R? 0.98 0.98 0.95 0.97 0.98 0.97
MSE 0.00375 0.00353 0.00446 0.00445 0.00451 0.00442
AIRQUAL
R? 0.75 0.76 0.70 0.70 0.69 0.70
MSE 0.00182 0.00119 0.00216 0.00227 0.00220 0.00235
SLFM HOMENV
R? 0.11 0.42 —0.06 —0.12 —0.08 —0.15
MSE 0.00428 0.00353 0.01496 0.00447 0.00451 0.00473
GASVOLT
R? 0.98 0.98 091 0.97 0.97 0.97
* The proposed method.
Table 9. Best performance of the proposed method and other comparison methods for the classifica-
tion task.
M TT-VFDL-SIM *
Dataset Metric DT-VFDL-AE P-VFDL-SL P-VFDL-SLG CNTR
Structure (RR) (DR)
A“f};’;“y 98.80 98.80 85.54 95.18 95.18 96.39
ACCHAR °
F1-Score 0.99 0.99 0.86 0.95 0.95 0.96
MFCMLFM "
Cf;r)acy 95.76 94.92 85.59 95.76 96.61 96.61
TRAFFIC °
F1-Score 0.96 0.94 0.85 0.96 0.97 0.97
A‘fk/‘:)“y 97.59 98.80 72.29 95.18 97.59 96.39
ACCHAR
F1-Score 0.98 0.99 0.55 0.95 0.98 0.96
MLEM N
Cf};r)“y 98.31 95.76 85.59 95.76 97.46 94.92
TRAFFIC °
F1-Score 0.98 0.96 0.87 0.96 0.97 0.95
Acf.‘,}‘)“y 98.80 100.00 66.27 95.18 93.98 95.18
ACCHAR °
F1-Score 0.99 1.00 NaN 0.95 0.95 0.95
SLEM "
‘?l}}r)“y 97.46 96.61 72.03 95.76 95.76 94.07
TRAFFIC °
F1-Score 0.97 0.96 0.64 0.96 0.96 0.94
* The proposed method.

Table 10 compares the communication amount of TT-VFDL-SIM, DT-VFDL-AE, and
P-VFDL-SL. The “Ratio between P-VFDL-SL and T-VFDL” column shows the ratio of the
communication amount between P-VFDL-SL and TT-VFDL-SIM or DT-VFDL-AE. P-VFDL-
SL takes the training loop parallelization approach and TT-VFDL-SIM and DT-VFDL-AE
take the transfer learning-based approach. The case with the largest difference is marked in
red, and the case with the smallest difference is marked in blue. As described in Section 5.1.5,
early stopping was applied to training for each experimental unit. Therefore, even for the
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same experimental unit, the number of epochs for each method is different. However, each
method was trained with the number of epochs that can achieve optimal performance
through early stopping. Therefore, the communication amount summarized in Table 10
means the communication amount required for optimal performance of each method.

Table 10. Communication amount.

Task-Driven Transfer D?rtraa-rl?s;ie‘;en g;:itllli;igzl;gzﬂ Ratio between
Strilzfure Dataset TT-VFDL-SIM *
Preparation Total DT-VFDL-AE P-VFDL-SL P-VFDL-SL P-VFDL-SL
Communication Amount (Bytes) DT-VFDL-AE TT-VFDL-SIM *

AIRQUAL 15,360 257,280 241,920 30,373,056 125.55 118.05

HOMENV 15,360 257,280 241,920 19,248,768 79.57 74.82

MFCMLFM GASVOLT 14,361 249,561 235,200 37,566,144 159.72 150.53
ACCHAR 4452 96,852 92,400 22,579,200 244.36 233.13

TRAFFIC 10,392 158,232 147,840 114,222,528 772.61 721.87

AIRQUAL 15,360 257,280 241,920 29,248,128 120.90 113.68

HOMENV 15,360 257,280 241,920 8,692,992 35.93 33.79

MLFM GASVOLT 14,361 249,561 235,200 56,814,912 241.56 227.66
ACCHAR 4452 96,852 92,400 31,997,952 346.30 330.38

TRAFFIC 10,392 158,232 147,840 85,034,880 575.18 537.41

AIRQUAL 15,360 257,280 241,920 32,622,912 134.85 126.80

HOMENV 15,360 257,280 241,920 52,468,416 216.88 203.94

SLFM GASVOLT 14,361 249,561 235,200 69,543,936 295.68 278.67
ACCHAR 4452 96,852 92,400 21,805,056 235.99 225.14

TRAFFIC 10,392 158,232 147,840 81,817,344 553.42 517.07

* The proposed method.

For the same experimental unit, the communication amount of TT-VFDL-SIM and DT-
VEDL-AE which take the transfer learning-based approach were noticeably smaller than
the communication amount of P-VFDL-SL which takes the training loop parallelization
approach. For the same experimental unit, TT-VFDL-SIM could reduce the communication
amount required for optimal performance by at least 33.79 times and up to 721.87 times
compared to P-VFDL-SL. Even the communication amount occurring in one step of each
epoch of P-VFDL-SL was larger than the total communication amount of TT-VFDL-SIM
or DT-VFDL-AE. This is because of gradients transmitted to each guest party in back
propagation. The reason why TT-VFDL-SIM requires a slightly larger communication
amount than DT-VFDL-AE is because communication occurs for the generation of similar
feature spaces in the preparation stage.

5.3.2. Discussion

The experimental results in Section 5.3.1 support that the task-driven transfer approach,
which uses transfer learning based on task-driven features, is more suitable for multivariate
IoT time-series analysis than existing VFDL design approaches. This can be explained as
due to the characteristics of the multivariate IoT time-series domain. In the multivariate
IoT time-series analysis scenario, each variable is information that reflects the specific state
in which the task is defined. Therefore, in multivariate IoT time-series analysis, it may be
suitable to leverage task-driven features rather than data-driven features. DT-VFDL-AE
leverages data-driven features, while CNTR, P-VFDL-SL, and TT-VFDL-SIM leverage task-
driven features. As a result, DT-VFDL-AE had relatively lower performance than CNTR,
P-VFDL-SL, and TT-VEDL-SIM. This experimentally supports that task-driven features are
more suitable than data-driven features in multivariate IoT time-series analysis.

The task-driven transfer approach derives univariate partial tasks from a multivariate
target task based on the DFS Model Split technique to train task-driven features. In
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other words, the task-driven transfer approach trains a multivariate target task based on
task-driven features optimized for univariate partial tasks. On the other hand, CNTR and P-
VFDL-SL train task-driven features suitable for multivariate target tasks. The experimental
results in Section 5.3.1 show that the task-driven transfer approach is more effective. The
variables in the scenario of multivariate IoT time-series analysis are dependent on each
other because they are created simultaneously from a specific state and are linearly or
non-linearly related to each other. Therefore, in TT-VFDL-SIM, task-driven features suitable
for each univariate partial task can also be used for multivariate target task training.

Another strategy of the task-driven transfer approach is to introduce similar feature
spaces to ensure basic security and prevent overfitting for univariate partial tasks. In TT-
VFDL-SIM, RD and DD were introduced for the regression target task, and RR and DR were
introduced for the classification target task. And because the performance of TT-VFDL-SIM
was excellent for all similar feature spaces, it can be said that the introduction of similar
feature spaces contributes to improving the performance of TT-VFDL-SIM.

Additionally, comparing the method options of TT-VFDL-SIM, the performance of
DD was better than RD in the regression target task, and the performance of DR and RR
was similarly good in the classification target task. In other words, a similar feature space
based on decoded data helps improve the overall performance of TT-VFDL-SIM than a
similar feature space based on raw data. These experimental results also support that
similar feature spaces contribute to the performance improvement of TT-VFDL-SIM.

However, in TT-VFDL-SIM for the classification target task, DR tended to show
relatively high performance for ACCHAR and RR for TRAFFIC. In addition to differences
in domains, the two datasets also had differences in correlation coefficient values between
input variables. In TRAFFIC, the correlation coefficient between each input variable was
very high at 0.82, but in ACCHAR, the correlation coefficient between each input variable
was very low at 0.04. In the regression target task, the correlation coefficients between
the input variables of AIRQUAL, HOMENYV, and GASVOLT were 0.88, 0.17, and 0.96,
respectively. But it was advantageous to introduce a similar feature space based on decoded
data in most experimental units. Therefore, it is still difficult to conclude that the lower the
correlation coefficient between input variables in each dataset, the more advantageous it is
to introduce a similar feature space based on decoded data.

As a result, TT-VFDL-S5IM was designed based on strategies of a task-driven transfer
approach suitable for the characteristics of multivariate IoT time-series analysis, greatly im-
proving performance and significantly reducing the communication amounts required for
distributed learning. In particular, the strategy of leveraging task-driven features extracted
for univariate partial tasks for merging task training and the strategy of introducing similar
feature spaces for security and overfitting prevention were a great help to improve the
performance of TT-VFDL-SIM. Ultimately, the task-driven transfer approach combines the
advantages of communication efficiency from transfer learning-based approaches with the
performance enhancement benefits of task-driven features. This makes the TT-VFDL-SIM a
suitable VFDL design technique for multivariate IoT time-series analysis.

5.4. Detailed Analysis for the TT-VFDL-SIM

In this section, the operational principles of each step of TT-VFDL-SIM which was
designed leveraging the task-driven transfer approach are experimentally validated. These
are based on the detailed experimental results of applying TT-VFDL-SIM to 45 experimental
units distinguished into (FM Structure, Dataset, Compression Ratio). Additionally, based
on this analysis, we summarize the contribution of the transfer learning mechanism in the
task-driven transfer approach. The contents to be analyzed in this section are summarized
as follows:

Impact of similarity between similar feature spaces on the performance of TT-VFDL-SIM.

Experimental verification of the effect of introducing similar feature spaces using the

SIM Partial Training mechanism of TT-VFDL-SIM.

e  Learning rate setting problem for merging task training in TT-VFDL-SIM.
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e  Relationship between partial task training performance and merging task training
performance in TT-VFDL-SIM.
e  Contribution of transfer learning mechanism in task-driven transfer approach.

5.4.1. Experimental Results

For the regression target task, the detailed experimental results of applying TT-VFDL-
SIM with the method option RD are summarized in Table 11, and the detailed experimental
results of applying TT-VFDL-SIM with the method option DD are summarized in Table 12.
The experiment was conducted on experimental units (FM Structure, Dataset, Compression
Ratio). Compression Ratio is used to distinguish the reconstruction performance of decoded
data for each dataset and is already summarized in Table 7. The SIM Partial Training
(method option) column summarizes the average performance of SIM Partial Training in
three guest parties. The Merging Task Training column summarizes the performance of
merging task training in the host party, which is the performance when the target task is
trained with TT-VFDL-SIM.

Table 11. Performance of the TT-VFDL-SIM with method option as RD (for regression) under various
conditions.

SIM Partial Training (RD) * Merging Task Training
Structure Dataset R Best
MSE R? MSE R? Learning
Rate
1.20 0.00765 0.47 0.00372 0.75 0.01
AIRQUAL 2.00 0.00645 0.56 0.00376 0.75 0.0005
3.00 0.00745 0.49 0.00389 0.74 %9&015
1.20 0.00338 —0.60 0.00129 0.37 0.001
MFCMLFM HOMENV 2.00 0.00346 ~0.80 0.00148 0.27 0.01
3.00 0.00257 —-0.35 0.00133 0.35 0.01
1.25 0.00520 0.97 0.00373 0.98 0.01
GASVOLT 1.67 0.00547 0.97 0.00378 0.98 0.01
5.00 0.00569 0.97 0.00396 0.98 0.01
1.20 0.00760 0.47 0.00385 0.74 0.0005
AIRQUAL 2.00 0.00528 0.63 0.00406 0.72 0.001
3.00 0.00814 0.45 0.00410 0.72 0.001
1.20 0.00265 —0.28 0.00106 0.48 0.0005
MLEM HOMENV 2.00 0.00284 —0.46 0.00108 0.47 0.01
3.00 0.00293 —0.52 0.00137 0.33 0.01
1.25 0.00484 0.97 0.00395 0.98 0.001
GASVOLT 1.67 0.00475 0.97 0.00420 0.98 0.01
5.00 0.00476 0.97 0.00441 0.97 0.01
1.20 0.00862 0.40 0.00375 0.75 0.0005
AIRQUAL 2.00 0.00517 0.64 0.00379 0.74 0.001
3.00 0.00762 0.48 0.00386 0.74 0.0005
1.20 0.00287 -0.37 0.00182 0.11 0.0005
SLEM HOMENV 2.00 0.00264 -0.37 0.00192 0.06 0.001
3.00 0.00253 —-0.33 0.00212 —0.04 0.01
1.25 0.00531 0.97 0.00428 0.98 0.01
GASVOLT 1.67 0.00465 0.97 0.00431 0.98 0.01
5.00 0.00618 0.97 0.00444 0.97 0.001

* MSE and R? values of the SIM Partial Training are the averaged values of all guest parties which are participating
in the TT-VFDL-SIM (for regression).
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Table 12. Performance of the TT-VFDL-SIM with method option as DD (for regression) under various

conditions.
SIM Partial Training (DD) * Merging Task Training Best
Strilc\;[ure Dataset Comlf:tiismn Bes.t Feat}]re
MSE R? MSE R? Learning Option
Rate
1.20 0.00525 0.63 0.00382 0.74 0.01 DD(D)
AIRQUAL 2.00 0.00730 0.50 0.00407 0.72 0.001 DD(D)
3.00 0.00780 0.46 0.00404 0.73 0.0005 DD(R)
1.20 0.00269 —0.29 0.00104 0.49 0.0005 DD(R)
MECMLEM HOMENV 2.00 0.00274 —0.42 0.00161 0.21 0.01 DD(R)
3.00 0.00233 —0.23 0.00172 0.16 0.001 DD(D)-Test(R)
1.25 0.00620 0.97 0.00328 0.98 0.01 ?e'zt((?{))'
GASVOLT 1.67 0.00439 0.98 0.00390 0.98 0.01 DD(D)
5.00 0.00610 0.97 0.00403 0.98 0.0005 DD(D)
1.20 0.00969 0.33 0.00357 0.76 0.0005 DD(R)
AIRQUAL 2.00 0.00726 0.51 0.00379 0.74 0.0005 DDDD((S))-
Test(R)
3.00 0.00753 0.47 0.00394 0.73 0.0005 DD(R)
MLEM 1.20 0.00261 0.27 0.00100 0.51 0.01 DDIIDJ((DD))-
HOMENV Test(R)
2.00 0.00306 —0.57 0.00104 0.49 0.01 DD(D)-Test(R)
3.00 0.00246 —0.30 0.00117 0.42 0.01 DD(D)-Test(R)
1.25 0.00643 0.96 0.00398 0.98 0.0005 DD(R)
GASVOLT 1.67 0.00488 0.97 0.00402 0.98 0.01 DD(R)
5.00 0.00673 0.96 0.00426 0.98 0.0005 DD(D)
1.20 0.00780 0.46 0.00353 0.76 0.001 DD(R)
AIRQUAL 2.00 0.00829 0.44 0.00367 0.75 0.001 DD(R)
3.00 0.00530 0.61 0.00367 0.75 0.0005 DD(R)
1.20 0.00255 —0.22 0.00119 0.42 0.0005 DD(R)
SLEM HOMENV 2.00 0.00242 —0.26 0.00154 0.24 0.001 DD(R)
3.00 0.00271 —0.40 0.00150 0.27 0.0005 DD(R)
1.25 0.00509 0.97 0.00353 0.98 0.0005 DD(R)
GASVOLT 1.67 0.00561 0.97 0.00433 0.97 0.01 DD(R)
5.00 0.00803 0.95 0.00460 0.97 0.01 DD(R)

* MSE and R? values of the SIM Partial Training are the averaged values of all guest parties which are participating
in the TT-VFDL-SIM (for regression).

As described in Section 5.1.5, we experimented by changing the learning rate of merg-
ing task training to 0.01, 0.001, and 0.0005 for each experimental unit, and the learning rate
that achieved the highest performance was organized in the Best Learning Rate column. The
experimental results for (FM Structure, Dataset, Compression Ratio) showing the highest
performance for each (FM Structure, Dataset) are shown in red. These are summarized as
main performance for each (FM Structure, Dataset) in Table 8. In addition, the merging task
training performance, which is higher than that of CNTR for the same experimental unit, is
indicated in bold. Meanwhile, for Method option DD, there are three feature options for
extracting task-driven features. The feature options that achieved the highest performance
for each experimental unit are listed in the Best Feature Option column of Table 12.

According to Tables 11 and 12, for all the (FM Structure, Dataset, Compression Ratio),
method option RD and DD showed higher performance than CNTR for the same (FM
Structure, Dataset). Additionally, for the same (FM Structure, Dataset), the experimental
unit with the smallest Compression Ratio had the highest performance. For the main
performances of Table 8, that is, the performances marked in red in Tables 11 and 12, method
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option DD was almost always higher than RD. For the remaining experimental units other
than the main performances, method option DD also showed higher performance than
RD. In addition, among the feature options of method option DD, DD(R) or DD(D)-Test(R)
showed the best performance.

In merging task training, setting the learning rate of merging task training to 0.01,
which is larger than the learning rate of the partial task training 0.001, or 0.0005, which is
smaller than the learning rate of partial task training 0.001, tended to help improve perfor-
mance. Meanwhile, for all experimental units, the performance of merging task training
improved compared to the average performance of partial task training. Additionally, the
correlation coefficient between the average performance of partial task training and the
performance of merging task training for all experimental units were 0.76 and 0.83 for
method options RD and DD, respectively.

For the classification target task, the detailed experimental results of applying TT-
VEDL-SIM with the method option RR are summarized in Table 13, and the detailed
experimental results of applying TT-VFDL-SIM with the method option DR are summarized
in Table 14. The experiment was conducted on experimental units (FM Structure, Dataset,
Compression Ratio), and the column configuration and specifications of each table are same
as Tables 11 and 12.

According to Tables 13 and 14, for most of (FM Structure, Dataset, Compression
Ratio) except experimental units based on MFCMLEM for TRAFFIC, method options RR
and DR showed higher performance than CNTR for the same (FM Structure, Dataset).
Additionally, method option DR had the highest performance for experimental units with
the smallest Compression Ratio. However, for some experimental units, the second smallest
Compression Ratio also showed the highest performance.

For the main performances in Table 9, that is, the performances in Table 13 and the
performances marked in red in Table 14, the method options RR and DR were similarly
high. For the remaining experimental units other than the main performances, the method
option RR had a similarly high performance to DR. However, as described in Section 5.3.2,
method option DR tended to show relatively high performance for ACCHAR and method
option RR for TRAFFIC. In addition, among the feature options of method option DR,
DR(R) or DR(D)-Test(R) showed the best performance.

Table 13. Performance of the TT-VFDL-SIM with method option as RR (for classification) under
various conditions.

SIM Partial Training (RR) * Merging Task Training
FM Best
Structure Dataset ACC:I racy F1-Score ACC:I racy F1-Score Learning
(%) (%) R
ate
0.01
ACCHAR 85.94 0.86 98.80 0.99 0.001
MFCMLEM 0.0005
TRAFFIC 73.73 0.72 95.76 0.96 0.01
0.01
ACCHAR 89.96 0.90 97.59 0.98 0.001
MLEM 0.0005
TRAFFIC 76.27 0.76 98.31 0.98 0.01
’ ’ i : 0.001
0.01
ACCHAR 89.56 0.89 98.80 0.99 0.001
SLEM 0.0005
TRAFFIC 77.69 0.78 97.46 0.97 0.01
' ’ : : 0.001

* Accuracy (%) and F1-Score values of the SIM Partial Training are the averaged values of all guest parties which
are participating in the TT-VFDL-SIM (for classification).
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Table 14. Performance of the TT-VFDL-SIM with method option as DR (for classification) under
various conditions.

SIM Partial Training (DR) * Merging Task Training Best
St I:Ntl Dataset COIlll{PrffSSlon Accurac Accurac Best Feature
ructure atio o y F1-Score o y F1-Score Learning Option
(%) (%)
Rate
1.20 90.77 0.91 98.80 0.99 0.001 DR(R)
ACCHAR 2.00 89.56 0.90 98.80 0.99 0.001 DR(R)
0.01 DR(R)
3.00 85.95 0.86 96.39 0.96 0.001 DR(D)
MFCMLFM 1.20 85.31 0.85 94.92 0.94 0.01 DR(R)
TRAFFIC DR(R)
2.00 87.57 0.88 94.07 0.95 0.01 DR(D)
3.00 83.05 0.83 94.07 0.95 0.001 DR(R)
1.20 90.36 0.90 98.80 0.99 0.01 DR(R)
’ ’ : : : 0.0005
ACCHAR 2.00 89.16 0.89 98.80 0.99 0.0005 DR(R)
3.00 88.35 0.8 97.59 0.98 001 DDlEég;
MLFM
DR(D)
1.20 79.94 0.80 95.76 0.96 0.001 DR(D)-
Test(R)
TRAFFIC 0.01
2.00 86.16 0.86 95.76 0.96 0.001 DR(R)
0.0005
3.00 85.59 0.86 93.22 0.92 0.0005 DR(R)
1.20 88.76 0.89 100.00 1.00 0.01 DR(R)
ACCHAR 2.00 90.76 0.91 98.80 0.99 0.01 DR(R)
3.00 86.35 0.86 97.59 0.98 0.0005 DR(R)
SLFM 1.20 86.73 0.87 96.61 0.96 0.01 DR(R)
TRAFFIC 2.00 88.42 0.88 95.76 0.96 o.01 DR(R)
0.001
3.00 86.72 0.87 94.92 0.94 0.01 DR(R)

* Accuracy (%) and F1-Score values of the SIM Partial Training are the averaged values of all Guest Parties” which
participating in the TT-VFDL-SIM (for classification).

In merging task training, setting the learning rate of merging task training to 0.001,
which is the learning rate in partial task training, or 0.01, which is greater than the learning
rate in partial task training, generally helped improve performance. Meanwhile, for all
experimental units, the performance of merging task training improved compared to the
average performance of partial task training. Additionally, the correlation coefficients
between the average performance of partial task training and the performance of merging
task training for all experimental units were 0.62 and 0.82 for method options RR and DR,
respectively.

5.4.2. Discussion

Through Section 5.3, it was validated that introducing similar feature spaces in the task-
driven transfer approach can contribute to improving the performance of TT-VFDL-SIM.
Through the experimental results in Section 5.4.1, the baseline for the similarity of similar
feature spaces, which can contribute to improving the performance of TT-VFDL-SIM, can be
validated. For both the regression target task and the classification target task, performance
was highest when a similar feature space generated from decoded data with the highest
reconstruction performance was introduced. In other words, the performance of TT-VFDL-
SIM was highest when introducing similar feature spaces generated from decoded data
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with the reconstruction performance of Table 7 with MSE of up to 0.00007 or less and R? of
at least 0.99.

The SIM Partial Training mechanism introduces similar feature spaces to partial task
training based on various method options and feature options. In the regression target task,
feature option DD(R) or DD(D)-Test(R) of method option DD had the best performance. For
method option DR of the classification target task, feature option DR(R) and DR(D)-Test(R)
had the best performance. As a result, it can be said that extracting task-driven features
based on the raw data leveraging a trained partial task model by introducing a similar
feature space generated from decoded data is effective in improving the performance of
TT-VFDL-SIM. The introduction of these similar feature spaces in SIM Partial Training can
be seen as a kind of transfer learning mechanism.

Meanwhile, the learning rate that can achieve the highest performance in merging task
training basically differed depending on the type of FM Structure and dataset. However, in
the regression target task, setting the learning rate of merging task training to be larger or
smaller than the learning rate of partial task training tended to help improve performance.
Meanwhile, in classification target tasks, setting the learning rate of merging task training to
be equal to or greater than the learning rate of partial task training tended to help improve
performance.

The performance of merging task training and the average performance of partial task
training showed a significant linear correlation for all experimental units. In other words,
in TT-VFDL-SIM, generally, the higher the average performance of partial task training, the
higher the performance of merging task training. Meanwhile, in the regression target task,
the average performance of partial task training using method option DD showed a higher
linear correlation with the performance of merging task training than the method option
RD. Additionally, in the classification target task, the average performance of partial task
training using method option DR showed a higher linear correlation with the performance
of merging task training than method option RR. In other words, task-driven features
trained from similar feature spaces generated based on decoded data, rather than raw
data, are not overfitted to univariate partial tasks and can be considered more suitable for
merging tasks.

The task-driven transfer approach improves the performance of TT-VFDL-SIM by
leveraging transfer learning mechanisms in various ways. First, the target task is trained
based on a transfer learning mechanism that fine-tunes the merging task based on task-
driven features pre-trained from partial tasks. TT-VFDL-SIM is communication-efficient
due to this transfer learning mechanism. Also, TT-VFDL-SIM can achieve excellent perfor-
mance, unlike existing VFDL methods of the data-driven transfer approach, by leveraging
task-driven features rather than data-driven features.

Meanwhile, VFDL methods of transfer learning-based approaches, including
TT-VFDL-SIM, only need to align features to train the merging task. In other words,
TT-VFDL-SIM and DT-VFDL-AE do not need to consider data alignment between each
guest party during partial task training. On the other hand, existing VFDL methods of
the training loop parallelization approach, such as P-VFDL-SL, must align the raw data
of each guest party [44-46]. TT-VFDL-SIM leverages a transfer learning mechanism to
enable distributed learning with improved performance while being independent of data
alignment issues between guest parties.

Finally, feature options for SIM Partial Training’s method options DD or DR extracted
task-driven features by applying the raw data to a trained partial task model based on
similar feature spaces generated from decoded data. Because the raw data were not used
to train the partial task model, this is a transfer learning mechanism that applies the
knowledge trained on the decoded data to the raw data. In this way, partial task training
using transfer learning helped improve the performance of TT-VFDL-SIM compared to
partial task training without it. As a result, the task-driven transfer approach achieved
improved performance in a communication-efficient manner compared to CNTR and
existing VFDL methods by utilizing various advantages of transfer learning.
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6. Conclusions

In this paper, we propose the TT-VFDL-SIM and the task-driven approach to design the
TT-VFDL-SIM. The proposed TT-VFDL-SIM is a vertical federated deep learning method
that can achieve improved performance in a more communication-efficient manner than
centralized training or existing VFDL methods for multivariate IoT time-series analysis.
The task-driven transfer approach derives univariate partial tasks and a merging task from
a multivariate target task and applies a transfer learning mechanism for the target task
based on them. Univariate partial tasks and a merging task are reorganized as pre-training
and fine-tuning tasks for the target task, respectively. The merging task is fine-tuned based
on task-driven features trained through univariate partial tasks.

TT-VFDL-SIM can achieve improved performance over centralized training and ex-
isting VFDL methods in a communication-efficient manner by taking advantage, which
is suitable for the multivariate IoT time-series domain, of both task-driven features and
the transfer learning mechanism. In particular, TT-VFDL-SIM introduces similar feature
spaces to partial task training in various ways based on the SIM Partial Training mecha-
nism. Through the introduction of these similar feature spaces, it is possible to obtain basic
security for not exposing raw data in a completely distributed architecture and prevent
overfitting for univariate partial tasks.

In the experiment, the impact of introducing similar feature spaces and task-driven
features on improving the performance of TT-VFDL-SIM was analyzed, and through this,
the effectiveness of the proposed task-driven transfer approach was verified. In addition,
the detailed operational principles and suitability of each stage of the task-driven transfer
approach, such as the SIM Partial Training mechanism and merging task training, were
also experimentally verified. In the experiment, the MSE of TT-VFDL-SIM applied to
the regression target tasks decreased by up to 0.00181, 0.00188, and 0.01143 compared to
CNTR, P-VFDL-SL, and DT-VFDL-AE, respectively. In addition, the accuracy of TT-VFDL-
SIM applied to the classification target task increased by up to 4.82%, 4.82%, and 33.73%
compared to CNTR, P-VFDL-SL, and DT-VFDL-AE, respectively.

TT-VFDL-SIM has been able to improve the performance of the target task by spec-
ifying various methods of introducing similar feature spaces through various method
options and feature options of the SIM Partial Training mechanism. However, there is
a limitation in that it does not present a single mechanism that can generalize various
similar feature spaces’ introduction techniques implemented with various method options
and feature options. Up to this point, we experimentally analyzed the impact of various
method options and feature options in SIM Partial Training on the performance of the
target task and concluded that it is advantageous to introduce a similar feature space
generated based on decoded data. However, this has not been generalized into the design
of fixed similar feature spaces’ introduction techniques that can be consistently applied
to the various datasets and structures of the target task model. In future works, we plan
to study generalized methods for various method options and feature options of the SIM
Partial Training mechanism.
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