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A B S T R A C T

Recently, big data related to human movement, air quality, and meteorology have been generated in urban
computing through sensing technology and the computing infrastructure. However, security problems arise
as data utilization increases. If the sensing data from internet of things devices are constantly exposed, the
users’ private information can be determined, a critical security risk that could result in privacy breaches.
This paper proposes a secure data processing system using the blockchain and differential privacy for data
security and privacy protection in urban computing. When a service provider requests information, the system
generates it from urban computing data using machine learning. We apply differential privacy to these data to
protect privacy. However, if a query repeats, differential privacy may provide insufficient privacy protection.
Therefore, we reduce the total privacy cost by reusing noise for the same data and privacy parameters using
the blockchain. Machine learning accuracy may decrease when noisy data are used for training. Thus, we
increase accuracy by storing and appropriately using the model parameters generated by the same data in the
blockchain. We design, simulate, and analyze the results of an experimental environment for reusing noise for
differential privacy and parameter utilization of machine learning using the blockchain. The proposed approach
reduces privacy costs compared to the existing mechanism while protecting data privacy. We demonstrate that,
through parameter utilization, the accuracy improves compared to conventional mechanisms.
1. Introduction

Urban computing details the collection and analysis of data gen-
erated within a city through sensors, devices, vehicles, and buildings
to address the city’s concerns, such as energy requirements and trans-
portation [1,2]. Urban computing uses various internet of things (IoT)
devices, and each IoT device generates various data types, forming a
cyclic structure where other IoT devices adopt data generated for ma-
chine learning [3]. Therefore, data comprise a crucial resource in urban
computing, and data accuracy is critical [4]. A higher number of IoT
devices generate more data. Consequently, the system can eventually
create accurate information because more data inform more accurate
learning results. However, more data also increase the likelihood of
degrading user privacy [5]. Particularly, IoT devices have become
ubiquitous observers of users’ lives, exposing private data to malicious
attackers. Moreover, if IoT data are continuously leaked, a malicious
attacker can obtain the user’s sensitive information, such as behavior,
habits, hobbies, or health status [6]. With the advancement of artificial
intelligence technology, data privacy violation problems have become
increasingly severe, and we must address security threats that could
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occur in artificial intelligence modeling. Currently, urban computing
service providers (SPs) collect data for the convenience of users in
cities and provide the data as information [7]. For instance, in a smart
mobility system, such information as ‘‘Which roads have traffic jams?’’
and ‘‘Where is the accident risk high?’’ can be obtained through loca-
tion and speed information generated by multiple vehicles [8]. With
this information, SPs can build a more accurate and safer autonomous
vehicle system.

However, even if SPs participating in the system have been authenti-
cated, such problems as abuse of authority may occur [9]. Specifically,
a malicious user who has stolen SP privileges can query and use data
that are different from the service type of the real SP. If the malicious
user continues to request such data, they could eventually access sen-
sitive data on IoT devices in the system. To solve this problem, we
adopted the blockchain. Specifically, blockchains ensure transparency,
data integrity, and high security by allowing all participants to own a
transaction information ledger. If the requested information of the SP
is recorded in the blockchain as a transaction, the system can check all
details of the data requested by the SP in the past. Subsequently, when
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the SP continues to request information besides the registered service
type, the system can treat the identification (ID) of the SP as abnormal
to reduce risk.

In addition to the blockchain, differential privacy (DP) has been
widely explored as a data privacy method, which limits the information
leakage about individuals in a dataset [10,11]. Particularly, statistical
values are provided by adding noise within a limited privacy protection
range, conserving statistical properties but making individual data chal-
lenging to identify [12]. However, the results could include individual
privacy information [13]. If the same query is repeated on the same
dataset, eventually, the response can become close to the correct infor-
mation, after which the system can no longer protect privacy, reducing
privacy levels. Thus, setting and managing a privacy budget that is not
exceeded in the dataset is critical [14]. The existing data processing
systems have been criticized for inadequate data privacy protection
due to the use of raw data. Moreover, SPs must use large volumes
of data to provide service, leading to a substantial demand for data
by SPs. This results in the problem of high data communication costs
during this process. We propose a data processing system that improves
these problems by enhancing privacy protection and communication
environments. Unlike the existing system that transmits data to the
SP, the proposed system reduces communication costs associated with
the transfer of large volumes of data by providing only the processed
information based on the SP requests. Furthermore, each piece of infor-
mation uses noisy data with an applied DP; thus, the proposed system
also ensures data privacy. To achieve this, we employ the blockchain
and DP. However, instead of simply applying them, we analyze and
reduce the limitations of the blockchain and DP, proposing a secure
data processing system suitable for urban computing.

In this work, we use an unmanned aerial vehicle (UAV) to process
SP’s requests in urban computing. Specifically, the UAV generates a
response by receiving data from a base station (BS) in the appropriate
area according to the SP request. Afterward, the UAV records the
requested information as a transaction in the blockchain, and the
transaction is appropriately used when processing requests from other
SPs. The BS prepares appropriate data according to the UAV request.
Then, the BS applies DP for data privacy. To avoid exceeding the limit
of the privacy budget of each dataset, we perform noise reuse using
transactions on the blockchain. We summarize the main contributions
of our work as follows.

• We analyze the problems in urban computing for data security
and privacy. When generating information using data collected
by IoT devices, data privacy must be protected. The data that
generate the information must be accurate because the SP must
apply accurate information when providing services to users.

• We propose a noise reuse mechanism using the blockchain to
lower privacy costs when applying DP for data privacy in urban
computing. The data type, query content, and DP parameters
requested by the SP are stored in the blockchain; thus, noise can
be reused based on the same type. The total privacy cost can be
decreased while maintaining data privacy through noise reuse.

• We propose a method of data-adaptive parameter utilization using
the blockchain to improve the accuracy of the learning results in
urban computing. We configure the blockchain of UAVs and SPs
as a child_chain to ensure that we can automate the transaction
creation and results returned for the SP request using a smart
contract. Moreover, sensitive information, such as model param-
eters, is not disclosed to the SP. The UAV generates a result for
each request and stores the model parameters along with their
data types in the blockchain. When a new request arrives, the
UAV queries the blockchain and locates transactions that are the
same as the data for the new request. If a UAV finds a transaction,
the model parameters in that transaction are used to process new
162

requests.
• We simulate and analyze the proposed method. The proposed
approach reduces the total privacy cost through noise reuse in
DP and increases the accuracy of the results using data-adaptive
parameter utilization.

The remainder of this paper is organized as follows. Section 2
introduces the background and related work on urban computing,
blockchains, DP, and UAVs. Next, Section 3 describes the overall struc-
ture of the proposal, noise-reuse scheme, and data-adaptive parameter
utilization using the blockchain. Then, Section 4 presents the sim-
ulation results. Section 5 discusses heterogeneous IoT, the scalabil-
ity of blockchain, and different user privacy protection requirements.
Furthermore, we analyze security in our proposal. Finally, Section 6
concludes the work by discussing the implications and future work.

2. Background and related work

This section explains urban computing, blockchains, DP, and UAVs,
which form the background of the proposed system.

2.1. Urban computing

A myriad of IoTs in urban computing generate big data through
sensors. Specifically, an IoT system learns and analyzes these big data
to generate new information adopted within the urban system [15]. For
example, we can determine where traffic is congested using data, such
as global positioning system data, speed, and vehicle destinations [16].
Users can apply this information to avoid traffic-congested areas and re-
duce the risk of traffic accidents. During emergencies, this information
can help determine the fastest and most appropriate route. Specifically,
the system should ensure data integrity to provide necessary informa-
tion to users as per the time and situation. If the data are inaccurate,
information created by learning the data is also inaccurate, eventually
degrading the performance of the urban computing system. Therefore,
data accuracy should be ensured.

Existing urban computing continuously collects data from all de-
vices, and a database stores these data suitable for each characteristic.
In particular, data can leak during data collection and transmission, and
malicious attackers can hijack sensitive data [17]. The SP executes a
query to the database to obtain data to generate information adapted to
the user’s needs. In this case, if the SP is a malicious user, it can attempt
multiple queries to obtain the sensitive data of a specific person. To
prevent the exposure of the sensitive data of a specific person, we
employ DP. However, the privacy budget limit for each data should
not be exceeded in DP.

This work applies blockchain technology to control the privacy
budget through appropriate noise reuse. The proposed system satisfies
data privacy requirements using the DP parameter recorded in the
blockchain. Furthermore, the proposed method improves the accuracy
of the information using data-adaptive model parameters. The proposed
system processes big data in urban computing into information and
provides the information to users, ensuring the user convenience. More-
over, we establish a secure urban computing environment by utilizing
blockchain and DP to enhance data security and privacy protection.

2.2. Blockchain

The blockchain is a distributed database that ensures data integrity
and transparency by guaranteeing that all nodes maintain the same
ledger. All transactions in the blockchain network are recorded in
the ledger, and every participant verifies all transactions. Therefore,
when someone modifies a transaction, they must modify all ledgers.
This change is practically impossible; thus, the blockchain guarantees
integrity. Because data integrity is critical in urban computing, applying
the blockchain is a suitable solution. In IoT systems, research on the
integration of blockchain technology for various purposes, such as mali-

cious node detection and data traceability, has been ongoing in various
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fields, such as the smart grid and medical fields [18,19]. Recently,
the blockchain has been used in deep learning environments to reduce
the communication overhead of IoT devices and efficiently offload
computing [20]. The blockchain has also been combined in fields
for large-scale data processing and safe data sharing [21,22]. Miao
et al. [23] proposed a secure data-sharing mechanism with privacy
protection for the IoT as a data provider by combining the blockchain
and DP in federated learning. In a collaborative data-sharing system,
all shared data are recorded on the blockchain, tracking the node
participating in the data request task and data usage. Xie et al. [24]
proposed a trusted execution environment and blockchain-supported
IoT data-sharing architecture (TEBDS) to achieve data and identity
security in IoT data sharing. In the TEBDS architecture, all user op-
erations are recorded in the form of blockchain transactions, providing
transparency and traceability. The blockchain has been actively studied
in combination with other mechanisms in various applications owing
to these characteristics [25].

However, because all nodes must have the same ledger, the block
chain has a scalability problem [26,27]. Solutions to scalability prob-
lems are classified into five categories: on-chain, off-chain, side-chain,
inter-chain, and child-chain solutions [28]. The on-chain solutions
increase scalability by modifying only elements within the blockchain.
Such a solution can involve simply increasing the maximum block size
(i.e., big blocks) or separating signatures and transactions (i.e., Seg-
regated Witness, commonly known as SegWit) [29,30]. The off-chain
solutions process transactions outside of the blockchain. A typical
example is Bitcoin’s lightning network. The side-chain solution con-
nects other blockchains to the side next to the main chain, and the
nodes of the side chain are added to the nodes of the main chain. In
the side chain, the transaction is only processed in each chain [31].
The inter-chain method enables communication between blockchains
to exchange assets between them. Finally, the child-chain comprises
the main and child chains [32]. Transactions are processed in the
child chain and recorded in the main chain. Unlike the side-chain,
the child-chain operates by linking transactions with the main chain;
thus, security is increased through double recording. When applying the
existing blockchain as is, each node can quickly confirm data through
the ledger. However, all nodes own the same data; therefore, there is
a risk that every entity can access sensitive data. We improved the
configuration of the blockchain by structuring the ledger differently
based on nodes. This enhancement allows for the advantages of real-
time data verification, a characteristic of the existing blockchain. We
also ensure that only trusted nodes have access to sensitive data.

This work applies the child-chain to automate the SP request and
response while preventing the SP from checking other sensitive infor-
mation. In particular, if a child-chain is employed, the size of the main
chain can be reduced, and the child-chain can be divided by functions.
The weakness of this approach is that the cost is high because the entire
main chain must be traced to verify the child chain. However, in this
proposal, only part of the transactions between the main and child
chains are shared, and the remaining critical information is stored only
in the main chain. Thus, the cost is not high compared to the existing
child-chain mechanism because only the information that overlaps with
the main chain must be verified when verifying transactions in the child
chain. This work uses two blockchains. The first blockchain is shared
by the BS and is used to store DP parameters. The second blockchain is
the child chain shared by the SP and UAV. The child chain stores the
parameters of the model created by the UAV at the request of the SP.

2.3. Differential privacy

Recently, the number and production speed of accessible data have
increased with the development of big data and information technol-
ogy. Furthermore, a database can be accessed easily with the develop-
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ment of the cloud environment. Users can obtain results by executing
a query against a database. A malicious attacker can use the query
results to obtain personal information from a specific person. Hence, DP
has garnered research interest to overcome this concern. Attacks that
reveal personal information using the query results cannot be prevented
through encryption. Therefore, DP must be applied to provide statistical
values so that users cannot infer data. Hence, DP limits information
leakage by controlling the difference between two databases when they
differ by only one object [33]. In DP, the parameter 𝜖 is measurable and
verifiable and can be used to provide statistical values within a limited
privacy protection range. The most common privacy protection method
in DP is to add noise.

Definition 1 (𝜖-DP). For adjacent datasets 𝐷 and 𝐷′ with only one
record difference, given the privacy algorithm 𝑀 , 𝑀 satisfies 𝜖-DP if
Eq. (1) is satisfied for all outputs 𝑅(𝑅 ∈ 𝑅𝑎𝑛𝑔𝑒(𝑀)), where 𝑃𝑟 denotes
the probability.

𝑃𝑟[𝑀(𝐷) ∈ 𝑅] ≤ 𝑒𝜖 ⋅ 𝑃𝑟[𝑀(𝐷′) ∈ 𝑅] (1)

The noise required for each dataset depends on the sensitivity.
ensitivity parameterizes the amount of noise perturbation required for
he DP mechanism [34]. The maximum possible change in the result is
alculated to determine the sensitivity.

efinition 2 (Sensitivity). For a function 𝑓 ∶ 𝐷 → 𝑅𝑑𝑖𝑚, for any adjacent
dataset 𝐷 and 𝐷′, the sensitivity of 𝑓 is defined in Eq. (2).

𝑓 =𝑚𝑎𝑥
𝐷,𝐷′ ‖𝑓 (𝐷) − 𝑓 (𝐷′)‖ (2)

here ‖ ∼ ‖ represents the distance between 𝑓 (𝐷) and 𝑓 (𝐷′), 𝐷𝑖𝑚 de-
otes the query dimension, and 𝑅 indicates the mapped real space [35].
fter calculating the sensitivity, the result is perturbed by adding the
oise generated by the data distribution. The most commonly employed
istribution is the Laplace distribution [36]. Given a query function 𝑓 ,
he output is computed as 𝑓 (𝐷)+𝐿𝑎𝑝𝑙𝑎𝑐𝑒(0, ▵𝑓𝜖 ), where the mean (𝜇) of

the Laplace distribution is zero, the scale is ▵𝑓
𝜖 , and ▵𝑓 is the sensitivity

of the 𝑓 function.
Furthermore, by adding noise with the actual dataset, the value

that is semantically closest to the correct information is returned.
Thus, the system can reduce privacy violations for specific individuals
and preserve the meaning of the value. However, regardless of how
randomly noise is added, the returned information may include some
private information. If the users repeat the same question, they could
gradually obtain personal information, and if they repeat the query
several times, they could eventually obtain the correct information.
Therefore, to prevent repeated queries, DP limits the query scope,
called the privacy budget [37]. Zhao et al. [14] designed an algorithm
to reuse noise to minimizing the accumulated privacy cost of DP. This
algorithm reuses noise fully or partially for various instances of the
same query type. The current query type is compared with the previous
query type using the blockchain. If the current query type is the first
time the blockchain encounters the query, it generally adds noise. If the
current query type matches the previous query type, it compares the
number of all previous and reused noise adding or calls to the server.

In an environment that employs numerous diverse data, such as
urban computing, a privacy budget for each data point must be set,
implementing a mechanism to lower privacy costs. Although applying
traditional DP can protect the privacy of data, additional measures are
necessary to reduce the overall privacy cost of the entire system. This
work improves DP to protect data privacy and reduces the privacy cost
of the system. Considering the urban computing characteristics where
various data exist, we propose a method to set and reuse the usage
epsilon(𝜖) according to the data characteristics for SP requests.
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2.4. Unmanned aerial vehicle

The UAV has been applied in logistics, medicine, transportation, and
military fields because of its high autonomy, portability, and relatively
low operating costs [38]. Individuals and organizations also employ
UAVs for prompt service recovery after disasters, data collection, and
transmission in IoT networks due to their high mobility and ease of
deployment [39]. When the UAV is appropriately deployed and oper-
ated, it can provide stable and cost-effective wireless communication
solutions in real-world scenarios [40]. Many researchers expect the
reception quality of UAVs to be much better than that of the exist-
ing ground BSs, providing stable real-time communication in wireless
communication [41,42]. Moreover, UAVs can be used in various forms,
such as aerial base stations, relaying, data gathering, and mobile edge
computing (MEC) [43]. Many recent studies have integrated UAV and
MEC. Specifically, MEC places a server close to the user to acquire
user information and quickly perform big data calculations. When
UAVs are used with MEC, the system can provide reliable, economical,
low-latency, and efficient wireless communication services [44]. A BS
based on the MEC server provides a seamless connection to the UAV.
Therefore, the computing performance of the UAVs is guaranteed, such
that they can offload the tasks of the ground users. As a highly mobile
UAV provides services at a location close to users, the system can
increase the overall information delivery speed.

This work employs UAVs with high mobility in urban computing to
address the needs of SPs in real time and offload tasks. Additionally,
the UAV can evaluate the accuracy of the training model by collecting
real-time data from the appropriate area required by the SP. When
a disaster occurs in an urban area, the communication environment
can promptly be restored using a UAV, allowing users to obtain results
quickly because the UAV is located close to the users.

3. Blockchain and differential privacy-based data processing sys-
tem

This section discusses an urban computing system that guarantees
data security and privacy using DP and the blockchain.

3.1. System design

This work proposes a blockchain-based system for real-time data
processing and privacy protection in urban computing. Fig. 1 presents
an overview of the proposed system, which provides services in urban
computing. In the system, a BS exists in an appropriate district unit,
and each BS manages the data of IoT devices within its communication
range. The IoT devices periodically upload their data to the BS within
the communication range. The BS collects real-time data from IoT
devices and uploads the data to the cloud at specific times. The BS
transmits only the data necessary for the SP request to the UAV, and
the UAV performs task processing. The BS applies DP to the data to
protect the privacy of the IoT devices. The DP parameters are stored in
the blockchain. The UAVs with high mobility process SP requests. The
SP requests information to provide convenient services to users in urban
computing. When the SP creates a smart contract by specifying the
required data, the UAV that meets the conditions manages the task. The
SP and UAV share the UAV_chain to automate task processing through
smart contracts. Even if all blockchain participants authenticate and
participate in the network, we cannot completely trust SPs because
internal attacks, such as privilege abuse, can occur. Therefore, we
applied the child-chain and configured 5he block to ensure that the SP
can only confirm the response to the request. The transactions including
data type and DP parameters for each SP’s request are recorded in the
BS_chain. Since it is important to appropriately reuse noise to reduce
total privacy costs when applying DP in the system, these records can be
used for noise reuse in the next request. The BS can set appropriate DP
parameters through ledger queries without additional communication
164
Table 1
System components and descriptions.

Components Description

Unmanned
aerial vehicle
(UAV)

- UAVs form a UAV_chain and are assigned work (learning)
from the BS in the mobile edge computing environment.
- UAVs learn using the data from the BS and return the
results.

Base station
(BS)

- BSs form a BS_chain, communicate with the IoT, and
upload data to the cloud.
- BSs apply differential privacy for IoT data privacy.
- BSs send data to the UAV.

Internet of
Things (IoT)

- IoT refers to all IoT devices in urban computing.
- IoT communicates through the BS, and all devices share
the data generated by the IoT.

Cloud - The cloud stores all blockchains built on the system,
enabling data tracking to ensure data integrity.
- Even if a denial of service attack occurs, the system can
continuously provide service through the cloud.

Service
provider (SP)

- The SP is a company that provides services with new
information generated by IoT data from urban computing.
- We assume that SPs can be semi-trusted.

Table 2
Description of notation.

Symbol Description

𝐼𝑚 The 𝑚th information request
𝐼 ′
𝑚 Result of 𝐼𝑚
𝐷𝑚 Source data for 𝐼𝑚
𝐷𝑡_𝑚 Data type of 𝐼𝑚
𝐷̃𝑚 Noisy dataset related to 𝐼𝑚
𝐷𝑖𝑠𝑡𝑚 Districts related to 𝐼𝑚
𝑆𝑃𝑚_𝐼𝐷 ID of SP that requested 𝐼𝑚
𝜖𝑚 Epsilon for 𝐷𝑚
𝜖𝑞 Epsilon for the same 𝐷𝑡_𝑚 recorded in the blockchain
𝑁𝑞 Noise from blockchain query
𝑃𝑅𝑞 Learning model parameter from blockchain query
𝛼 Parameter for epsilon range scaling
𝛽 Total privacy budget

with other entities via blockchain. Table 1 presents the roles and
descriptions of the components of the proposed approach.

Fig. 2 presents the general framework of urban computing [15].
In urban sensing (at the bottom of figure), the system continuously
collects data using IoT devices. Afterward, in the data management
stage, data are stored in a suitable database. Each database is config-
ured with a structure suitable for the data characteristics to process
the subsequent data analysis efficiently. In the data analysis stage,
technology, such as data mining and machine learning, is used to
generate information for service provision. Finally, in the service pro-
vision stage, a service is provided to users for convenience in urban
computing based on such information. Based on this urban computing
framework, we configured the IoT devices for the urban sensing phase,
the cloud and BS for the urban data management phase, the UAV for
the urban data analytics phase, and the SP for the service-providing
phase. In summary, based on the urban computing framework, in the
proposed system, lower-level IoT devices sense data and transmit it to
the BS. The BS collects data from lower-level IoT devices over a specific
time and transmits it to the cloud. The cloud stores and manages data
according to the type. When the SP requests information to provide a
service, a nearby UAV receives noisy data from the BS and performs
data analytics. Then, when the UAV returns the results to the SP, the
SP provides services to the user based on these results. Fig. 3 presents
the overall process of the proposed system. Table 2 summarizes the
notation adopted in the system. The following section discusses the
specifics of the system.
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Fig. 1. Overall structure of the proposed system. Each entity constitutes a separate blockchain, and each node has a blockchain ledger.
Fig. 2. Urban computing framework and components of the proposed system.

3.2. Blockchain configuration

This system employs two blockchains. First, the UAV_chain com-
prises the main and child chains. Specifically, the UAV can access
the main chain, whereas the SPs can only access the child chain.
Furthermore, we configured the UAV_chain as a child-chain to respond
to the SP request automatically, preventing the SP from retrieving
sensitive information. Fig. 4 presents the configuration diagram of the
UAV_chain.

First, the SP sends a request for the information required through
the smart contract. When the smart contract is executed, the UAV
165
Table 3
Transaction components of an unmanned aerial vehicle (UAV)_chain.

Main chain of UAV_chain transaction information

Field Description

𝑇 𝑖𝑚𝑒 Transaction occurrence time
𝑈𝐴𝑉𝐼𝐷 Transaction occurrence subject
𝑆𝑃𝐼𝐷 SP ID of requested subject
𝐷𝑎𝑡𝑎𝑡𝑦𝑝𝑒 Data type of SP’s request
𝑅𝑒𝑠𝑢𝑙𝑡𝑑𝑎𝑡𝑎 Result of request (Learning results)
𝑃𝑎𝑟𝑎𝑚𝑒𝑡𝑒𝑟𝑚𝑜𝑑𝑒𝑙 Model parameter
𝑆𝑃 _𝑟𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 SP’s abnormal behavior

Child chain of UAV_chain transaction information

Field Description

𝑇 𝑖𝑚𝑒 Transaction occurrence time
𝑆𝑃𝐼𝐷 SP ID of requested subject
𝐷𝑎𝑡𝑎 𝑡𝑦𝑝𝑒 Data type of SP’s request
𝑅𝑒𝑠𝑢𝑙𝑡𝑑𝑎𝑡𝑎 Result of request (Learning results)

closest to the district requested by the SP performs the task. The UAV
receives data from the district BS and generates the results requested
by the SP. When the UAV responds to the results derived through
the generated model as a smart contract, the UAV_chain creates a
transaction according to the transaction configuration of the main and
the child chains. Subsequently, the SP uses the result returned to the
smart contract to provide the service. Table 3 presents the transaction
structure of the UAV_chain. In the proposed system, the child_chain
contains common data (no sensitive data) accessible to the UAV nodes
and SP nodes. Moreover, it contains sensitive information that only
UAVs can access. In the child_chain, consensus nodes consist of UAVs
with access to all data, whereas SP nodes are configured to receive only
common data for the generated transactions. As the SP connects to the
network as a node in the child_chain, it can execute smart contracts
to receive responses for requests. There is no need for additional
communication between SP and UAVs for information transfer.

Second, the BS_chain comprises BSs and records DP parameters for
reusing noise. The BS generates transactions for all SP requests and
appropriately uses these transactions for later requests. Table 4 presents
the transaction configuration diagram of the BS_chain for storing DP
parameters. The BS_chain is structured similarly to the traditional
blockchain. Consensus nodes consist of the BS, and all nodes possess
the same ledger. Therefore, whenever a data request occurs, one can
verify the appropriate parameters for applying DP through a blockchain
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Fig. 3. Process for the overall proposed system for noise reuse and data-adaptive parameter utilization using the blockchain.
Fig. 4. Structure of the unmanned aerial vehicle (UAV)_chain consisting of the main
and child chains. The service provider can generate a transaction using a smart contract.

Table 4
Transaction components of a base station (BS)_chain.

BS_chain transaction information

Field Description

𝑇 𝑖𝑚𝑒 Transaction occurrence time
𝐵𝑆𝐼𝐷 Transaction occurrence subject
𝑈𝐴𝑉𝐼𝐷 UAV ID that requested the data
𝐷𝑎𝑡𝑎 𝑡𝑦𝑝𝑒 Data type of SP’s request
𝜖 Privacy parameter of request
𝑁𝑜𝑖𝑠𝑒 Noise added to the data
𝑅𝑒𝑚𝑎𝑖𝑛𝑖𝑛𝑔 𝑏𝑢𝑑𝑔𝑒𝑡 Privacy budget remaining for data with 𝑑𝑎𝑡𝑎 𝑡𝑦𝑝𝑒

query in real time. The time taken to query is negligible compared to
the time required for block generation in the blockchain, allowing for
swift responses when executing blockchain queries. Furthermore, by
configuring the Child_chain, our system can restrict access to informa-
tion for each entity, thereby solving the privacy issue that was pointed
out as a limitation of existing blockchains.

3.3. IoT data security and privacy

Data are an essential resource in urban computing because they
are collected from the IoT as learning data for other IoT devices in a
circular structure. Data privacy protection is essential in circumstances
in which the importance of data increases and the number of data
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increases enormously. Therefore, the integrated guarantee of data se-
curity and data privacy has become an essential requirement in all
systems [45].

• Data security: The system should prevent hacking by external
attackers to achieve security.

• Data privacy: The system should ensure that data are not accessed
without permission or used to infer related information ensuring
privacy.

This work performs SP authentication for data security and applies DP
for data privacy.

Algorithm 1 presents the process for data security and privacy
protection. The SP executes smart contracts by inputting data types,
districts, and necessary information. When the smart contract is exe-
cuted, the UAV in the corresponding district confirms the request. The
UAV proceeds with SP authentication by querying the transactions of
the blockchain in preparation for internal attacks, such as privilege
abuse. Through the blockchain records, the UAV confirms the service
type of the previous SP requests and information on abnormal behavior.
If SP authentication is completed, the UAV forwards the request to
the BS in the district (𝐷𝑖𝑠𝑡𝑚) for data collection. Next, the BS applies
DP to add noise into the data requested by the SP. The BS sets an
appropriate value for epsilon (𝜖) using information that affects noise
for the requested data. Then, the BS queries the blockchain to reuse
noise and reduce the privacy cost of the dataset. The BS calculates the
remaining budget according to the query results. Following this, the BS
generates a noisy dataset and returns it to the UAV.

3.3.1. Service provider authentication
In this system, we assume that the SP and UAV participate in the

system after completing authentication. The SP registers the service
type and authentication when joining the blockchain network. The UAV
checks the SP information recorded in the UAV_chain to verify that the
requesting SP is a legitimate user. For example, if the SP registers to
provide traffic information in the registration process, the information
that the SP requests from the system should be closely related to
the transportation service. If the SP account requires entertainment
information or medical information unrelated to traffic, the system can
determine that the request is inappropriate.

The SP authentication results are used to evaluate the reliability of
the SP, which is applied as the epsilon setting for SP requests. If SP
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Algorithm 1 Noise-reuse algorithm using the blockchain.
Input: 𝐷𝑡_𝑚: Data type of 𝑆𝑃𝑚’s request, 𝐷𝑖𝑠𝑡𝑚: related District of the

𝑚-th request, 𝐼𝑚: The 𝑚-th information request, 𝑆𝑃𝑚: The service
provider that requested the 𝑚-th information request, 𝑆𝑃 _𝑖𝑛𝑓𝑜: SP
authentication results (abnormally behavior, number of requests for
the same data), 𝜖𝑚: epsilon of 𝐼𝑚

Output: 𝐷̃𝑚: Noisy datasets
1: 𝑆𝑃𝑚 executes Smart contract ← 𝐷𝑡_𝑚, 𝐷𝑖𝑠𝑡𝑚, 𝐼𝑚
2: 𝑈𝐴𝑉𝑚 confirms Smart contract
3: 𝑈𝐴𝑉𝑚 → UAV_chain: Transaction query 𝑆𝑃𝑚_𝐼𝐷 (SP authentication)

4: 𝑈𝐴𝑉𝑚 request 𝐷𝑚(Data of 𝐷𝑡_𝑚) to 𝐵𝑆𝑚 ← 𝐼𝑚, 𝐷𝑡_𝑚, 𝑆𝑃 _𝑖𝑛𝑓𝑜
5: 𝐵𝑆𝑚 sets the 𝜖𝑚 about 𝐼𝑚 ← 𝑆𝑃 _𝑖𝑛𝑓𝑜, 𝐷𝑚
6: 𝐵𝑆𝑚 → BS_chain: Transaction query (𝐼𝑚, 𝐷𝑡_𝑚)
7: if 𝐷𝑡_𝑚 is seen for the first time then
8: 𝐵𝑆𝑚 sets Privacy Budget of 𝐷𝑡_𝑚
9: 𝐵𝑆𝑚 generates noise ← DP(𝜖𝑚)

10: 𝐵𝑆𝑚 computes Remaining budget ← 𝛽 – 𝜖𝑚
11: else
12: if remaining budget < 𝜖𝑚 then
13: return error of insufficient remaining budget of 𝐷𝑡_𝑚
14: Resetting 𝛽 of 𝐷𝑡_𝑚
15: end if
16: BS_chain returns 𝜖𝑞 , remaining budget, 𝑁𝑞 ← blockchain

query(𝐷𝑡_𝑚, 𝐼𝑚)
17: if 𝜖𝑚 = 𝜖𝑞 then
18: 𝐵𝑆𝑚 using noise 𝑁𝑞
19: else
20: 𝐵𝑆𝑚 generates noise ← DP(𝜖𝑚)
21: 𝐵𝑆𝑚 computes remaining budget ← remaining budget - 𝜖𝑚
22: end if
23: end if
24: 𝐵𝑆𝑚 generates 𝐷̃𝑚 ← 𝐷𝑚 + noise
25: 𝐵𝑆𝑚 → BS_chain: Transaction generation (𝐷𝑡_𝑚, 𝜖𝑚, remaining

budget)
26: return 𝐷̃𝑚 to 𝑈𝐴𝑉𝑚

reliability is high, the epsilon value is set high, adding less noise to
increase the accuracy of the results rather than protect data privacy. In
contrast, if the SP reliability is low, privacy protection of the IoT data is
a priority; thus, the epsilon value is set low, incorporating more noise.

3.3.2. Differential privacy for reducing total privacy cost
We can avoid wasting the privacy budget by reusing noise when

a request from an SP uses the same data (Algorithm 1). The BS that
receives the data request from the UAV sets the epsilon value using the
𝑆𝑃 _𝑖𝑛𝑓𝑜 and data features. For this purpose, the value of 𝜖𝑚 for each
request is calculated using Eq. (3).

𝜖𝑚 =
𝑆𝑃 𝑟𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦
𝑅𝑒𝑞𝑢𝑒𝑠𝑡 𝑛𝑢𝑚𝑏𝑒𝑟

⋅ 𝛼 (3)

As the number of requests for the same data increases, privacy
protection decreases, so the value of epsilon must be lowered to add
more noise. The term 𝑆𝑃 𝑟𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 refers to the trust score calculated
from the SP authentication results, which has a value between 0 and
1 and decreases as the number of records of SP abnormal behavior
increases. Additionally, the epsilon range is adjusted according to the
volume of data requested by the SP because this affects epsilon. We
used the error rate to determine the appropriate epsilon range. The
error rate refers to the difference between the actual correct and noisy
answers. If the error rate is too large, data accuracy decreases, whereas
if the error rate is too low, privacy protection is reduced. Therefore,
determining an appropriate error rate when adding noise is critical.
Fig. 5 presents the average error rate measured by varying the epsilon
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Fig. 5. Average error rate by number of data and epsilon value.

value depending on the number of data. The section can be checked
in which the error rate rapidly changes depending on the number
of data. For example, if the number of data is 1e+4, the error rate
changes from about 20% to 80% when the epsilon value is between
1e−3 and 1e−4. Based on this, the corresponding section can be set to an
appropriate epsilon value. Therefore, we set epsilon to an appropriate
range considering each level of data. In other words, 𝜖𝑚 is calculated
by multiplying the parameter 𝛼 for epsilon range scaling. Although this
simulation was conducted with few data, an appropriate epsilon range
can be determined even in situations with numerous data. If data are
numerous, the epsilon range is smaller.

After epsilon is set, the BS checks the BS_chain records to determine
whether a request exists that is identical to the data. If the data type of
the request is new, the BS sets a privacy budget for the new data and
calculates the remaining budget by generating new noise. Moreover,
if the data type has been previously requested, the BS compares the
remaining budget to 𝜖. If the remaining budget is less than 𝜖, it returns
an error message because no more noise can be added to the data. Then
the BS resets the privacy budget for the data. Next, the BS searches
for transactions with the same data. If the same data request record
reoccurs and 𝜖 is the same, the BS reuses the noise of the transaction
without additional calculations.

The requirement to add noise arises in two scenarios: when there
is a new type of data request, and when there is no record of the
same epsilon in the blockchain. In this case, when epsilon is set,
sensitivity is calculated. The sensitivity as the maximum change can be
set according to the data. Therefore, upper and lower bounds are set
using the maximum and minimum values of the data. When the upper
and lower bounds are close, the sensitivity decreases. This means that
the maximum change amount is small. For example, in a dataset with
values ranging from 0 to 100, the maximum difference between the
lower and upper bounds could be 100, indicating a potential maximum
change of 100. In contrast, if there is a dataset with values ranging
from 0 to 1, the maximum difference between the lower and upper
bounds could be 1, indicating a potential maximum change of 1. In
the former case, where the maximum change is greater than in the
latter case, more noise could be added, implying a decrease in the data
accuracy. Therefore, sensitivity must be set appropriately depending
on the dataset. After setting the sensitivity (▵𝑓 ) by setting the bounds
according to the dataset, we can set and add noise using the Laplace
distribution with epsilon.

Using the same data means that the data distribution that de-
termines sensitivity is the same, and the same 𝜖 indicates that the
restrictions on how much privacy is guaranteed for the data are the
same. Therefore, this approach allows privacy protection without using
the budget to add noise into the same data. When the BS creates dataset
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Fig. 6. An example of transaction structure for data-adaptive parameter utilization.

𝐷̃, the BS creates a new transaction on the BS_chain. Afterward, the BS
returns 𝐷̃ to the UAV. Our system reduces the total privacy cost through
noise reuse while protecting data privacy by adding noise. Furthermore,
we can reduce communication overhead through blockchain because
additional communication with other entities is not required for setting
parameters.

3.4. Data-adaptive parameter utilization for data accuracy

Urban computing requires data accuracy and security. The accuracy
of information is crucial for SPs that provide critical services such
as emergency services. We generated results using data from districts
required by the SP to increase the accuracy of the results. In addition,
we used the information recorded in the UAV_chain to provide the SP
with learning results from various data.

Fig. 6 presents an example of data-adaptive parameter utilization.
In machine learning, systems require considerable data to increase the
learning accuracy. When learning only the data requested by the SP
for a one-time query, accuracy is limited. As the UAV is responsible
for machine learning in our proposal, a resource problem exists when
uploading considerable data to the UAV. Therefore, if a learning result
exists for the same data in the blockchain, the model parameter from
that transaction can be used, and training can proceed.

Algorithm 2 Proposed algorithm for data-adaptive parameter utiliza-
tion using the blockchain.
Input: 𝐷𝑡_𝑚: Data type of 𝑆𝑃𝑚’s request, 𝐼𝑚: The 𝑚-th informa-

tion request, 𝑆𝑃𝑚: The service provider that requested the 𝑚-th
information request, 𝐷̃𝑚: Noisy dataset

Output: 𝐼 ′𝑚: Result of 𝐼𝑚
1: 𝑈𝐴𝑉𝑚 → UAV_chain: Transaction query (𝐷𝑡_𝑚, 𝐼𝑚)
2: if 𝐷𝑡𝑦𝑝𝑒_𝑚 is recorded on the UAV_chain and 𝐼𝑚 is recorded on the

UAV_chain then
3: 𝑃𝑅 = 𝑃𝑅𝑞 ← returned in UAV_chain
4: else
5: 𝑃𝑅 = None
6: end if
7: 𝑈𝐴𝑉𝑚 generation deep learning model using 𝑃𝑅, 𝐷̃𝑚
8: 𝑈𝐴𝑉𝑚 gets 𝑃𝑅′, 𝐼 ′𝑚
9: 𝑈𝐴𝑉𝑚 → UAV_chain: Transaction generation (𝑃𝑅′, 𝐷𝑡_𝑚, 𝐼 ′𝑚, 𝑆𝑃𝑚)

10: Smart contract records the operation related transaction in
UAV_chain (main chain and child chain)

Algorithm 2 presents the algorithm for the data-adaptive parameter
utilization using the blockchain. After obtaining data from the BS, the
UAVs start learning. The UAV queries the UAV_chain before starting
to learn. If a record of the data type requested by the SP exists in
the blockchain, the blockchain returns the model parameters stored in
that transaction. Moreover, if there is no record of the same data type
in the blockchain, the parameter is set to none and returned. Then,
the UAV executes machine learning using the parameters received
from the blockchain and 𝐷̃ received from the BS. The learning process
168
proceeds similarly to conventional algorithms. Various learning algo-
rithms such as the deep neural network (DNN), convolutional neural
network (CNN), and others can be employed as the learning model.
Before training, model configuration with appropriate parameter values
is conducted to facilitate the learning process. In the case of the UAV,
it is a dynamic entity; therefore, the system specifies the minimum
accuracy and maximum learning time for capacity efficiency. The UAV
ends learning when the minimum accuracy is reached within the set
learning time. After learning, the UAV obtains new parameters. When
the UAV responds to the SP request and new parameters with the
smart contract, the smart contract returns a response to the SP. Finally,
the UAV_chain records the response appropriately according to the
transaction structure of the main and child chains. We propose a
data processing system that safely processes data in urban computing
systems comprising various IoT devices. Additionally, we considered
the accuracy of the learning results while ensuring data security and
privacy in urban computing.

4. Performance evaluation

4.1. Experimental settings

For our experiments, we used Intel Core i7-10700 64-bit CPUs
@2.90 GHz and 64 GB of RAM, NVIDIA GeForce RTX 2060 SUPER GPU
on Windows 10. We used the Diffprivlib v0.6 library provided by IBM
to apply DP [46]. We also employed TensorFlow (version 2.10.0) and
scikit-learn (version 1.1.2) in Python (version 3.8) for data-adaptive
parameter utilization accuracy.

We used traffic, IoT packets, and IoT sensor datasets to simulate an
urban computing environment [47]. As the traffic dataset, We used the
United States accident dataset. This dataset is a car accident dataset
covering 49 states in the United States. We also used the IoT device
identification dataset as the IoT packet dataset [48]. This dataset con-
tains data on packets transmitted by various IoT devices. In addition,
we used the human activity dataset as the IoT sensor dataset [49].
This dataset contains sensing data on user activities using the built-
in accelerometer and gyroscope in a smartphone. In addition, we
simulated using modified national institute of standards and technology
(MNIST) and Fashion MNIST (FMNIST). The simulation results are
expressed as the results of the traffic dataset, and the results for the
other datasets are presented in tables. Our system uses the proof of
work (PoW) consensus algorithm in the blockchain and connects blocks
by generating a hash value through the secure hash algorithm 256-bit
(SHA-256) function [50]. PoW is a representative consensus algorithm
for public blockchain. The person who first resolves a specific problem
through computer computation is granted the right to create a block.
The algorithm can adjust the block generation speed according to the
difficulty level. In addition, because it is an algorithm that efficiently
achieves consensus in a multi-node environment, PoW is suitable for
application to urban computing where various nodes exist.

Table 5 presents the simulation environment. First, to simulate noise
reuse in DP, we set the privacy budget of the dataset and subtracted
epsilon as the privacy cost when performing the query. For each query,
we randomly set an epsilon value between 0.01 and 0.1 and set the
total privacy budget of a dataset to 10. In addition, we confirmed the
error value that occurs when noise is reused using the naive Bayes
and logistic regression models. We applied the root mean squared error
(RMSE) and mean absolute error (MAE) to check the error values. More
precisely, the RMSE is a value obtained by calculating the square root
of the mean squared error (MSE), which is the sum of the squared
area of the difference between the predicted and actual values of the
model [51]. In other words, the RMSE is a method of penalizing a high
error value. Conversely, the MAE is the average of the absolute values
of the errors, which is the difference between the predicted and actual
values. Moreover, the MAE has the advantage of being less sensitive to
outliers than the MSE. Results using the RMSE are typically expressed
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Table 5
Simulation environment.

Neural network

Number of hidden layer 3∼5
Number of neuron in hidden layers 128
Number of convolutional layers 3∼5
Number of max pooling layers 3∼5
Activation function ReLU
Optimizer Adam
Loss function Categorical cross-entropy
Learning rate 0.001∼0.01

Library version

Diffprivlib 0.6
TensorFlow 2.10.0
Scikit-learn 1.1.2

Blockchain

Consensus algorithm Proof of work
Difficulty 2∼10
Hash algorithm SHA-256

in a graph, and those for the MAE are in a table. Further, the RMSE
and MAE are expressed in the following equations, where 𝑦 denotes
the predicted value, 𝑦̂ represents the actual value, and 𝑛 is the number
of data.

𝑅𝑀𝑆𝐸 =

√

𝛴(𝑦 − 𝑦̂)2
𝑛

(4)

𝑀𝐴𝐸 =
𝛴|𝑦 − 𝑦̂|

𝑛
(5)

Next, we used a DNN and a CNN for data-adaptive parameter
utilization. We adjusted the number of layers to suit the characteristics
of the dataset. The DNN model comprises five to seven layers: an
input layer, three to five hidden layers, and an output layer. We used
rectified linear units (ReLU) as the activation function and categorical
cross-entropy as the loss function. The CNN model consists of three to
five convolutional layers, three to five max-pooling layers, and a fully
connected layer.

4.2. Experimental results of the noise reuse mechanism for IoT data security
and privacy

We compared the total privacy cost when reusing noise in DP. We
set the overall privacy budget to 10 and queried each dataset. The
privacy parameter for each query has a value of between 0.01 and
0.1. The urban computing environment has several types; thus, we
assumed that each dataset was stored in a different database, and we
performed the simulation. In DP, the level of privacy protection applied
to respond to queries is referred to as the privacy cost, which should be
managed to avoid exceeding the privacy budget. Even as the number
of queries increases, a system with low privacy costs ensures better
privacy protection.

Fig. 7 presents the total privacy cost according to the number of
queries. In the figure, the naive mechanism is assumed to be the total
database containing all data. Consequently, the privacy cost of the
naive scheme increases with the increase in query numbers, regardless
of the difference in data type and 𝜖 value. Conversely, the proposed
scheme builds a different database according to the data type and
reuses noise appropriately according to the same 𝜖 value, and the
privacy cost is relatively low. Fig. 8 presents the privacy cost when
applying DP to each data type. In both methods, the total privacy cost
increases as the number of queries increases. However, in our proposed
scheme, the total privacy cost is less than that for the naive method
because the noise is reused when the data type and privacy parameter
values are the same. Fig. 9 shows the total privacy cost of each data
type. When the query number is small, not much difference occurs in
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Fig. 7. Total privacy cost by number of queries. The naive scheme is the total database
in which all three data types are stored.

Fig. 8. Total privacy cost by the number of queries. The naive method has a different
database for each data type.

the privacy cost compared to the naive method. However, as the query
number increases, the difference in total privacy cost increases between
the proposal and naive scheme because the probability that a query
with the same privacy parameter covers the same data also increases.
This result is because the corresponding information is recorded on the
blockchain, and noise is reused. We confirmed that the proposed system
has a lower total privacy cost than the integrated data based systems
or the separated data based systems. In other words, the proposed
system can reduce the total system privacy cost while protecting data
privacy. In particular, urban computing collects data from various
devices, resulting in a diverse range of data types and a vast amount
of data. We expect that our proposed system performs even better in
urban computing, where data types are diverse.

Using DP adds noise to the data, lowering the data accuracy and
resulting in a relatively higher error rate. Reducing the error rate while
protecting privacy is crucial. Therefore, we measured and compared
the system error rates of naive DP and the proposed mechanism.
Next, we used the RMSE and MAE to confirm the error rate of the
proposed system. We applied naive Bayes and logistic regression as
learning models. The naive Bayes method can confirm fast results with
low accuracy. Conversely, logistic regression has high accuracy but is
relatively slow. Further, we compared the non-private method that does
not apply the privacy scheme, existing DP, and our proposal for noise
reuse.
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Fig. 9. Total privacy cost of each dataset.
Fig. 10. Error value using root mean squared error (RMSE).
Fig. 10 (a) shows the sum of errors using the RMSE in the logistic re-
gression model. Logistic regression guarantees relatively high accuracy;
therefore, the error of the non-private model is low. When learning
by applying DP to the data, the accuracy is lower; thus, the error rate
is relatively high. Nevertheless, the proposed method has fewer errors
than the naive DP method. Fig. 10 (b) shows the average error values in
the logistic regression model. The value is unstable because it is affected
by random values using a random epsilon for each request. However,
as the queries increase, the average error value becomes constant. The
non-private model and naive DP maintain similar error values even
when the number of queries increases. However, the proposed scheme
can confirm that the average error value decreases as the queries
increase because more noise reuse occurs as the number of queries
increases; hence, additional errors for learning do not occur. Fig. 10
(c) shows the average error rate by dataset in logistic regression. As
sensitivity to noise in each dataset varies, the error rate is measured
differently for each dataset. However, our proposed scheme has a lower
error value than the naive DP in other datasets. Fig. 10 (d) shows the
sum of errors using the RMSE in the naive Bayes model. We used the
naive Bayes method; hence, the non-private model also has a high error.
Furthermore, if DP is applied to this model, the accuracy is lower,
increasing the errors. Nevertheless, the proposed method has fewer
errors than the naive DP method. Fig. 10 (e) shows the average error
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values in the naive Bayes model. Similar to the logistic regression model
in Fig. 10 (b), non-private and naive DP maintain similar error values
even when the number of queries increases. However, the proposed
scheme can confirm that the average error value decreases. Thus, our
proposal can lower the average error value of the system even if
different models are used. Fig. 10 (f) shows the average error rate
according to the dataset in the naive Bayes method. Similar to the
logistic regression model, our proposed scheme has lower error values
than naive DP, even on various datasets.

Table 6 presents the results of measuring the total and average
error rates according to the number of requests using the MAE and
RMSE. The MAE has a lower error value than the RMSE because it
is less sensitive to outliers than the RMSE. Nevertheless, the proposed
scheme for both metrics has a lower error rate than the existing DP. In
addition, even in the naive Bayes model with a higher error rate, our
proposal has a lower error rate than the naive DP. The average error
is lower as the number of requests increases, regardless of the model,
because the number of noise reuses increases, reducing additional
errors. Additionally, Table 7 presents the average error rate according
to the dataset. Regardless of the number of queries and the dataset, the
proposed scheme has better results than the existing DP.

Many systems utilize data with added noise through DP for privacy
protection. These systems inevitably prone to higher error rates com-
pared to systems without privacy protection mechanisms. Our work
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Table 6
Total error and average error by number of queries using the mean absolute error (MAE) and root mean squared error (RMSE) in logistic regression and naive Bayes.

Result Model Number of queries Non-private Naive DP Proposed scheme

MAE RMSE MAE RMSE MAE RMSE

Total error

Logistic regression

20 4.70 9.73 11.56 15.88 10.73 15.09
40 9.41 19.46 22.29 31.00 19.25 27.54
60 14.11 29.19 33.76 46.67 27.34 39.41
80 16.46 34.05 39.69 54.82 31.22 45.01
100 23.51 48.64 56.17 77.98 41.90 60.42

Naive Bayes

20 16.83 23.96 26.11 32.60 24.71 31.07
40 33.66 47.93 50.75 63.58 47.70 59.94
60 50.50 71.89 77.40 96.76 63.43 79.24
80 67.33 95.85 104.45 130.37 86.14 107.67
100 84.16 119.82 130.08 162.45 107.08 133.93

Average error

Logistic regression

20 0.235 0.486 0.578 0.794 0.537 0.754
40 0.235 0.486 0.557 0.775 0.481 0.688
60 0.235 0.486 0.563 0.778 0.456 0.657
80 0.235 0.486 0.567 0.783 0.446 0.643
100 0.235 0.486 0.562 0.780 0.419 0.604

Naive Bayes

20 1.198 1.198 1.305 1.630 1.236 1.554
40 1.198 1.198 1.269 1.590 1.193 1.498
60 1.198 1.198 1.290 1.613 1.094 1.366
80 1.198 1.198 1.306 1.630 1.077 1.346
100 1.198 1.198 1.301 1.625 1.071 1.339
Table 7
Average error value by dataset using the mean absolute error (MAE) and root mean squared error (RMSE) in logistic regression and naive Bayes.

Model Datasets Non-private Naive DP Proposed scheme

MAE RMSE MAE RMSE MAE RMSE

Logistic regression

Traffic 0.235 0.486 0.562 0.780 0.419 0.604
IoT sensor 0.052 0.287 1.761 2.208 1.383 1.775
IoT packet 2.016 2.735 3.040 3.681 2.582 3.110
MNIST 0.268 1.127 2.981 3.825 2.433 3.151
FMNIST 0.480 1.417 2.770 3.562 2.205 2.883

Naive Bayes

Traffic 0.842 1.198 1.301 1.625 1.071 1.339
IoT sensor 0.269 0.621 1.438 1.850 1.105 1.434
IoT packet 1.615 2.872 2.761 3.522 2.373 3.007
MNIST 1.653 2.748 2.509 3.383 2.112 2.919
FMNIST 1.053 1.837 1.995 2.807 1.466 2.173
proposes a blockchain-based noise-reusing DP mechanism, which can
protect data privacy while reducing error rates. In naive DP, when users
repeat the query several times, they can eventually obtain the correct
answer. When the same request is received, the system first checks the
blockchain, and if a transaction exists for the same request, it reuses
the noise of that transaction. The noise recorded on the blockchain is
the result of limited information leakage of the actual data. Therefore,
we expect privacy to be guaranteed because this noise can prevent
the actual data from being deduced. Furthermore, the privacy risk is
reduced because the system only handles requests from authenticated
SPs. However, as the DP provides a statistical value by adding random
noise, the noise first recorded in the blockchain ledger may be a value
that lowers the data utility. Then, the data utility of other requests
reusing that noise also decreases. We aim to consider the data utility
problem for recorded noise in the blockchain before reusing noise in
future work.

4.3. Experimental results of data-adaptive parameter utilization for data
accuracy

We used the blockchain for the proposed data-adaptive parameter
utilization. When a request arrives, the blockchain is queried, and if
a transaction exists for the same data, the parameters stored in that
transaction are used for new training. We used the DNN and CNN as
learning models. In the environment considered in this work, as each
SP requests data for the desired districts, we assumed each request has
a different dataset. The simulation generated one model per request. If
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many requests occur, many models are generated. However, we tested
only 30 requests owing to the limitations of the memory in the graphics
processing unit.

Fig. 11 (a) shows the training accuracy by epoch when using the
DNN model. Both methods show good accuracy, but with parameter
utilization, the training accuracy quickly achieves over 95% perfor-
mance with fewer epochs. Fig. 11 (b) shows the training accuracy in
DNN by the number of requests. Both methods newly learn a DNN
model for each request. As each request has different data, the naive
DNN has a training accuracy of approximately 94.8% each time the
request is repeated. In contrast, our proposal uses the parameters stored
in the blockchain in case of the same data type, increasing the training
accuracy as the number of requests increases. Fig. 11 (c) shows the test
accuracy when using the DNN. Each request generates a new learning
result; thus, the value appears randomly depending on the requests.
However, the proposed mechanism performs better than the naive
model because it uses parameters appropriately. Fig. 11 (d), (e), and (f)
show the accuracy of the CNN model. Similar to the DNN, the proposed
mechanism has better accuracy than the naive model.

The traffic dataset has numerous data; thus, if preprocessed well,
even a basic model can exhibit good performance. Nevertheless, our
scheme guarantees higher performance than previously. Thus, high
performance is achieved with less learning under the same conditions.
Therefore, our proposal is expected to be suitable for dynamic devices
where deep learning models should not be heavy and cannot be learned
for a long time.

Furthermore, we simulated multiple datasets for each model, and
we present the results when the request number is 30. Fig. 12 shows the
accuracy of the method for each dataset using the DNN. The proposed
method has higher accuracy for all tested datasets. Table 8 shows the
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Fig. 11. Training and testing accuracy for each learning model.
Fig. 12. Testing accuracy for deep neural network by dataset.

Table 8
Testing accuracy by dataset using the deep neural network (DNN) and convolutional
neural network (CNN).

Model Datasets Naive model Proposed scheme

DNN

Traffic 0.950 0.952
IoT sensor 0.951 0.988
IoT packet 0.812 0.852
MNIST 0.931 0.947
FMNIST 0.767 0.859

CNN

Traffic 0.951 0.952
IoT sensor 0.912 0.987
IoT packet 0.811 0.880
MNIST 0.976 0.993
FMNIST 0.844 0.870

test accuracy using various datasets. For both DNN and CNN models,
the proposed scheme performs better in various datasets. In our pro-
posal, we used the blockchain for data-adaptive parameter utilization.
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Fig. 13 shows the average execution time of the model creation for re-
quests in each model. The proposal incurs additional overhead because
it queries the blockchain before processing each request and creates
a transaction after processing. In the DNN, the time is approximately
3.9 s, but in the CNN, a time overhead of approximately 6.6 s occurs.
In the blockchain, time is closely related to the consensus algorithm.
Therefore, we measured the average execution time according to the
PoW difficulty. The figure is shown based on DNN, and the CNN results
are presented in a Table 9. Fig. 14 presents the average execution time
by PoW difficulty in the DNN model. We confirmed a difference of
approximately 1.7 s when the difficulty value is 8 and approximately
3.9 s when the difficulty value is 10. Fig. 15 presents the average
execution time by dataset. When the PoW difficulty is 1, the DNN
with the blockchain has little additional overhead time compared to
that without the blockchain. In contrast, when the difficulty is 10, the
overhead time is high. The traffic dataset is vast; thus, there are too
many features compared to other datasets, requiring a long time to
learn. We did not present the traffic dataset results in a graph because
the value range is extensive compared to the other datasets. These
values can be checked in the table. Table 9 lists the average DNN and
CNN model execution times by PoW consensus difficulty in the dataset.

Table 10 shows the average latency for transaction processing and
queries in the blockchain, which is the result when 30 nodes process
50 transactions in a blockchain that uses the practical byzantine fault
tolerance (PBFT) and PoW consensus algorithms, respectively. PBFT is
a consensus algorithm used in private blockchains, ensuring trust to
achieve successful consensus even if there are a certain number of fault
nodes in the network. PBFT is fast, and it allows for consensus in asyn-
chronous networks, but communication overhead is high because the
primary node communicates with all nodes. The transaction processing
time in the blockchain has a significant influence on the overall system
execution time, whereas the query latency is considered negligible. In
the proposed system, conducting blockchain queries for data privacy
protection and learning accuracy introduces additional query latency
for every request. However, the latency of queries does not influence
the overall system performance. Furthermore, we did not upload heavy
data to the blockchain; hence, the increase in processing latency is
not substantial. Therefore, this method is expected to be well-suited
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Fig. 13. Average execution time for each model. The proof of work difficulty in the
blockchain is 10.

Fig. 14. Average execution time by blockchain difficulty in the deep neural network.

Table 9
Average execution time (s) by dataset using the deep neural network (DNN) and
convolutional neural network (CNN).

Model Datasets Average execution time (s)

Difficulty = 1 Difficulty = 10

With BC Without BC With BC Without BC

DNN

Traffic 355.258 355.242 361.220 357.297
IoT sensor 2.502 2.488 7.069 2.488
IoT packet 1.358 1.341 6.586 1.341
MNIST 20.155 20.105 21.923 18.471
FMNIST 19.864 19.533 21.598 18.538

CNN

Traffic 464.972 464.944 471.613 464.94375
IoT sensor 2.502 2.488 12.119 3.606
IoT packet 1.891 1.864 9.933 1.891
MNIST 24.951 24.713 37.873 27.099
FMNIST 24.938 24.394 40.254 26.696

for using the blockchain to protect data privacy and improve learning
accuracy in urban computing, where multiple SPs generate numerous
requests.

The number of features uploaded to the blockchain varies de-
pending on the data characteristics; hence, the execution time varies
depending on the dataset. A larger number of features in a dataset
results in a greater number uploaded to the blockchain. Therefore, due
to the significant data size, it takes more time to confirm transactions on
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Table 10
Average latency by transaction processing and queries in the blockchain consensus
algorithm.

Consensus
algorithm

Average transaction
processing latency (s)

Average transaction
query latency (s)

PBFT 2.69 0.002
PoW(Diff = 5) 3.59 0.003
PoW(Diff = 10) 12.41 0.003

the blockchain. The PoW is used when many people reach a consensus
in a public environment. Many people use computing power to solve
problems, and the system adjusts the mining fee and block generation
time by adjusting the PoW difficulty. However, our proposal does not
require a high difficulty because the UAVs and SPs are both authenti-
cated and participate in the network. Therefore, if the system sets an
appropriate difficulty or uses another consensus algorithm, we expect
to minimize the overhead.

5. Discussion and analysis

The heightened apprehension among users regarding the protection
of their data privacy has led to research into security in various sys-
tems. The proposed system ensures security in urban computing while
protecting privacy and providing users with appropriate information.
We expect our proposed system can be broadly applied in high data
utilization AI fields. In particular, it can establish a secure environment
when applied to medical and logistics systems that utilize sensitive
data.

This section discusses the heterogeneous IoT, scalability problems
in blockchain, and the different user privacy requirements in DP.
Additionally, it reviews how the system can be improved to address
these challenges. Then, we compared our proposal with related work
and analyzed security.

5.1. Discussion and system refinement

5.1.1. Heterogeneous IoT in urban computing
Most IoT systems assume that the capacities for computation, com-

munication, and storage are uniform across devices. However, urban
computing consists of diverse types of IoT devices, resulting in di-
verse storage and communication capabilities for each node. Therefore,
considering the diversity of these nodes is critical to building an appro-
priate communication environment. Each node in the proposed system
is assumed to generate only data; hence, the system is expected to be
implementable even in a heterogeneous IoT environment. Additionally,
if the system is improved in a heterogeneous IoT environment, IoT
devices with various capabilities can be distinguished and assigned
roles. Among IoT devices, those with higher computation, storage, and
communication capacities can be organized as leaders within the IoT
device layer. These leaders can manage communication with a higher-
level BS by assuming the role of a gateway. Through this, IoT devices
with lower performance, such as sensor nodes, can focus solely on sens-
ing tasks, while offloading communication functions to higher-capacity
devices, establishing a more stable system.

5.1.2. Scalability of the blockchain
The blockchain faces scalability problems as all nodes possess the

same ledger, requiring a resolution for the limited node storage ca-
pacity. Therefore, managing the storage overhead of nodes in the
blockchain is essential. The proposed system does not upload the
learning model or raw data to the blockchain; instead, it uploads
only metadata such as mechanism parameters and IDs. Therefore, the
storage overhead is minimal. Additionally, as the number of nodes
in a blockchain increases, the time required for consensus increases,

resulting in additional latency. However, in the proposed system, a
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Fig. 15. Average execution time by dataset using deep neural network (DNN).
fixed number of static infrastructures, not multiple IoT devices, own
the blockchain ledger. Therefore, our system is expected to incur no
additional latency as the node count increases. Moreover, parallelism
can be considered a technique to increase the transaction processing
system to solve the blockchain scalability problem. In the proposed
system, transactions can be processed in parallel based on the district.
For example, while UAV 1 processes a transaction for the request of SP
1 in District 1, UAV 2 can concurrently manage another transaction for
SP 2 occurring in District 2. These two transactions do not conflict;
hence, transactions can be processed simultaneously. Therefore, by
incorporating parallelism, the blockchain scalability problems can be
reduced, establishing an optimized blockchain environment.

5.1.3. Different user privacy protection requirements in DP
In DP, there is a limitation in accurately determining how much

information is leaked depending on the data. Additionally, the privacy
protection requirements may vary for each system user. For example,
some users may consent to providing sensitive information, whereas
others may be highly restrictive about the use of sensitive data. The
distribution for adding DP noise can be selected differently for each
data item in the proposed system to improve these requirements. This
requires some modifications to our system. We add the algorithm list
(exponential function, Laplace, Gaussian, etc.) used to add noise into
the transaction list in the BS_chain. Then, when a new request occurs,
we can check the noise addition algorithm, epsilon, data type, and other
factors, using a blockchain query. Noise reuse can only be performed
if these parameters are the same. When selecting a noise addition
algorithm, if the noise cannot be added directly depending on the data
distribution, DP can use an exponential-based algorithm. In contrast, if
noise can be added directly, the Gaussian or Laplace distribution can be
selected by examining the data sensitivity [52]. This will be considered
in future work.

5.2. Comparison with related work

As the utilization of big data collected through the IoT has be-
come increasingly prevalent, there has been a significant increase in
research efforts to address problems related to data security. In a
related work [24], a trusted execution environment was used to build
a safe execution environment. This work assumes that there is a full
node with software guard extensions installed, which requires a node
with additional hardware installed, and the cost of building the system
increases. In contrast, our system processes data in a trusted static
infrastructure and returns only the results to the SP, which is an
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untrusted entity. This process allows our system to satisfy data security
without installing additional hardware.

Another work [23] proposed a system using the blockchain and
federated learning for a secure data-sharing mechanism. In this work,
each team shares the training results from local data by uploading
them to the blockchain. Data privacy can be protected because training
results are uploaded without uploading data. However, all shared data,
including such training results, are recorded on the blockchain; thus,
all nodes must have a significant number of data, leading to high
storage overhead. Additionally, as the data requester, who is not a
trusted entity, can verify this entire process, there may be security
risks from an attack perspective. In contrast, in the proposed system,
using a child_chain ensures that the SP, who is a semi-trusted entity,
cannot access the training process or parameters. The SP only obtains
the results, and these results are generated as privacy-protected data
based on the reliability of the SP. Furthermore, only the final model
parameters and metadata generated from the results are stored on the
blockchain, resulting in low storage overhead for blockchain nodes.
Therefore, the system avoids causing blockchain scalability problems,
allowing for the establishment of a stable system.

Another work [14] proposed an algorithm that completely or par-
tially reuses noise depending on the query type using blockchain. This
approach can build a safe system by minimizing the privacy cost, but
in this work, it was assumed that the client requesting the data was
safe, and data with added noise were returned to the client. If the
client is malicious, the client can continuously receive noise-added
data from the system. The client generates the standard deviation for
adding noise into the system; thus, the personal information protection
rate may be degraded if a malicious client manipulates this and sends
various requests. In contrast, in the proposed system, the SP sending
the request is considered a semi-trusted entity, and data that can infer
sensitive information are not disclosed. Furthermore, by verifying the
authentication of the SP and checking previous records, the system can
ensure a secure environment for accepting requests.

5.3. Security analysis

In urban computing, ensuring data security is crucial due to the uti-
lization of numerous data. The proposal ensures data security through
SP authentication and guarantees data privacy using DP. Additionally,
we analyze the security aspects from an information security perspec-
tive. Recent advances in information and communications technology
have led IoT systems to satisfy confidentiality, integrity, and availabil-
ity but also non-repudiation, accountability, and authenticity [53].
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Confidentiality: The system should provide information only to au-
thorized users. In our system, both the UAV generating information
using the data and the SP using the information are authenticated
entities. Additionally, by configuring the ledger differently through the
child_chain, the semi-trusted entity, SP, can only confirm responses to
requests. Therefore, the proposed system ensures confidentiality.

Integrity: The system must ensure that information has not been
altered. The system stores critical data, such as requests, responses, and
DP parameters, on the blockchain. The SP has only child chains; hence,
it cannot access sensitive information, such as model parameters, mak-
ing data tampering impossible. Therefore, the proposed system ensures
integrity.

Availability: The system must provide resources when legitimate
users require them. In our system, we used UAVs to process SP requests
in real time. Additionally, UAVs can serve as secondary gateways in
areas with unstable communication. Therefore, the proposed system
ensures availability.

Non-repudiation: The system must ensure the prevention of the
denial of responsibility for actual actions. Our system records the
information of all entities that use data and the data content on the
blockchain. Therefore, the proposed system ensures non-repudiation.

Accountability: The system should be able to track user behavior.
In the system, the ID of the SP using data, the requested content, the
ID of the BS that processed it, and the ID of the UAV are all recorded
in the blockchain. Moreover, all blockchains are stored in the cloud.
Therefore, the proposed system ensures accountability.

Authenticity: The system must verify whether the user is the correct
user and whether the data have been altered. The system checks
whether the SP service type is the same as before using the blockchain.
Therefore, if the SP service type is not identical, the system does not
provide information even if an attack, such as identity theft, occurs.
Therefore, the proposed system ensures authenticity.

6. Conclusion

In urban computing, where all devices communicate with one an-
other through the internet and generate big data, newer and diverse
services have been emerging for user convenience. Many SPs require
considerable data to provide the best service to users, which could
result in security breaches. When the system hands over the raw data
of an IoT to the SPs so that they can use the data for learning, the
personal information of the IoT owner could be leaked to the SPs. In
addition, when the BS learns and returns only the results to the SPs,
there may be a delay in the SP requesting real-time results because the
primary purpose of the BS is communication. Likewise, if the IoT learns
the models, proceeding with learning due to resource limitations can be
challenging.

Our proposed system uses UAVs to address these concerns. In this
system, the UAV offloads the task of the BSs. When a request occurs
from the SP, the UAV receives data from the BS and performs the
task. Further, the BS uses DP to ensure the data privacy of IoT devices.
The privacy budget should be limited to avoid repeated questions and
answers in the DP. We reuse noise using the blockchain to manage
multiple requests while limiting the privacy budget. Additionally, we
propose data-adaptive parameter utilization to increase the accuracy
of the learning results. The simulations confirm that the proposal can
lower the privacy costs while protecting privacy, and in machine learn-
ing, the accuracy of the results is guaranteed. Our proposal is expected
to be applied not only to urban computing but also to vehicle networks
such as the internet of vehicles for data security and privacy. This
work performed DP using the Laplace distribution. In future work, we
will consider other algorithms. By analyzing the characteristics of the
Gaussian and exponential algorithms commonly used in DP, we could
increase the data efficiency by selecting a more suitable algorithm for
the data. Furthermore, we will improve this system by considering the
data utility for the privacy parameters recorded in the blockchain.
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