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Abstract
Since the dynamics and forms of cyber violence evolve at the same rapid pace as technology platforms, we used social big
data to develop an ontology for cyber violence victimization in South Korea. Following the seven-stage ontology develop-
ment process, we extracted keywords from 3,075 social media data sources including online articles, comments, and
blogs. Focus group interview data was also obtained from 40 adolescents and 5 cyber violence experts. The analysis iden-
tified domains for (1) participants subdivided by age, school level, sex, form, and relationship; (2) protective and risk fac-
tors by individuals, family, friends, school, community, and online systems; (3) types by form and method of violence; (4)
characteristics by media and distinct features; (5) outcomes by individual and relational/social; and (6) interventions and
policies by personal coping strategies, services/interventions, and laws/policies. These findings provide a multi-faceted
perspective on cyber violence victimization experiences in South Korea. In addition, the results elucidate the newest
types of cyber violence in real-life terms.

Plain Language Summary

Purpose: The purpose of this study is to develop an ontology for cyber violence victimization in South Korea by
identifying and analyzing the various dimensions and factors of cyber violence. Methods: The study follows a seven-stage
ontology development process involving the extraction of keywords from 3,075 social media sources, including online
articles, comments, and blogs. The researchers also conducted focus group interviews with 40 adolescents and five
cyber violence experts. Results: The analysis identifies key domains related to cyber violence victimization, including (1)
participant characteristics based on age, school level, sex, form, and relationship; (2) protective and risk factors related
to individuals, family, friends, school, community, and online systems; (3) types of violence based on form and method;
(4) characteristics of cyber violence in terms of media and distinct features; (5) outcomes of cyber violence on
individual and relational/social levels; and (6) interventions and policies such as personal coping strategies, services/
interventions, and laws/policies. Implication: The study provides a comprehensive understanding of cyber violence
victimization experiences in South Korea from multiple perspectives. The findings also shed light on the latest forms of
cyber violence in real-life contexts.
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Introduction

According to the Korean National Cyber Violence
Survey 2021, 23.6% of Korean adolescents were the
victims of cyber violence, which is substantially higher
than that of adults—13.0% (Korea Communications
Commission & National Information Society Agency
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[KCC & NIA], 2022). Of this total, 22.9% of victims
were in middle school, and 20.1% were in high school
(KCC & NIA, 2022). By subtypes, adolescents reported
that verbal/written cyber violence was the most prevalent
(16.4%), followed by defamation (10.8%), stalking
(8.3%), sexual/visual (5.1%), invasion of privacy (4.4%),
exclusion (4.0%), extortion (3.5%), and coercion (3.4%)
(KCC & NIA, 2022). Cyberbullying and cyber violence
have been observed in other countries as well. For
instance, Brochado et al. (2017) reported that the overall
global percentage of cyberbullying victimization among
adolescents varied from 1.0% to 61.1%, while perpetra-
tion varied from 3.0% to 39.0%, and both victimization
and perpetration ranged from 1.5% to 72.0%.
Additionally, Camerini et al. (2020) found that cyberbul-
lying perpetration among children and adolescents ran-
ged between 5.3% and 66.2%, while victimization
ranged between 1.9% and 84.0%.

However, cyber violence is not isolated to the adoles-
cent population. In fact, 14.9% of young adults in New
Zealand and 39.7% of adults in Malaysia reported
experiencing cyberbullying, while 41.6% of Egyptian
women claimed to have experienced cyber violence
(Balakrishnan, 2015; Hassan et al., 2020; M. Wang et al.,
2019). This demonstrates that the prevalence of cyber
violence varies greatly across different studies and
nations. Although the distinction between cyberbullying
and cyber violence remains ambiguous in much of the
existing literature, this study holds the view that cyber
violence differs from cyberbullying, and will use the term
cyber violence throughout the manuscript.

Following the rapid advancement of technology,
cyber violence went through drastic changes over a short
period of time (Tomczyk, 2017). In particular, South
Korean society has experienced a rapid expansion in the
spectrum of cyber violence over the past few years. One
of the salient areas for change includes cyber (or digital)
sexual crime and cyber fraud or cybercrime (H. Kim,
2021a; W. S. Lee, 2023). These areas now cover leakage
of personal information, illicit recording/photo-taking
(especially of the body), photo or video editing/photo-
shopping, cyber stalking, voice and messenger phishing,
smishing, pharming, voice mail manipulation, hacking,
and other forms of crime related to bitcoin and telegram
(H. Kim, 2021a; W. S. Lee, 2023; Wan, 2021). There
were also several incidents of zoom-bombing after the
outbreak of COVID-19, whereby an unknown or unin-
vited individual joins and disturbs the meeting/class by
bombarding pornographic contents and making indiscri-
minate slanders (H. Kim, 2021b). Moreover, the recent
emergence of cyber violence in the metaverse, particu-
larly in the form of avatar attacks, is raising new con-
cerns and has become a pressing social issue in South
Korea (Ban & Nam, 2023).

Given the fast-evolving nature of cyber violence, rely-
ing on traditional methods of measuring and conceptua-
lizing cyber violence is no longer an efficient way to
capture this phenomenon. Rather, researchers should
focus on more extensive data (i.e., social big data)
retrieved from various types of online sources in order to
completely comprehend the vast dynamics and forms of
cyber violence (Han et al., 2019). One of the benefits that
come from utilizing social big data is being able to con-
ceptualize cyber violence victimization as encompassing
participants, types, risk and protective factors, outcomes,
and interventions and policies (Han et al., 2019). Despite
this, few studies have attempted to use social big data
to address the issue of cyberbullying or cyber violence
(S. Lee & Chun, 2020; Muneer & Fati, 2020; Song &
Song, 2021). Although cyberbullying is related to cyber
violence to some extent, the latter is conceptually more
exhaustive (Backe et al., 2018; Broadband Commission
for Digital Development, 2015; KCC & NIA, 2022;
Peterson & Densley, 2017).

In this study, we focused primarily on cyber violence
victimization rather than perpetration. This was done
with the intention of clearly distinguishing the factors
associated with the victimization experience from those
associated with the perpetration experience. In addition,
we explored cyber violence victimization beyond the
school setting and focused on cyber violence from a uni-
versal perspective rather than framing it as part of some
other phenomenon. We also collected data from various
platforms (e.g., social networking sites, news, blogs, etc.)
instead of focusing on a single online platform and cov-
ered both risk and protective factors as well as interven-
tions/policies associated with cyber violence victimization.

Because ontology development allows for the collection
of unrefined user-generated data, classifying main key-
words by types and identifying the relationships among
these concepts enables researchers to clearly depict the
phenomenon they are studying (Han et al., 2019; Noy &
McGuinness, 2001). Thus, this study aimed to develop an
ontology for cyber violence victimization that includes the
definition, participants, types, risk and protective factors,
outcomes, and interventions and policies.

Literature Review

Definition of Cyber Violence

While some researchers view cyber violence and cyber-
bullying as synonymous (Menesini et al., 2012), others
have distinguished between them, defining cyber violence
as a broader concept than cyberbullying. For instance,
the Korea Communications Commission and National
Information Society Agency (KCC & NIA, 2022) defined
cyber violence as ‘‘an action that harms others or gives
discomfort and the feelings of anxiety to others by verbal,
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text message, videos, etc. in the cyberspace (i.e., internet,
smartphone, etc.).’’ This definition encompasses the fol-
lowing eight forms of cyber violence: verbal/written,
defamation, stalking, sexual/visual, invasion of privacy,
exclusion, extortion, and coercion.

Similarly, the Broadband Commission for Digital
Development (2015) identified the following six cate-
gories of cyber violence against women and girls: hack-
ing, impersonation, surveillance/tracking, harassment/
spamming, recruitment, and malicious distribution. The
‘‘Committing and Experiencing Cyber-Violence Scale’’
defines cyber violence as the ‘‘online risk behavior
inclined to harm others’’ and identifies five components
in the victimization scale, including shaming, informa-
tion manipulation, hate speech, technology abuse, and
information sharing (Šincek, 2021). Furthermore, cyber
violence is also described as ‘‘online actions that assault
or endanger a person’s physical, psychological, or emo-
tional well-being, whether criminally or non-criminally’’
(Alotaibi & Mukred, 2022).

Cyber violence research is becoming increasingly
extensive, but studies have continued to utilize inconsis-
tent definitions of cyberbullying and cyber violence—
evidently struggling to clearly delineate the components
of this global phenomenon (Chun et al., 2020; Langos,
2012). As a result of the limitations caused by the afore-
mentioned inconsistencies, this study attempts to provide
a clearer definition and typology of cyber violence, sepa-
rate from cyberbullying, by developing ontology.
However, at the same time, we expect to see the following
six characteristics in cyber violence: ‘‘1) use of electronic
means or devices, 2) vulnerability, 3) repeated harm or
behavior, 4) deliberate or intentional act, 5) unwanted
information of others, and 6) purpose of threatening/har-
assing/embarrassing others’’ (Chun et al., 2020, p. 3).

Cyber Violence and Social Big Data

Regarding relevant ontology development, S. Lee and
Chun (2020) developed an ontology for cyberbullying
that identified information regarding participants,
causes, types, environments, harms, and cyberbullying
interventions. Although they attempted to account for
the perspectives of victims and perpetrators, they were
ultimately unable to clearly distinguish between victimi-
zation- and perpetration-related factors. Similarly, Han
et al. (2019) developed an ontology for school violence
by analyzing the social big data from Korean websites.
They divided the participants by age group (e.g., adoles-
cent and adult); the causes by strain, social control,
socio-ecological, and delinquent factors; the types by
direct and indirect means; the places by offline and
online; and the solutions by laws/policies, centers, and
programs (Han et al., 2019). However, the results were

limited to bullying incidents in a school setting and only
partially described cyber violence victimization and/or
perpetration. Additionally, Song and Song (2021) devel-
oped a decision tree that facilitated the identification of
cyberbullying risk factors. They contended that cyber-
bullying involves three groups—victims, perpetrators,
and bystanders, respectively—and the associated factors
include impulses, obesity, appearance, sociability, and
culture (Song & Song, 2021). However, they did not pro-
vide information regarding protective factors, outcomes,
and interventions/policies.

Meanwhile, some researchers have used machine
learning and deep network learning to detect cyberbully-
ing without having to seek out victims and understand
languages used for cyber aggression and hate speech in
general (Dewani et al., 2021; Muneer & Fati, 2020).
While these detection models displayed good accuracy,
the study drew social big data mainly from Twitter and
did not incorporate a sufficient amount of online plat-
forms (Muneer & Fati, 2020). The detection models also
could not process all the up-to-date slang phrases
(Dewani et al., 2021). There was also an attempt to ana-
lyze public attitudes and sentiments toward cyberbully-
ing and cyber violence through text mining. Lu et al.
(2022) collected 53,526 text data from online websites
and identified the following three topics related to cyber-
bullying: critiques on cyberbullying and support for its
victims, rational expressions of anger and celebrity wor-
ship, and calls for further control. Notably, most of these
topics were connected to negative emotions such as anxi-
ety, anger, and sadness. Similarly, S. Lee et al. (2021)
also analyzed 3,075 documents collected from online
news and blog posts in the South Korean search engine
Naver. The results revealed that the public generally had
negative sentiments toward cyber violence (72.3%) and
yielded four topics related to cyber violence, including
sexual violence, school violence, real person slash, and
target and response (S. Lee et al., 2021).

The use of social big data to develop a cyber violence
victimization ontology has countless potential benefits.
Classifications of related keywords depend on the previ-
ous studies and judgments of other researchers. In previ-
ous cyber violence studies, participants have largely been
classified into the following categories: adolescent and
adult populations (Hinduja & Patchin, 2013; Jenaro
et al., 2018), males and females (Chun et al., 2020), and
victims, perpetrators, and bystanders (Bastiaensens et al.,
2014). The big data regarding cyber violence victimiza-
tion collected from online platforms tend to:

(1) reveal risk and protective factors at different
socio-ecological levels (e.g., individual, family
and peer, school, and system level), and
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(2) highlight various outcomes and impacts (e.g.,
physical, behavioral, externalized, internalized,
school, and peer-related outcomes) (Calvete
et al., 2016; Chun et al., 2021; Hong et al., 2018;
J. Lee, Chun, et al., 2020; S. Lee & Chun, 2020).

Furthermore, researchers have typically considered
cyberbullying in its verbal/written, visual/sexual, and
social exclusionary forms (Chun et al., 2020). Given the
sufficient amount of data regarding cyberbullying types
and devices used, we can categorize the key concepts
based on previous studies. Additionally, intervention-
and policy-related data sources generally encompass pre-
vention and intervention programs in school (Tanrikulu,
2018), specific coping strategies of the individual
(Raskauskas & Huynh, 2015), school policies (Chalmers
et al., 2016), and legislation (Asam & Samara, 2016).

Despite the efforts made to use social big data in cyber
violence research, the main focus of these studies cen-
tered on the detection of language, sentiments, and risk
factors associated with cyberbullying—not cyber vio-
lence. All of these previous findings add significance to
the current body of research. However, ontology would
allow researchers to navigate through research topics
related to cyber violence in a more comprehensive man-
ner, as it functions like a dictionary encompassing all the
terms related to the problem being studied (Gruber,
1993; Noy, 2005; D. Wang et al., 2016).

Methods

Ontology Development

Ontologies are ‘‘formal specifications of the terms in the
domain and relations among them’’ (Gruber, 1993).
Overall, ontologies define sets of data and their struc-
tures with terms, and their development establishes foun-
dations for shared understanding and knowledge bases
that can be used in other programs (Noy, 2005; D.
Wang et al., 2016). In this study, we employed the seven-
stage development process recommended by Noy and
McGuinness (2001) to develop an ontology for the col-
lection and analysis of cyber violence social big data. In
addition, we referred to prior studies (Han et al., 2019; J.
Lee, et al., 2020; S. Lee et al., 2021) that adapted, modi-
fied, and supplemented Noy and McGuinness’s (2001)
study and process. Figure 1 shows the specific stages
used in the development of our ontology.

Step 1: ‘‘Determine the Domain and Scope of the
Ontology’’. As the first step of ontology development,
Noy and McGuinness (2001) suggested using ‘‘compe-
tency questions’’ to determine and limit the domain
and scope of the ontology (Gruninger & Fox, 1995).
Competency questions provide guidance for the

particular domain and subject matter of an ontology
while limiting the content and level of detail to a certain
extent by identifying who, where, and how the findings
will be used (Noy & McGuinness, 2001).

The competency questions we used include the follow-
ing domains of cyber violence: definition (e.g., ‘‘What is
the definition of cyber violence?’’); characteristics (e.g.,
‘‘Through what platforms does cyber violence occur?’’);
participants (e.g., ‘‘Are there any significant others
except for the victims and perpetrators of cyber vio-
lence?’’); types (e.g., ‘‘What types of cyber violence have
recently appeared?’’); factors (e.g., ‘‘What is the family
factor of cyber violence?’’); results (‘‘What is the social
impact of cyber violence?’’); and coping strategies (e.g.,
‘‘What are the legal coping strategies for cyber vio-
lence?’’). Table 1 shows the study’s specific domain and
competency questions.

Step 2: ‘‘Consider Reusing Existing Ontologies’’. The second
step is to review existing related ontologies and deter-
mine how they can be modified, supplemented, or
extended (Noy & McGuinness, 2001). J. Lee and Chun
(2021) developed an adolescent cyberbullying ontology
with six domains: ‘‘cyberbullying target, factor, type,
environment, negative impact, and response’’ (J. Lee &
Chun, 2021). Because our analysis targeted cyber vio-
lence, which is a broader concept than cyberbullying, we
ultimately created an extended version of this cyberbully-
ing ontology. Furthermore, we focused on cyber violence
victimization, while J. Lee and Chun (2021) did not

Figure 1. Ontology Development Process.
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distinguish between victimization and perpetration. In
particular, this study used data from both social media
(online articles, comments, and blogs) and focus group
interviews (FGIs) to extract key ontology terms. This
enabled us to develop an ontology that more effectively
reflects people’s voices.

Although there are several definitions of social media,
a formal definition has yet to be established (Weller,
2015). For example, Russo et al. (2008) defined social
media ‘‘as those that enable online communication, net-
working, and/or collaboration’’ (p. 22). Similarly, Kent
(2010) characterizes social media as ‘‘any interactive
communication medium that enables two-way interac-
tion and feedback’’ (Kent, 2010, p. 645). Likewise, a
review conducted by Duong (2020) outlines the following
characteristics of social media: (1) participation of many
users, (2) sharing, (3) community-driven, (4) multi-way
interaction, and (5) multimedia content. In the past, news
and newspapers were representative types of traditional
mass media (Duong, 2020). However, contemporary
online news sites now facilitate multi-way interaction by
including social media features, such as commenting,
sharing, and following (Chung, 2008). Blogs that include
key features such as user accounts, comment sections,
and blog networks are considered another common type

of social media (Duong, 2020; Nations, 2021). Hence,
this study extracts keywords from online articles with
comments and blogs.

In addition to J. Lee and Chun’s (2021) cyberbullying
ontology, we also reviewed Han et al.’s (2019) school
bullying ontology which was developed to collect and
analyze social big data. Although not exactly a cyber
violence ontology, we were ultimately convinced of its
utility as cyber violence derives from traditional school
bullying in many ways. Consequently, we utilized and
extended both J. Lee and Chun’s (2021) adolescent
cyberbullying ontology and Han et al.’s (2019) school
bullying ontology.

Step 3: ‘‘Enumerate Important Ontology Terms.’’ The third
step is to extract and enumerate all of the terms associ-
ated with the research topic (Noy & McGuinness, 2001).
In this study, we first used internet news and blog data to
identify keywords related to cyber violence that corre-
spond to the previously defined ontology areas. However,
various media such as glossaries, dictionaries, textbooks,
related literature, websites, social media, and interviews
with experts and related people can also be used to
extract key terms (Park & Jung, 2018). While extracting
core terms from texts such as reports or academic studies

Table 1. Domains and Competency Questions of Cyber Violence Victimization.

Domain Competency questions

Definition – What is the definition of cyber violence victimization?
Characteristics – What are the characteristics of cyber violence victimization?

– Through what platforms does cyber violence victimization occur?
Participants – Who is the target of cyber violence victimization?

– Are there any significant others except for the victims and perpetrators of cyber violence?
– Are there differences by age, class, and gender in victims?
– Does it occur individually or collectively?

Types – What types of cyber violence victimization have recently appeared?
– What is the latest form of cyber violence victimization?
– Does cyber violence victimization appear in physical, verbal, visual, relational, and sexual methods?

Protective and
risk factors

– What are the protective factors of cyber violence victimization?
– What are the risk factors of cyber violence victimization?
– What are the individual (sociodemographic characteristics/physical/psychological) protective/risk

factors of cyber violence victimization?
– What is the family factor of cyber violence victimization?
– What is the peer factor of cyber violence victimization?
– What is the school factor of cyber violence victimization?
– What is the social factor of cyber violence victimization?
– What is the online factor of cyber violence victimization?

Impacts – What is the individual impact of cyber violence victimization?
– What is the familial impact of cyber violence victimization?
– What is the peer impact of cyber violence victimization?
– What is the school impact of cyber violence victimization?
– What is the social impact of cyber violence victimization?

Coping strategies – How do individuals cope with cyber violence damage?
– What are the family– and school-level coping strategies?
– What are the services and interventions associated with cyber violence victimization?
– What are the legal coping strategies for cyber violence victimization?
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on related topics is common, extracting terms from social
media platforms requires research regarding ontology
development for social media analysis (J. Kim et al.,
2020). Therefore, in this study, we extracted terms from
social media (online articles, comments, and blogs)
related to cyber violence, focusing on the top most fre-
quent keywords present in entire documents after remov-
ing redundancies from the collected documents. The
search keywords were ‘‘cyberbullying,’’ ‘‘cyber violence,’’
‘‘online violence,’’ ‘‘cyber school bullying,’’ ‘‘cyber ostra-
cism,’’ ‘‘online bullying,’’ ‘‘cyber harassment,’’ and ‘‘online
harassment.’’ We collected data from a one-year period
(March 9, 2020 to March 8, 2021), amassing a total of
3,075 social media data sources, including online news
(n=2,194) and blogs (n=881).

In addition, we analyzed data from FGIs with ado-
lescents to extract key terms related to cyber violence
using their direct voices. Prospective participants had
to meet the following criteria: (1) be an adolescent
aged 13 to 17, and (2) have experience as a victim or
witness of cyber violence. A purposive non-probability
sampling technique was used to collect the data.
Ultimately, a total of 40 adolescents participated in 45-
minute brainstorming FGIs. During these group inter-
views, the participants were encouraged to freely
express their thoughts regarding the definition, conse-
quences, and protective factors of cyber violence victi-
mization. The brainstorming interview questions were
as follows: (1) What do you think cyber violence is?
(2) How do you think cyber violence victimization
affects you? (3) What do you think will help prevent or
reduce cyber violence damage?

Finally, we also utilized data from FGIs with
cyberbullying-related experts to extract key terms. A
total of five experts participated, including community
education experts, school social workers’ association
members, and employees at youth-related centers. Thus,
in total, we used FGI data from 40 adolescents and, with
the assistance of 5 cyberbullying experts, extracted key
terms in top-, middle-, and lower-level categories.

Step 4: ‘‘Define the Classes and the Class Hierarchy.’’ The
fourth step is to divide the key terms extracted into the
defined class hierarchy (Han et al., 2019; Noy &
McGuinness, 2001). In this study, a class hierarchy was
developed using a ‘‘combination development process’’
(Uschold & Gruninger, 1996) that combines ‘‘the top-
down and bottom-up approaches: we define the more
salient concepts first and then generalize and specialize
them appropriately’’ (Noy & McGuinness, 2001). We
classified and stratified the previously extracted key-
words to build higher concepts from lower concepts, this
was done while stratifying the class from specific con-
cepts to take into account the attributes of each keyword.

The Classification was then used—a task that binds simi-
lar information into a single unity of composition—to
arrange the keywords of different attributes and classes
based on the following attributes: ‘‘participants, charac-
teristics, protection and risk factors, types, impacts, and
coping strategies.’’ We also layered the classified key-
words within the classification criteria by dividing them
into higher and lower concepts.

Steps 5, 6, and 7: ‘‘Define the Properties of Classes,’’ ‘‘Define
the Facets of the Slots,’’ and ‘‘Create Instances.’’ After the
classes are defined from the list of terms, the fifth step is
to describe the properties of the classes (Noy &
McGuinness, 2001). We utilized various types of proper-
ties including (1) ‘‘intrinsic’’ properties (e.g., keywords
related to the ‘‘types’’ of cyber violence victimization);
(2) ‘‘extrinsic’’ properties (e.g., keywords related to the
‘‘platforms’’ of cyber violence victimization); and (3)
‘‘relationships to other individuals’’ (e.g., keywords
related to the ‘‘participants’’ in cyber violence victimiza-
tion) (Han et al., 2019; J. Lee & Chun, 2021; Noy &
McGuinness, 2001).

In the sixth step, the ‘‘properties’’ become ‘‘slots’’
attached to classes (Noy & McGuinness, 2001). All sub-
classes of a class inherit slots, which have different facets
describing ‘‘the value type.’’ These ‘‘value types’’ include
the following: (1) ‘‘String’’ such as name, (2) ‘‘Number’’
with numeric values, (3) ‘‘Boolean slots’’ (yes–no flags),
(4) ‘‘Enumerated slots,’’ and (5) ‘‘Instance -type slots.’’ In
this study, ‘‘string’’ was used as a major type to define
the facets of the slots (Han et al., 2019; J. Lee & Chun,
2021; Noy & McGuinness, 2001).

The seventh and final step is to create individual
instances of classes in the hierarchy by choosing a class,
creating an individual instance of that class, and filling
in the slot values (Noy & McGuinness, 2001).

Results

Keyword Extraction

In this study, we collected social data related to cyber
violence written in Korean from online news, comments,
and blogs. After completing the five steps of ontology
development, the results were then translated into
English. The most frequently used words were ‘‘adoles-
cents,’’ ‘‘school violence,’’ ‘‘crime,’’ ‘‘punishment,’’ and
‘‘digital.’’Table 2 shows a sample of the collected top
keywords. The analysis of the top keywords offers a pre-
liminary comprehension of the extent to which specific
keywords are significantly associated with cyberbullying.
For instance, the keywords that pertain to the
participants—such as adolescent, victim, student, female,
children, perpetrator, and preschooler—were highly
employed in data from online news, comments, and
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blogs. Notably, children (n=5,391), student (n=7,658),
and adolescent (n=10,827) were referenced more fre-
quently than teacher (n=1,559), man (n=1,008), adult
(n=941), and professor (n=864).

Meanwhile, we extended existing ontologies by utiliz-
ing the data collected in FGIs with adolescents and
related professionals to identify practical terms used by
the real people involved. The study organized keywords

extracted from FGIs by referring to the competency ques-
tion domains: participants, protective and risk factors,
types, platforms, characteristics, impacts, and coping
strategies. Table 3 shows the top cyber violence-related
keywords extracted from the FGIs with adolescents and
professionals. The domains were divided as follows: (1)
participants (e.g., friend, family, person, a senior, and a
junior); (2) protective and risk factors (e.g., parent, school

Table 2. Top Keywords from Social Media, with Frequencies.

Keyword Frequency Keyword Frequency Keyword Frequency Keyword Frequency Keyword Frequency

Adolescent 10,827 Sexual
violence

3,421 Minor 1,702 Deletion 1,169 Chat 944

School violence 9,378 Cyber 3,195 Sexual 1,665 Service 1,161 Adult 941
Punishment 8,334 Prevention 3,080 Teacher 1,559 Attack 1,099 Possession 917
Victim 8,104 Recording 2,982 Prosecutor 1,447 Real person

slash
1,057 Sexual assault 866

Student 7,658 Illegal 2,767 Petition 1,361 Player 1,036 Professor 864
Female 6,708 Production 2,725 Participation 1,355 Artificial

Intelligence
1,020 Arrest 862

School 5,683 Coping 2,293 Bullying 1,302 Man 1,008 Expression 845
Children 5,391 Deep-fake 2,191 Technology 1,267 Sons and

daughters
994 National Police

Agency
836

Online 4,395 Parents 2,179 Videos 1,262 Social 989 Accomplice 832
Violence 4,230 Imprisonment 2,026 Phone call 1,251 Discrimination 979 Offense 826
Perpetrator 4,088 Pornography 2,021 Safety 1,234 Middle school

students
969 Woman 824

COVID-19 3,804 Friend 1,982 Face 1,229 Court 956 Prevention
education

821

Telegram 3,800 Identity 1,920 Examination
of an offense

1,222 Prosecution 955 Contents 800

Dissemination 3,768 Group 1,767 Media 1,215 Household 953 Mental 778
Preschooler 3,611 Blackmail 1,760 Game 1,210 Doubt 946 Ministry of

Education
776

Table 3. Keywords from FGIs with Adolescents and Professionals.

Domain Keywords

Participants Female, female student, celebrity, male, male student, crowd, famous person, athlete, other person, unknown,
hacker, acquaintance, teammate, high school students, majority, kid, boy, etc.

Protective and
risk factors

Parent, school teacher, reporting app, monitoring, self-esteem, problem-solving skill, conversation, exercise,
respect, delinquency, sympathy skills, popularity, prematurity, COVID-19, etc.

Types Harassing, attack, exclusion, backbiting, alienation, criticism, insulting parents, slander, offensive post, nitpick,
profanity, curse, malicious comments, dissemination, leakage, hacking, blackmail, defamation, etc.

Platform KakaoTalk, phone calls, internet, chatting, group chatroom, YouTube, comment, SNS, online, cyber, messenger,
Facebook, Facebook message, direct message (DM), app, PC game, online game, League of Legends (LOL),
Instagram, etc.

Characteristics Anonymity, bad intentions, intentional, continuous, deliberate, transcendence of space and time, trace, influence,
repetition, compulsion, etc.

Impacts Trauma, alienation, irritation, depression, humiliation, sexual humiliation, insult, guilt, pain, anxious, fear, anger,
embarrassed, social phobia, school transfer, shame, physical harm, stress, hair loss, self-injury, suicide, crime,
revenge, secondary damage, etc.

Coping strategies Professional counseling, punishment, avoidance, bureau of adolescents, committee of school violence, training
program, parent education, compulsory education, advice, consultation, denial, recommendation, cyber police,
police station, will to overcome, justice, ministry of gender equality and family, etc.
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teacher, acquaintance, neighbor, and attention); (3) types
(e.g., bullying, harassing, attack, exclusion, backbiting,
and KakaoTalk prison); (4), platform (e.g., KakaoTalk,
phone call, internet, chatting, group chatroom, and per-
sonal chatroom); (5) characteristics (e.g., anonymity, bad
intentions, intentional, continuous, and deliberate); (6)
impacts (e.g., self-esteem, trauma, alienation, irritation,
and eeriness); and (7) coping strategies (e.g., report,
police officer, teacher, parent, and boy/girlfriend).

Class Hierarchy of Ontology

After subdividing the classes into types and layers, we
specified their respective attributes and attribute values.
The objects were then assigned to the class-specific attri-
butes in order to complete the ontology and ensure that
it contained both the collected terms and the terms
extracted from the FGIs. The cyber violence ontology
for adolescents we developed had six top areas: partici-
pants, factors, types, characteristics, impacts, and coping
strategies. Figure 2 shows the specific hierarchy of the
completed ontology, represented using Protégé—an
ontology editor jointly produced by Stanford University
and the University of Manchester, which is suitable for
designing ontology hierarchies and representing relation-
ships between concepts (Jung, 2016). Table 4 provides
the definition of the top level in the class hierarchy and
examples of the key terms.

While many previous cyberbullying studies have
focused on adolescents attending middle and/or high
schools (Chun et al., 2020; Hinduja & Patchin, 2013),
cyberbullying is a severe problem for the adult popula-
tion as well (Jenaro et al., 2018). Furthermore, the preva-
lence of cyberbullying among adolescents differs by
gender (Chun et al., 2020). This implies that those
affected by and involved in cyberbullying can largely be
classified into the following categories: adolescents and
adults, males and females, and middle and high school
students. Target populations can also be further subdi-
vided into victims and perpetrators, as well as bystan-
ders, a role that is beginning to attract more attention in
cyberbullying studies (Bastiaensens et al., 2014). As such,
we expected the social big data used in this study to yield
results regarding victims, perpetrators, and bystanders.
We divided the participant class hierarchy into the fol-
lowing middle levels:

(1) Age, with a bottom level including children and
adolescents, and adults (e.g., students and
acquaintances).

(2) School level, with a bottom level including middle
school students and high school students (e.g.,
middle school students and high school students).

(3) Sex, with a bottom level including female and
male (e.g., women and men).

(4) Form, with a bottom level including victims or
perpetrators, significant others, individuals/
groups, and others (e.g., gangs, parents, groups,
and celebrities).

(5) Relationships, with a bottom level including friends
and strangers (e.g., teammates and someone).

Table 5 shows the participant class hierarchy and a
sample of its keywords.

Figure 2. Ontology Class Hierarchy Utilizing Protégé.
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Several studies have adopted the socio-ecological
model to categorize cyberbullying protective and risk
factors into groups (Chun et al., 2021; Görzig &
Machackova, 2015; Hong et al., 2018; Chun, et al.,
2020). For instance, Chun et al. (2021) reorganized the
cyberbullying victimization protective factors into indi-
vidual, family, peer, school, and system levels. The
domain of cyber violence factors encompassed keywords
related to the predictors. It consisted of a middle level
represented by protective factors (with a bottom levels,
including individual, family, friends, school, community,
and online system [e.g., self-esteem, good relationship,
schoolteacher, neighbor, and reporting app]) and risk
factors including delinquency, COVID-19, and prema-
turity. Table 6 shows the factor class hierarchy and a
sample of its keywords.

In addition, cyberbullying typically manifests in ver-
bal/written, visual/sexual, or social exclusionary forms
(Chun et al., 2020). We divided the class of each type into
middle-level factors, including violence (with a bottom
level including verbal violence, visual violence, and sexual
violence [e.g., backbiting, manipulation, and sexual har-
assment]), and method of violence (with a bottom level
including ostracism, extortion and exploitation, invasion
of privacy, and crime [e.g., exclusion, blackmail, dissemi-
nation, and spam messages]). Table 7 shows the types of
class hierarchy and a sample of its keywords.

A systematic review of cyberbullying measurements
found that cyberbullying frequently occurs via mobile
phone, e-mail, text messages, and other electronic media
(Chun et al., 2020). The characteristics class hierarchy
comprised the middle level of media forms (bottom level

Table 4. Top Level in the Class Hierarchy.

Top level Definition Examples of key terms

Participants Age, grade, family/social/school status that
could describe the cyberbullying
participants

Friend, family, adolescent, children, middle school student, high
school students, etc.

Risk and protective
factors

Any protective and/or risk factors that could
affect cyberbullying victimization or
perpetration

Professional counseling, education, good relationship, problem
solving skill, conversation, etc.

Types Forms and types of cyberbullying Bullying, harassing, attack, exclusion, backbiting, KakaoTalk-
prison, insulting parents, etc.

Characteristics Media platforms where cyberbullying occurs,
and unique characteristics of cyberbullying
separate from traditional bullying

KakaoTalk, phone calls, internet, chatting, YouTube, Anonymity,
Illegal, technology, etc.

Impacts Harms and impacts of cyberbullying
victimization and perpetration

Self-esteem, trauma, feeling left out, annoyance, feeling bad,
depression, etc.

Coping strategies Alternatives to prevent and cope with
cyberbullying

Report, police, teacher, parent, willingness, professional
counseling, punishment, blocking, legal, ignoring, boy/girlfriend,
make allowances, etc.

Table 5. Class Hierarchy of Participants.

Top level Middle level Bottom level Key terms

Participants Age Children and
adolescent

Adolescent, student, preschooler, minor, children, kid, boy, sons and daughters, a senior,
a junior, etc.

Adult Adult, acquaintance, person, etc.
School level — Middle school student, high school students, etc.
Sex Female Female, woman, female students, etc.

Male Male, man, male students, etc.
Form Victim or

perpetrator
Victim, perpetrator, accomplice, hacker, the strong, gang, culprit, insane person, maniac,

etc.
Significant others Family, school, professor, parent, schoolteacher, etc.
Individual/group Group, a guild, majority, one person, a single person, etc.

Others Celebrity, famous person, athlete, etc.
Relationship Friends Friend, same age group, teammate, knower, friend from private institute, boyfriend, etc.

Strangers Someone, unknown, other person, stranger, etc.
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of social media, messenger, distinct features, etc.). Table
8 shows the characteristics class hierarchy and a sample
of its keywords.

Studies have found that cyberbullying victimization
has physical-, behavioral-, externalized- and internalized-
, school-, and peer-related outcomes (Bonanno & Hymel,
2013; Brighi et al., 2012; Calvete et al., 2016; Landoll
et al., 2015; S. Lee & Chun, 2020). The third classification
focuses on the impacts of cyber violence and includes
two divisions: individual (with a bottom level including

physical, mental [internalized], mental [externalized], and
financial [e.g., hair loss, trauma, revenge, and property
loss]), and relational/social (with a bottom level including
family, friend, and school [e.g., estrangement, conflict,
and school transfer]). Table 9 shows the impacts class
hierarchy of impacts and a sample of its keywords.

Additionally, studies have repeatedly emphasized the
importance of cyberbullying prevention and intervention
programs in schools (Tanrikulu, 2018), specific individ-
ual coping strategies (Raskauskas & Huynh, 2015),

Table 6. Class Hierarchy of Factors.

Top level Middle level Bottom level Key terms

Factors Protective
factors

Individual Self-esteem, problem-solving competence, positive, favorable, cyber ethics, willingness,
recognition, conversation, exercise, prudence, sense, popularity, respect, sympathy skills,
sensitivity, etc.

Family Parents, parental education, guardian, attention, etc.
Friends Companion, friend, good relationship, peer relationship, boy/girlfriend, etc.
School School teacher, principal, vice-principal, guidance, education, school education, etc.

Community Neighbor, professional counseling, prevention education, character education, human rights,
law, protection, educational contents, teaching material, program development, education
system, training program, workplace education, compulsory education, advice,
consultation, recommendation, etc.

Online system Education app, reporting app, monitoring, system, evidence, flip-phone, 2G phone (feature
phone), block, indirect experience, etc.

Risk factors — Delinquency, COVID-19, prematurity, naughty, anger, noticeable, power imbalance, etc.

Table 7. Class Hierarchy of Types.

Top level Middle level Bottom level Key terms

Types Form of
violence

Verbal violence Backbiting, criticism, insulting parents, slander, offensive posts,
nitpick, profanity, curse, malicious comments, aggression
through comments, body insult, intrasender conflict, etc.

Visual violence Manipulation, exposure, recording, making, deep-fake,
imprisonment RPS, physical, insult an acquaintance, self-injury
exhibition, strange pictures, etc.

Sexual violence Sexual harassment, sexual crime, sexual violence, being sexual,
sexual assault, sexual molestation, license, erotic writing,
outing, sexual information, etc.

Method of
violence

Ostracism Bullying, harassing, attack, exclusion, KakaoTalk-prison, alienation,
hatred, discrimination, cyberbullying, unresponsiveness,
removed from chatroom, kicking out, outcast, cyber violence,
joke, trolling, blaming team member, teasing, belittlement,
concentrated attack, group bullying, attention seeker, etc.

Extortion and
exploitation

Blackmail, exploitation, sweating, game-shuttle, Wi-Fi-shuttle,
data extortion, USIM chip substitution, game item shuttle,
attacks on weakness, ripoff, demand money, etc.

Invasion of privacy Dissemination, leakage, hacking, false information, distribution,
leakage of personal information, defamation, rumor, obscenity,
leakage of privacy, leakage of personal information, illegal
downloading, calling line identification restriction (CLIR), prank
call, inappropriate information, infringement of copyright,
password hacking, etc.

Crime School violence, crime, violence, cyber violence, attack, offense,
circulation, illegal act, internet crime, spam message, spam call,
fraud, fraudulent cash dealings, phone scams, etc.
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school policies (Chalmers et al., 2016), and legislation
(Asam & Samara, 2016) as means of counteracting cyber-
bullying. Thus, we expected the intervention and policy
data sources to include these components. The coping
strategies class hierarchy comprised the middle level of
personal coping strategies (including reports, will to over-
come, and pass), services/interventions (including profes-
sional counseling, services, and interventions), and law/

policies (including police officers, punishments, and legal
remedies). Table 10 shows the class hierarchy of coping
strategies and its’ sample of keywords.

Discussion

Overall, our analysis generated domains for the following
categories:

Table 9. Class Hierarchy of Impacts.

Top level Middle level Bottom level Key terms

Impacts Individual Physical Physical harm, hair loss, self-harm, bruise, etc.
Mental
(internalized)

Self-esteem, trauma, annoyance, feeling bad, depression, revenge, embarrassment,
shame, sexual humiliation, insult, guilt, feeling betrayed, social phobia, twisted,
negative, humiliation, stress, fear, hating, suicide, blame, careful, mental, pain,
psychological damage, mood swing, neurosis, feeling helpless, timid, wound, suicidal
ideation, etc.

Mental
(externalized)

Bullying, shattered, crime, murder, violence, revenge, suicidal attempt, suicide,
extreme measures, etc.

Financial Money, property loss, etc.
Relational/Social Family Estrangement, help request, willingness, etc.

Friend Conflict, alienation, social phobia, distrust, etc.
School School transfer, unauthorized absence, etc.

Table 8. Class Hierarchy of Characteristics.

Top level Middle level Bottom level Key terms

Characteristics Media Social media Facebook, Instagram, SNS, YouTube, comment, fake account, game, anonymous
bulletin board, Kakao status message, SBS news, PC game, online game, League
of Legends (LOL), Katalk, account, etc.

Messenger KakaoTalk, phone calls, chatting, group chatroom, personal chatroom, messenger,
Telegram, voice talk, videotelephony, advertising text, Facebook message, direct
message, etc.

Etc. Media, videos, class, internet, platform, website, pornographic site, visual media,
online medium, app, cyber, online, digital, etc.

Distinct features Anonymity, illegal, technology, repetition, compulsion, intentional, intentions,
continuous, deliberate, transcendence of space-time, trace, influence, etc.

Table 10. Class Hierarchy of Coping Strategies.

Top level Middle level Bottom level Key terms

Coping
strategies

Personal coping
strategies

Report, will to overcome, pass, block, disregard, action, coping, deletion, proof,
return, reaction, agreement, cooperation, avoid, neglect, denial, etc.

Services/intervention Professional counseling, service, intervention, AI, integration, justice,
environmental change, call for attention, etc.

Law/policies Police officer, punishment, legal, lawyer, imprisonment, policy, prosecutor,
petition, participation, examination of offense, detective, court, prosecution,
doubt, psychology, sentence, arrest, trial, national police agency, ministry of
education, ministry of gender equality and family, protection law, legislation,
office, prison, charge, bureau of adolescents, committee of school violence,
cyber police, police station, etc.
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(1) Participants. Subdivided by age (e.g., adolescents
and adults), school level (e.g., middle school stu-
dents and high school students), sex (e.g., girl or
boy), form (e.g., victim or perpetrator), and rela-
tionship (e.g., friends or strangers).

(2) Protective and risk factors. Subdivided by indi-
vidual (e.g., problem-solving competence and
self-esteem), family (e.g., parents and parental
education), friends (e.g., companions and associ-
ates), school (e.g., teacher and principal), com-
munity (e.g., expert consultation and prevention
education), and online systems (e.g., reporting
apps and monitoring systems).

(3) Types. Subdivided by the form of violence (e.g.,
deep fakes and sexual assault) and method (e.g.,
WIFI-shuttle (forced to provide mobile data
whenever and wherever the perpetrator demands
it) and extortion).

(4) Characteristics. Subdivided by media (e.g.,
Instagram and Telegram) and distinct features
(e.g., repetitive and intentional).

(5) Outcomes. Subdivided into individual (e.g., sui-
cide and trauma) and relational/social (e.g.,
transfer to other schools and conflict).

(6) Intervention and Policies. Subdivided by per-
sonal coping strategies (e.g., avoidance and
blocking), services/intervention (e.g., artificial
intelligence and interests), and law/policies (e.g.,
lawyers and police) regarding cyber violence.

An ontology ‘‘reflects the structure of the world’’ and
often concerns the ‘‘structure of concepts’’ (Noy, 2005, p.
6). As a result, the development of this cyber violence
ontology will enable researchers to conceptualize the
structure of cyber violence in a manner that accounts for
the participants, types, risk and protective factors, char-
acteristics, impacts, and coping strategies. In other
words, this study provides a multi-faceted perspective on
cyber violence experiences in South Korea and addresses
the complexity and variety of unstructured text that
makes the systematic collection and analysis of data
challenging. This study identified key terms and their
relationships by developing an ontology to extract key
concepts and effectively collect data. In so doing, it
becomes possible to answer the competency questions,
which comprise of the following domains: definition
(e.g., ‘‘What is the definition of cyber violence?’’); charac-
teristics (e.g., ‘‘Through what platforms does cyber vio-
lence occur?’’); participants (e.g., ‘‘Are there any
significant others except for the victims and perpetrators
of cyber violence?’’); types (e.g., ‘‘What types of cyber
violence have recently appeared?’’); factors (e.g., ‘‘What
is the family factor of cyber violence?’’); results (‘‘What is
the social impact of cyber violence?’’); and coping

strategies (e.g., ‘‘What are the legal coping strategies for
cyber violence?’’).

This ontology could also serve as a good reference
and guide for designing research models. For instance,
researchers examining cyber violence protective factors
could apply it to consider these factors at different levels,
including individual, family, friends, school, community,
and online systems. In addition, researchers could learn
from our ontology that the embedded variables in each
category (i.e., participants, types, factors, characteristics,
impacts, and coping strategies) should be considered a
priority. For example, researchers could investigate the
relationship between COVID-19 and cyber violence,
which no study has yet examined or established.

In addition, the results include participants subdivided
by age, school level, sex, form, and relationship, while the
prior study (J. Lee & Chun, 2021) only has three classes
(i.e., sex, school level, and characteristics). Previous stud-
ies have generally divided cyberbullying into three types:
verbal/written, visual/sexual, and social exclusion (Chun
et al., 2020). Meanwhile, adolescent cyberbullying ontol-
ogy developed by J. Lee and Chun (2021) divided types
roughly using direct (subdivided using verbal, relational,
and other approaches) and indirect methods. The current
study’s findings are more comprehensive and thorough
because the domain of our ontology includes more spe-
cific classes (e.g., verbal violence, visual violence, sexual
violence, ostracism, extortion and exploitation, invasion
of privacy, and crime). Furthermore, our ontology
appears to effectively reflect recent cyber violence trends
and encompass new types of cyber violence, including
deep-fakes and Real Person Slash (RPS). In addition, it
can detect unfamiliar types of cyber violence, such as trol-
ling, which has not typically been addressed in academic
research. Future studies should endeavor to extend and
update the ontology with whatever new keywords there
may be at the time of the research being conducted.

Many of the protective and risk factors of cyber vio-
lence are similar to those of cyberbullying victimization.
For instance, Kowalski et al. (2014) identified social
intelligence, school safety, parental monitoring, per-
ceived support, empathy, school climate, and parental
control of technology as factors that protect against
cyberbullying. This demonstrated that traditional victi-
mization/bullying, age, frequency of internet use, social
anxiety, moral disengagement, risky online behavior,
anger, and hyperactivity are correlated with cyberbully-
ing victimization. Our findings confirm that sympathy
skills, parents, and school education act as important
buffers against cyber violence and point to anger as a
risk factor. By expanding upon these factors, we identi-
fied additional factors at the individual, family, friend,
school, community, and online system levels. In particu-
lar, we compared protective factors in online systems
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(e.g., reporting apps) with those identified in previous
studies. Practitioners and researchers could use this list
of factors when designing and organizing new cyber
violence-related studies and/or intervention programs.

While researchers have previously classified cyber vio-
lence outcomes into physical, internalized, and externa-
lized impacts that occur at mental, financial, family,
friend, and school levels, most studies have focused on
the psychological impacts of cyberbullying victimization,
including depression, anxiety, loneliness, stress, and sui-
cide (Kowalski et al., 2014). While this study similarly
identifies these outcomes, we also found that cyber vio-
lence may result in self-harm, feelings of betrayal, social
phobia, property loss, estrangement, and school trans-
fers. The keywords in our ontology are not just words
extracted from online databases; they depict in detail
what might actually happen to cyber violence victims. As
a result, it also provides guidance for planning strategies
in order to intervene and prevent such violence from
occurring.

The findings of our study also suggest that coping
strategies could extend beyond the personal level to
include services, interventions, laws, and policies. A sys-
tematic review of cyberbullying coping strategies listed
social support seeking, avoidance coping, online or tech-
nical strategies, and self-efficacy as being the most useful
(Raskauskas & Huynh, 2015). This list partially aligns
with the results of our ontology, which identifies the will
to overcome, pass, disregard, and avoid as personal cop-
ing strategies. However, our ontology also indicates that
professional counseling, services, petitions, policies, and
school violence committees can serve as equally effective
strategies for coping with and counteracting cyber vio-
lence. Although coping styles may vary by generation
and country, this list of non-personal coping strategies
highlights the need for experts to take more initiative
and for societal-level changes to occur. In addition,
imprisonment was also extracted as a strategy used to
cope with cyberbullying. Nowadays, a range of cyber
violence phenomena manifest, all varying in severity,
from those classified as cybercrimes subject to legal juris-
diction, to light-level cyber violence (S. Lee et al., 2021).
Further, cyber violence has exhibited an increase in its
degree of brutality (S. Lee et al., 2021). Given this cur-
rent reality, imposing criminal sanctions on cyber vio-
lence may also represent a crucial and effective response
to prevent and manage this social issue (Rao, 2022).
Specifically, the punitive measure of imprisonment serves
both a ‘‘general deterrence effect’’ (aims to prevent
potential offenders from engaging in criminal activity by
demonstrating that committing a crime will result in
severe legal consequences) and a ‘‘special deterrence
effect’’ (aims to deter a specific offender from reoffend-
ing) (Rao, 2022; Yeon, 2003). Pertinently, in 2021 a man

who was found guilty of coercing and exploiting several
female children and adolescents to produce and distri-
bute sexually exploitative content through Telegram
received a verdict of 42 years imprisonment by the
Supreme Court of Korea (S. Kim, 2022).

To date, researchers have struggled to conceptually
distinguish cyber violence from cyberbullying and have
often used the two words interchangeably without pro-
viding clear definitions (Blaya et al., 2018). For example,
Backe et al. (2018) defined cyber violence as types of
abuse that occur online, including cyberbullying, online
harassment, cyber dating abuse, revenge porn, and cyber-
stalking. Meanwhile, cyber violence has also been defined
as any violence that occurs via social media and social
networking sites (Peterson & Densley, 2017). While this
study did not succeed in drawing a clear distinction
between cyberbullying and cyber violence, our ontology
provides an overview of the factors that comprise cyber
violence. We encourage researchers to use it as a founda-
tional resource to conceptualize cyber violence and deter-
mine how it differs from cyberbullying.

Most existing cyber violence studies have been limited
to conceptualization, prevalence estimation, and examina-
tion of various associated factors (Backe et al., 2018;
Peterson & Densley, 2017). These studies merely define
what cyber violence is, how serious it is, and what affects
it. Unlike other research, which has primarily used vari-
ables from previous studies, our ontology allows for the
identification of new events, topics, and trends that are
potentially related to cyber violence. This could include
things such as game item shuttle, which indicates behavior
forcing victims to hand in-game items. Furthermore, this
ontology encompasses data from online resources and key-
words highlighted by cyber violence victims/witnesses and
experts on the topic. Taking this additional information
into account enabled us to identify hidden keywords that
could have otherwise remained unidentified. Thus, in order
to develop a comprehensive picture of the phenomenon in
question, we recommend that cyber violence researchers
collect data from various resources beyond websites,
including FGIs, academic resources, and policy papers.

The findings of our study also have practical implica-
tions, providing a basis for social big data research on
cyber violence. The ubiquity of smart devices and social
media means that cyber violence can occur anytime and
anywhere, making it a social issue with global relevance
(Kowalski & Limber, 2007). Cyber violence generally
occurs on the same social media platforms that serve as
the primary sources of social big data, which plays direct
or indirect roles in the cyber violence discourse. Big data
analysis gives shape to the unpredictable and unstruc-
tured data generated by social media, providing a basis
for social perspectives on cyber violence issues (Han
et al., 2019) and a useful ground for discussions of cyber
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violence prevention and intervention. Therefore, this
study’s creation of a cyber violence ontology marks a
significant step forward in the collection and analysis of
social big data regarding cyber violence issues. This is
also why this study is so meaningful. It presents and
extends a cyber violence-related ontology as the initial
step in the collection and analysis of related social big
data. Social big data analysis is the process of extracting
meaningful value from the vast amounts of data gener-
ated daily on various social media platforms. The insight
it provides regarding the future developments of related
trends makes it possible to effectively analyze and predict
cyber violence. In the future, the effective prediction of
cyber violence signs should help screen potential perpe-
trators and victims, thereby accelerating intervention
and prevention.

One limitation of this study is that it did not cover all
social media, documents, and keywords related to cyber
violence. In reality, extracting all keywords related to
cyber violence and including them in an ontology struc-
ture is simply not feasible. Thus, future studies should
endeavor to extend and update our ontology with more
keywords from various social media platforms. Second,
the study was based on big data from South Korea and,
therefore, does not represent other countries. Although
cyber violence has common characteristics globally, sup-
plementing the current ontology with keywords that
reflect the distinct characteristics of each country remains
necessary. Third, ontology class hierarchies vary based
on the criteria used to classify keywords. Although we
followed the Ontology Development 101 steps and tried
to minimize subjective judgments by referring to various
prior studies, no uniform criterion for establishing a clas-
sification system currently exists. Moreover, since this
study collected and analyzed social network data through
inductive research methods, there may be fundamental
limitations as the context and meaning of each extracted
term may not be clearly classified (J. Lee & Chun, 2021;
S. Lee et al., 2021). That is, a specific term may not neces-
sarily be included in only one specific classification, or it
may overlap with multiple perspectives (J. Lee & Chun,
2021; S. Lee et al., 2021). In addition, it was not possible
to analyze the overall frequency or significance of the
keywords as this study utilized both social media data—
which provided information on the frequency of the
keywords—and FGI data, which lacked such informa-
tion. However, in future studies, the ontology presented
in this study could be leveraged to assess the importance
of the keywords as a whole.

Nevertheless, the classification system established in
this study will make it a leading ontology in future devel-
opment efforts, enabling it to contribute to the construc-
tion of more advanced cyber violence ontologies.
Moreover, it will serve as a framework for future cyber

violence research and social analysis. For future refer-
ence, we highly encourage the researchers to:

(1) pay more attention to new types of violence iden-
tified in this ontology, such as deep-fakes, RPS,
and trolling;

(2) update the ontology, with recent keywords and
other means of sources, including academic
papers, policy papers, etc.;

(3) figure out ways to draw a borderline between
cyberbullying and cyber violence; and

(4) enlarge the spectrum of ontology to reflect fea-
tures of cyber violence in other countries.

Conclusion

Despite this study’s limitations, our cyber violence ontol-
ogy provides an important framework for social big data
analysis. In this study, we believe we have developed the
most up-to-date and comprehensive cyber violence ontol-
ogy that reveals the essence of cyber violence. This was
achieved by using real-life terms based not only on social
media but also on the real voices of adolescents and pro-
fessionals and reflects recent forms and characteristics of
cyber violence. By elucidating the definition, participants,
characteristics, types, factors, impacts, and coping strate-
gies of cyber violence, our ontology enhances the knowl-
edge of researchers and professionals in cyber violence-
related fields and has practical implications for efforts to
combat this phenomenon.
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